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$EVWUDFW

6LQFH WKH LQYHQWLRQ RI WKH -DYD &DUG� WKH LVVXH RI FRGH

DQG GDWD VKDULQJ KDV EHHQ D WRSLF RI JUHDW LQWHUHVW� (DUO\

-DYD &DUGV VKDUHG GDWD YLD ILOHV VHFXUHG ZLWK DFFHVV

FRQWURO OLVWV� -DYD &DUG ��� VSHFLILFDWLRQ LQWURGXFHG D

PHWKRG RI REMHFW VKDULQJ� DOORZLQJ DFFHVV WR PHWKRGV RI

VHUYHU DSSOHWV XVLQJ 6KDUHDEOH ,QWHUIDFH 2EMHFWV �6,2��

+RZHYHU� WKLV 6,2 DSSURDFK FDQ EH LPSURYHG� ,W SHUPLWV

DFFHVV WR DOO LQWHUIDFHV RI WKH 6,2� ZKHUHDV VRPH LQWHU�

IDFHV PD\ EH LQWHQGHG RQO\ IRU SDUWLFXODU FOLHQWV� $,'

LPSHUVRQDWLRQ FRXOG EH XVHG WR JDLQ DFFHVV WR VHUYLFHV

XQOHVV WKH FDUG DXWKHQWLFDWHV DOO DSSOHWV� $FFHVV WR D

6,2 E\ IXWXUH DSSOHWV PD\ EH LPSRVVLEOH� 3DVVLQJ REMHFW

GDWD EHWZHHQ DSSOHWV LV TXLWH FXPEHUVRPH�

$Q DSSURDFK WR REMHFW VKDULQJ EDVHG RQ GHOHJDWHV LV GH�

VFULEHG� ZKLFK SURYLGHV QHHGHG LPSURYHPHQWV ZLWK PLQ�

LPDO PRGLILFDWLRQV WR -DYD &DUG ���� 8VLQJ WKH GHOHJDWH

DSSURDFK� RQO\ WKH GHVLUHG PHWKRGV RI DQ DSSOHW DUH H[�

SRVHG� DQG HDFKPHWKRG FDQ EH SURWHFWHG E\ DQ\ VHFXULW\

SROLF\ WKH DSSOHW ZLVKHV WR LPSOHPHQW� $ VKDUHG VHFUHW

VHFXULW\ SROLF\ LV GHVFULEHG� XVLQJ FKDOOHQJH�UHVSRQVH

SKUDVHV WR DYRLG UHYHDOLQJ WKH VKDUHG VHFUHW� 6XFK D VH�

FXULW\ SROLF\ GRHV QRW UHTXLUH DSSOHW DXWKHQWLFDWLRQ WR

DYRLG $,' LPSHUVRQDWLRQ� DQG OHQGV LWVHOI UHDGLO\ WR DF�

FHVV E\ DQ\ IXWXUH DSSOHWV WKDW PD\ EH ZULWWHQ�

���,QWURGXFWLRQ

6LQFH WKH LQYHQWLRQ RI WKH -DYD &DUG� WKH LVVXH RI

FRGH DQG GDWD VKDULQJ KDV EHHQ D WRSLF RI FRQVLGHUDEOH

LQWHUHVW� 7KH ILUVW -DYD &DUGV >�@ VKDUHG GDWD EHWZHHQ

-DYD &DUG DSSOHWV XVLQJ D ILOH V\VWHP VHFXUHG E\ DFFHVV

FRQWURO OLVWV� 7KHVH OLVWV GHWHUPLQHG ZKLFK LGHQWLWLHV

FRXOG DFFHVV SDUWLFXODU ILOHV� DQG ZKDW SHUPLVVLRQ HDFK

LGHQWLW\ ZDV JUDQWHG ZLWK UHVSHFW WR HDFK ILOH� 7KH LGHQ�

WLWLHV ZHUH HVWDEOLVKHG XVLQJ NH\ ILOHV DQG 3,1 YHULILFD�

WLRQ� 7KLV VROXWLRQ ZDV TXLWH SRZHUIXO IRU PDQ\ FRP�

PRQ GDWD VKDULQJ VLWXDWLRQV� KRZHYHU LW GLG QRW OHQG LW�

VHOI ZHOO WR VLWXDWLRQV UHTXLULQJ DFFHVV WR PHWKRGV

EHORQJLQJ WR DQRWKHU -DYD &DUG DSSOHW�

)LJXUH �� %DVLF -DYD &DUG $UFKLWHFWXUH

$ W\SLFDO -DYD &DUG DUFKLWHFWXUH LV VKRZQ LQ )LJXUH

�� 7KH FDUG FRQWDLQV DQ RSHUDWLQJ V\VWHP� -DYD &DUG 9LU�

WXDO 0DFKLQH >�@� -DYD &DUG 5XQWLPH (QYLURQPHQW

�-&5(�� DQG WKH -DYD &DUG $3, LQ 520� $SSOLFDWLRQV

DUH -DYD SDFNDJHV SURJUDPPHG WR WKH $3,� DQG DUH XVX�

DOO\ ORDGHG LQWR ((3520� $Q DSSOLFDWLRQ FRQVLVWV RI

RQH RU PRUH DSSOHWV� DSSOHWV LQ GLIIHUHQW SDFNDJHV DUH

VHSDUDWHG E\ D ILUHZDOO WR SUHYHQW DFFHVV WR DSSOHW GDWD

DFURVV SDFNDJH ERXQGDULHV� $SSOHWV DUH SURJUDPPHG

XVLQJ D VXEVHW RI -DYD� DQG KDYH D VSHFLILHG VHW RI HQWU\

SRLQWV WKDW WULJJHU YDULRXV DFWLRQV RQ WKH FDUG >�@�

,Q WKLV SDSHU� ZH ZLOO GHVFULEH WKH REMHFW VKDULQJ

PHFKDQLVP LQWURGXFHG LQ -DYD &DUG ���� H[DPLQH WKH LV�

VXHV DVVRFLDWHG ZLWK WKLV PHFKDQLVP� DQG SURSRVH DOWHU�

QDWLYHV WKDW DGGUHVV WKHVH LVVXHV� :H UHO\ KHDYLO\ RQ

FRGH H[DPSOHV� NH\ HOHPHQWV RI ZKLFK DUH LQVHUWHG LQWR

WKH SDSHU DW UHOHYDQW SRLQWV� 6RPHWLPHV WKH FRGH LQ WKH

SDSHU LV HGLWHG IRU EUHYLW\� DQG FRPPHQWV FRQWDLQLQJ

¦���§ LQGLFDWHV WKH UHPRYDO RI FRGH QRW SHUWLQHQW WR WKH

GLVFXVVLRQ� 7KH FRPSOHWH -DYD VRXUFH FRGH IRU WKHVH H[�

DPSOHV FDQ EH IRXQG LQ KWWS���ZZZ�F\EHUIOH[�VOE�FRP�

XVHQL[0.���KWPO� 1RWH WKDW ZKHQ GLVFXVVLQJ WKH GHOH�

JDWH H[DPSOHV� WKLV FRGH XVHV D IUDPHZRUN ZKLFK LV VXLW�

DEOH IRU VLPXODWLRQ RQ D ZRUNVWDWLRQ� DQG LV QRW LQWHQGHG

IRU XVH RQ D -DYD FDUG�
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��2EMHFW�6KDULQJ�,Q�-DYD�&DUG����

7KH -DYD &DUG ��� VSHFLILFDWLRQ >��@ LQWURGXFHV D

PHDQV RI VKDULQJ REMHFWV EHWZHHQ -DYD &DUG DSSOHWV� $O�

WKRXJK VRPHZKDW PRUH GLIILFXOW WR XVH WKDQ ILOH VKDULQJ�

LW GRHV SURYLGH D PHDQV IRU DFFHVVLQJ REMHFW PHWKRGV�

UDWKHU WKDQ MXVW GDWD� 7KLV VSHFLILFDWLRQ XVHV D XQLTXH DS�

SOHW LGHQWLILHU �$,'� >�@ DV WKH EDVLV IRU GHWHUPLQLQJ

ZKLFK DSSOHWV DUH JUDQWHG DFFHVV WR REMHFWV FUHDWHG E\

RWKHU DSSOHWV�

��� 'HVFULSWLRQ 2I 2EMHFW 6KDULQJ 0HFKDQLVP

7KH VWULFW ILUHZDOO HQIRUFHPHQW RI -DYD &DUG ���

FRPSOHWHO\ SUHYHQWV DQ DSSOHW IURP DFFHVVLQJ GDWD FRU�

UHVSRQGLQJ WR DQRWKHU DSSOHW� +RZHYHU� D SURYLVLRQ ZDV

PDGH IRU DQ DSSOHW WR REWDLQ DQ LQWHUIDFH EHORQJLQJ WR

DQRWKHU DSSOHW� DQG WR LQYRNH D PHWKRG RQ WKLV LQWHUIDFH�

7KLV IRUPV WKH EDVLV RI WKH -DYD &DUG ��� REMHFW VKDULQJ

PHFKDQLVP�

����� 5HVWULFWLQJ 0HWKRG $FFHVV WKURXJK D 6,2

1RUPDOO\ LQ -DYD >�@� LW ZRXOG EH SRVVLEOH WR DFFHVV

SXEOLF PHWKRGV DFURVV SDFNDJHV� 7KHUHIRUH� RQH FRXOG

XVH SXEOLF PHWKRGV LQ RWKHU SDFNDJHV ZLWKRXW D QHHG IRU

D VKDULQJ PHFKDQLVP�

%XW WKLV SRVHV D SUREOHP IRU -DYD FDUG� EHFDXVH WKH

DSSOHW HQWU\ SRLQWV DUH QHFHVVDULO\ SXEOLF� \HW ZH PXVW

UHVWULFW DFFHVV WR WKHP WR SUHYHQW DSSOHWV IURP UXQQLQJ

RWKHU DSSOHW PHWKRGV ZLWKRXW SHUPLVVLRQ� 6R WKH -&5(

GRHV QRW SHUPLW DQ\ PHWKRG WR EH LQYRNHG LQ RWKHU DS�

SOHWV� H[FHSW WKURXJK WKH 6,2 PHFKDQLVP� 7KLV SUHYHQWV

REYLRXV KDFNV� VXFK DV FDVWLQJ DQ REMHFW UHIHUHQFH WR

JDLQ DFFHVV WR DOO RI WKH SXEOLF REMHFW PHWKRGV� E\SDVV�

LQJ WKH UHVWULFWLRQ RI WKH LQWHUIDFH�

����� $SSOHW &RQWH[W

7KH REMHFW V\VWHP LQ D -DYD &DUG LV SDUWLWLRQHG LQWR

VHSDUDWH SURWHFWHG REMHFW VSDFHV UHIHUUHG WR DV FRQWH[WV�

$OO DSSOHWV LQ D JLYHQ SDFNDJH VKDUH WKH VDPH FRQWH[W�

DQG DUH SURKLELWHG IURP DFFHVVLQJ REMHFWV LQ D GLIIHUHQW

FRQWH[W GXH WR ILUHZDOOV ZKLFK DUH HQIRUFHG E\ WKH -DYD

&DUG 5XQWLPH (QYLURQPHQW �-&5(� >�@� 7KH -&5( LV

DEOH WR DFFHVV REMHFWV LQ DQ\ FRQWH[W� DQG JOREDO DUUD\V

VXFK DV WKH $3'8 EXIIHU �ZKLFK DUH RZQHG E\ WKH

-&5(� FDQ EH DFFHVVHG E\ DSSOHWV LQ DQ\ FRQWH[W�

����� 6KDUHDEOH ,QWHUIDFH 2EMHFWV �6,2�

6KDUHDEOH LQWHUIDFHV DUH D QHZ IHDWXUH LQ WKH -DYD

&DUG ��� $3, >�@ WR HQDEOH DSSOHWV WR H[SOLFLWO\ VKDUH RE�

MHFWV E\ GHILQLQJ D VHW RI VKDUHG LQWHUIDFH PHWKRGV� 6XFK

VKDUHDEOH REMHFWV DUH FDOOHG 6KDUHDEOH ,QWHUIDFH 2EMHFWV

�6,2�� :H FDQ WKLQN RI WKRVH DSSOHWV ZKLFK SURYLGH 6,2

DV VHUYHU DSSOHWV �VLQFH WKH\ ZLOO SURYLGH DFFHVV WR WKHLU

VHUYLFHV YLD WKH 6,2�� DQG WKRVH DSSOHWV ZKLFK XVH WKH

6,2 RI DQRWKHU DSSOHW DV FOLHQW DSSOHWV� 1RWH WKDW DQ DS�

SOHW PD\ EH D VHUYHU WR VRPH DSSOHWV� DQG \HW D FOLHQW RI

RWKHU DSSOHWV�
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6,2 �RU QXOO�6,2 �RU QXOO� -&5(

6WHS �� 6HUYHU UHJLVWHUV LWVHOI

6WHS �� &OLHQW REWDLQV DFFHVV WR VHUYHU 6,2 WKURXJK -&5(

6WHS �� &OLHQW KDV ¨WUDQVSDUHQW© DFFHVV RQO\ WR WKH VHUYHU 6,2

DFFHVV RQO\ 6,2 PHWKRGV
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)LJXUH �� &UHDWLQJ DQG DFFHVVLQJ D 6,2
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����� &UHDWLQJ D 6,2

,Q RUGHU WR FUHDWH D QHZ 6,2� D VHUYHU DSSOHW $ PXVW

ILUVW GHILQH D VKDUHDEOH LQWHUIDFH ;� ZKLFK H[WHQGV WKH

LQWHUIDFH MDYDFDUG�IUDPHZRUN�6KDUHDEOH� $SSOHW $ WKHQ

GHILQHV D FODVV & WKDW LPSOHPHQWV WKH VKDUHDEOH LQWHUIDFH

;� DQG FUHDWHV DQ LQVWDQFH 2 RI FODVV &� 2EMHFW 2 LV QRZ

D 6,2� $Q LQVWDQFH RI DSSOHW $ ZLWK DQ $,' LV UHJLVWHUHG

ZLWK WKH -&5(� DV VKRZQ LQ )LJXUH �� VWHS �� WKLV $,' LV

VXEVHTXHQWO\ XVHG E\ FOLHQW DSSOLFDWLRQV WR VSHFLI\ WKH

VHUYHU DSSOHW�

����� 2EWDLQLQJ D 6,2

$ FOLHQW DSSOHW PXVW REWDLQ WKLV 6,2 LQ RUGHU WR DF�

FHVV REMHFW 2� 7KH SURFHVV RI D FOLHQW REWDLQLQJ DQ 6,2

LV VKRZQ LQ )LJXUH �� VWHS ��

,Q RUGHU IRU FOLHQW DSSOHW % WR DFFHVV REMHFW 2� DSSOHW

% PXVW FUHDWH DQ REMHFW UHIHUHQFH %2 RI W\SH ;� DQG

WKHQ FDOO D V\VWHP PHWKRG JHW$SSOHW6KDUHDEOH,QWHU�

IDFH2EMHFW ZLWK WKH $,' RI WKH VHUYHU� DQG DQ RSWLRQDO

E\WH ZKLFK VHOHFWV ZKLFK LQWHUIDFH LV GHVLUHG �IRU WKRVH

VHUYHUV ZLWK PRUH WKDQ RQH LQWHUIDFH DYDLODEOH�� 7KH

-&5( ORRNV XS WKH VHUYHU DSSOHW DVVRFLDWHG ZLWK WKDW

$,'� DQG IRUZDUGV WKH UHTXHVW WR WKH VHUYHU� UHSODFLQJ

WKH ILUVW DUJXPHQW ZLWK WKH FOLHQW $,'� 6HUYHU DSSOHW $

UHFHLYHV WKH UHTXHVW DQG WKH $,' RI WKH UHTXHVWHU �DSSOHW

%�� DQG GHWHUPLQHV ZKHWKHU RU QRW LW ZLOO VKDUH REMHFW 2

ZLWK DSSOHW %� ,I DSSOHW $ ILQGV WKH UHTXHVW DJUHHDEOH�

WKHQ D UHIHUHQFH WR 2 LV SURYLGHG� RWKHUZLVH� QXOO LV UH�

WXUQHG� 7KH -&5( IRUZDUGV WKLV UHIHUHQFH WR $SSOHW %�

$SSOHW % UHFHLYHV WKLV UHIHUHQFH �ZKLFK LV RI W\SH 6,2��

FDVWV LW WR W\SH ;� DQG VWRUHV LW LQ %2�

����� 8VLQJ D 6,2

2QFH D 6,2 KDV EHHQ REWDLQHG� DSSOHW % FDQ LQYRNH

DQ\ PHWKRGV IURP LQWHUIDFH ; RQ REMHFW UHIHUHQFH %2�

ZKLFK WKHQ DFFHVVHV REMHFW 2� +RZHYHU� WKLV LV QRW DV

VWUDLJKWIRUZDUG DV LW PLJKW VHHP� GXH WR WKH ILUHZDOOV�

)LJXUH �� VWHS � VKRZV WKH FOLHQW DSSOHW % RQ WKH OHIW�

DQG WKH VHUYHU DSSOHW $ RQ WKH ULJKW� ZLWK D ILUHZDOO LQ

EHWZHHQ� 1RWH WKDW WKH RQO\ SDUW RI DSSOHW $ WKDW LV YLVL�

EOH WKURXJK WKH ILUHZDOO LV REMHFW 2� :KHQ DSSOHW % LQ�

YRNHV D PHWKRG RQ %2� D FRQWH[W VZLWFK LV WULJJHUHG LQ

WKH -&5(� OHDGLQJ WR WKH VLWXDWLRQ LQ )LJXUH �� $W WKLV

SRLQW� DSSOHW % LV QRW YLVLEOH DW DOO� WKH RQO\ GDWD YLVLEOH

IURP % DUH WKH DUJXPHQWV SDVVHG RQ WKH VWDFN �DQG WKH

JOREDO $3'8 DUUD\��

1RWH WKDQ LW LV SRLQWOHVV WR SDVV REMHFW UHIHUHQFHV RQ

WKH VWDFN� VLQFH WKH ILUHZDOO ZLOO SUHYHQW REMHFW 2 �LQ $S�

SOHW $� IURP XVLQJ WKHP� GXH WR WKH FRQWH[W VZLWFK�

+RZHYHU� REMHFW 2 FDQ DFFHVV DQ\ DOORZHG GDWD LQ $S�

SOHW $ DV VKRZQ LQ )LJXUH ��

)LJXUH �� 6HUYHU KDV QR DFFHVV WR FOLHQW GDWD

��� 2EMHFW 6KDULQJ ,VVXHV

7KHUH DUH IRXU LVVXHV RI FRQFHUQ ZLWK REMHFW VKDULQJ

LQ -DYD &DUG ����

����� $FFHVV 7R $OO ,QWHUIDFH 0HWKRGV 2I $ &ODVV

7KH -&5( SURWHFWLRQ PHFKDQLVPV GR QRW SUHYHQW LQ�

WHUIDFHV IURP EHLQJ PDOLFLRXVO\ FDVW LQWR RWKHU NLQGV RI

LQWHUIDFHV WKDW PLJKW H[LVW IRU D JLYHQ REMHFW�

2QFH JUDQWHG DQ\ LQWHUIDFH� LW LV SRVVLEOH WR DFFHVV

DOO RI WKH VKDUHDEOH LQWHUIDFH PHWKRGV RI DQ REMHFW YLD DQ

H[SOLFLW FDVW �QRW MXVW WKH LQWHUIDFH JUDQWHG WR D SDUWLFXODU

FOLHQW�� 6R LI P\ VHUYHU DSSOHW KDV WZR LQWHUIDFHV� LQWHQG�

HG IRU GLIIHUHQW NLQGV RI FOLHQWV� D FOLHQW ZKR OHJLWLPDWH�

O\ REWDLQV RQH LQWHUIDFH� FRXOG FDVW LW LQWR WKH RWKHU LQWHU�

IDFH� DQG JDLQ DFFHVV WR XQLQWHQGHG PHWKRGV�

)RU H[DPSOH� VXSSRVH DQ DSSOHW $%&/R\DOW\$SSOHW

KDV WZR GLIIHUHQW VHUYLFHV WKDW LW LQWHQGV WR RIIHU H[FOX�

VLYHO\ WR WZR GLIIHUHQW FOLHQWV� L�H� JUDQW)HTXHQW)O\HU�

3RLQWV IRU FOLHQW $LUOLQH� DQG JUDQW/R\DOW\3RLQWV IRU FOL�

HQW 3XUVH� %RWK RI WKHVH VHUYLFHV DUH DFFHVVLEOH WR UH�

VSHFWLYH FOLHQWV YLD GLIIHUHQW SXEOLVKHG LQWHUIDFHV� EXW

ERWK DUH GHILQHG LQ WKH $SSOHW FODVV� DV LOOXVWUDWHG LQ

&RGH ��

SDFNDJH $SS$%&�

LPSRUW MDYDFDUG�IUDPHZRUN��

SXEOLF LQWHUIDFH $%&/R\DOW\$LUOLQH,QWHUIDFH H[WHQGV 6KDUHDEOH ^

SXEOLF YRLG JUDQW)UHTXHQW)O\HU3RLQWV�LQW DPRXQW��

`

SXEOLF LQWHUIDFH $%&/R\DOW\3XUVH,QWHUIDFH H[WHQGV 6KDUHDEOH ^

SXEOLF YRLG JUDQW/R\DOW\3RLQWV�LQW DPRXQW��

`

SXEOLF FODVV $%&/R\DOW\$SSOHW H[WHQGV

MDYDFDUG�IUDPHZRUN�$SSOHW LPSOHPHQWV

$%&/R\DOW\$LUOLQH,QWHUIDFH� $%&/R\DOW\3XUVH,QWHUIDFH ^

SURWHFWHG LQW OR\DOW\3RLQWV�

SURWHFWHG LQW IUHTXHQW)O\HU3RLQWV�

� $ VHUYLFH RQO\ IRU FOLHQW 
$LUOLQH
 �

SXEOLF YRLG JUDQW)UHTXHQW)O\HU3RLQWV�LQW DPRXQW� ^

IUHTXHQW)O\HU3RLQWV � DPRXQW�

`

� $ VHUYLFH RQO\ IRU FOLHQW 
3XUVH
 �

SXEOLF YRLG JUDQW/R\DOW\3RLQWV�LQW DPRXQW� ^

OR\DOW\3RLQWV � DPRXQW�

`

SXEOLF $%&/R\DOW\$SSOHW�� WKURZV ([FHSWLRQ ^

6HUYHU
$SSOHW

&OLHQW
$SSOHW

$%
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OR\DOW\3RLQWV  ��

IUHTXHQW)O\HU3RLQWV  ��

� $GG FRGH WR LQLWLDOL]H SRWHQWLDO FOLHQW $,'V ��� �

UHJLVWHU���

`

SXEOLF YRLG SURFHVV�� ^

� 9DULRXV FRGH VSHFLILF WR VHUYLFHV IRU WKLV DSSOHW�

VXFK DV SRLQW UHGHPSWLRQ FRGH ��� �

`

SXEOLF 6KDUHDEOH JHW6KDUHDEOH,QWHUIDFH2EMHFW�

$,' FOLHQW$,'� E\WH SDUDPHWHU� ^

LI �FOLHQW$,'�HTXDOV�SXUVH$SSOHW$,'��

UHWXUQ �$%&/R\DOW\3XUVH,QWHUIDFH� WKLV�

HOVH LI �FOLHQW$,'�HTXDOV�DLUOLQH$SSOHW$,'��

UHWXUQ �$%&/R\DOW\$LUOLQH,QWHUIDFH� WKLV�

HOVH

UHWXUQ QXOO�

`

`

&RGH �� 6HUYHU GHILQHV DQG JUDQWV DFFHVV WR 6,2

,I WKH 3XUVH FOLHQW ZDV DZDUH RI WKH $LUOLQH FOLHQW LQ�

WHUIDFH� LW FRXOG PDNH XVH RI WKH LQWHUIDFH LW KDG EHHQ

JUDQWHG E\ WKH VHUYHU DSSOHW WR JUDQW OR\DOW\ SRLQWV� DQG

LQVWHDG XVH WKH JUDQW)UHTXHQW)O\HU3RLQWV LQWHUIDFH �LQ�

WHQGHG IRU FOLHQW $LUOLQH� WR PDOLFLRXVO\ DGG XQZDUUDQW�

HG IUHTXHQW IOLHU SRLQWV� DV VKRZQ LQ &RGH ��

SDFNDJH $SS3XUVH�

LPSRUW MDYDFDUG�IUDPHZRUN��

LPSRUW $SS$%&��

SXEOLF FODVV 3XUVH$SSOHW H[WHQGV MDYDFDUG�IUDPHZRUN�$SSOHW ^

SULYDWH LQW YDOXH�

SULYDWH $%&/R\DOW\3XUVH,QWHUIDFH DEF6,2�

SXEOLF 3XUVH$SSOHW�� WKURZV ([FHSWLRQ ^

YDOXH  ��

DEF6,2  �$%&/R\DOW\3XUVH,QWHUIDFH�

-&6\VWHP�JHW$SSOHW6KDUDEOH,QWHUIDFH2EMHFW�

DEF/R\DOW\$SSOHW$,'� �E\WH����

UHJLVWHU���

`

SXEOLF YRLG XVH�LQW DPRXQW� ^

YDOXH � DPRXQW�

LI �DEF6,2 � QXOO�

DEF6,2�JUDQW/R\DOW\3RLQWV�DPRXQW��

� $WWHPSW WR 
KDFN
 E\ XVLQJ DQ 6,2 WR DFFHVV WKH $LUOLQH

 DSSOHW
V H[FOXVLYH VHUYLFH JUDQW)UHTXHQW)O\HU3RLQWV �

$%&/R\DOW\$LUOLQH,QWHUIDFH KDFN6,2  

�$%&/R\DOW\$LUOLQH,QWHUIDFH�

-&6\VWHP�JHW$SSOHW6KDUDEOH,QWHUIDFH2EMHFW�

$%&/R\DOW\$SSOHW$,'� �E\WH����

LI �KDFN6,2 � QXOO�

KDFN6,2�JUDQW)UHTXHQW)O\HU3RLQWV�DPRXQW��

`

� 2WKHU PHWKRGV IROORZ IRU DGGLQJ SRLQWV WR WKH SXUVH ��� �

`

&RGH �� &OLHQW FRPSURPLVHV 6,2

8QIRUWXQDWHO\� WKH -&5( LV XQDEOH WR SUHYHQW VXFK

DFFHVV� VLQFH LW GRHV QRW YLRODWH WKH UHVWULFWLRQ RI DFFHVV

RQO\ YLD VKDUHDEOH LQWHUIDFHV�

7KLV SUREOHP FDQ EH HOLPLQDWHG E\ XVLQJ VHSDUDWH

GHOHJDWH REMHFWV IRU HDFK VKDUHG LQWHUIDFH� DQG KDYH WKH

GHOHJDWH REMHFWV KDQGOH RU UHGLUHFW WKH FDOOV WR WKH LQ�

WHQGHG REMHFW� $QRWKHU VROXWLRQ LV WR YHULI\ WKH $,' RI

WKH FDOOHU XSRQ HDFK DWWHPSW WR DFFHVV D PHWKRG LQ WKH

VHUYHU�

)XUWKHUPRUH� LW LV QRW SRVVLEOH WR JUDQW D FOLHQW DF�

FHVV WR RQO\ FHUWDLQ PHWKRGV RI DQ LQWHUIDFH� ,I VXFK

JUDQXODULW\ LV UHTXLUHG� IXUWKHU GHOHJDWHV DQG LQWHUIDFHV

PXVW EH XVHG WR VHSDUDWH WKH SDUWLFXODU PHWKRGV WKDW DUH

WR EH DOORZHG IRU HDFK DSSOHW� $OWHUQDWLYHO\� WKLV JUDQX�

ODULW\ FDQ EH SURYLGHG E\ KDYLQJ HDFK PHWKRG LQGLYLGX�

DOO\ FKHFN WKH FOLHQW $,'� WR GHWHUPLQH ZKHWKHU WKH FOL�

HQW VKRXOG KDYH DFFHVV WR WKDW SDUWLFXODU PHWKRG�

����� $,' ,PSHUVRQDWLRQ

7KH GHFLVLRQ E\ D VHUYHU DSSOHW WR JUDQW DFFHVV WR DQ

REMHFW PXVW EH EDVHG VROHO\ RQ WKH $,' RI WKH UHTXHVWLQJ

DSSOHW� QR RWKHU LQIRUPDWLRQ LV DYDLODEOH WR WKH VHUYHU DS�

SOHW� 7KH LQWHQGHG XVH LV FOHDUO\ WR DOORZ FHUWDLQ LQWHU�

IDFHV WR EH JUDQWHG RQO\ WR SDUWLFXODU FOLHQW DSSOHWV� DV

GHQRWHG E\ WKHLU XQLTXH $,'V� +RZHYHU� LW LV SRVVLEOH WR

PDOLFLRXVO\ VHW WKH $,' RI D URJXH DSSOHW WR EH WKH VDPH

DV WKH $,' RI D FOLHQW DSSOHW NQRZQ WR KDYH DFFHVV WR D

SDUWLFXODU LQWHUIDFH� 7KH URJXH DSSOHW LV WKHQ ORDGHG LQ�

VWHDG RI WKH DSSOHW WKDW OHJLWLPDWHO\ RZQV WKH $,'� 2QFH

ORDGHG� WKH URJXH DSSOHW FDQ UHTXHVW WKH GHVLUHG LQWHU�

IDFH� 7KH VHUYHU DSSOHW� KDYLQJ RQO\ WKH $,' IRU UHIHU�

HQFH� ZLOO QDWXUDOO\ JUDQW WKLV UHTXHVW� VLQFH WKH $,'

PDWFKHV WKH UHTXLUHG $,' IRU WKH LQWHUIDFH� 7KH URJXH

DSSOHW FDQ WKHQ IUHHO\ XVH WKH LQWHUIDFH IRU PDOLFLRXV

SXUSRVHV�

7KLV LV D FULWLFDO VHFXULW\ SUREOHP� &XUUHQW VROXWLRQV

WR WKLV SUREOHP UHTXLUH UHVWULFWLRQV RQ DSSOHW ORDGLQJ�

VXFK DV RQO\ DOORZLQJ DSSOHWV WR EH ORDGHG WKDW DUH

VLJQHG E\ WUXVWHG VRXUFHV� +RZHYHU� WKLV DSSURDFK

JUHDWO\ UHGXFHV WKH IOH[LELOLW\ RI -DYD &DUGV� IRU H[DP�

SOH� WKLV SUHYHQWV XVHUV IURP ORDGLQJ -DYD &DUG SUR�

JUDPV RI WKHLU RZQ GHYLVLQJ�

����� )XWXUH 5HIHUHQFH 7R 6KDUHG 2EMHFWV

*UDQWLQJ DFFHVV E\ $,' QHFHVVDULO\ DVVXPHV WKDW WKH

VHUYHU DSSOHW WKDW ZLVKHV WR VKDUH WKH REMHFW KDV IRUH�

NQRZOHGJH RI DOO $,'V RI DOO FOLHQW DSSOHWV WKDW DUH WR EH

ORDGHG ZKLFK ZLOO VKDUH SDUWLFXODU LQWHUIDFHV� 7KLV LV D

GLIILFXOW UHTXLUHPHQW IRU DQ\ NLQG RI VHUYHU� %XW ZKDW

DERXW RWKHU FOLHQW DSSOHWV WKDW DUH ZULWWHQ DIWHUZDUGV

ZKLFK OHJLWLPDWHO\ QHHG DFFHVV WR WKH VKDUHG REMHFW"

6XFK DSSOHWV DUH H[FOXGHG IURP DFFHVV WR WKH REMHFW�

VLQFH WKH VHUYHU FDQ RQO\ JUDQW DFFHVV EDVHG RQ WKH $,'

OLVW WKDW WKH VHUYHU KDG ZKHQ LW ZDV ORDGHG� 7KLV QHFHVVL�

WDWHV UHZULWLQJ DQG UHLVVXLQJ WKH VHUYHU DSSOHW VXFK WKDW

WKH QHZ $,'V DUH LQFOXGHG� ZKLFK PD\ SRVH DQ LQVXU�

PRXQWDEOH KXUGOH ZKHQ WKH VHUYHU DSSOHW LV DOUHDG\

ZLGHO\ GLVWULEXWHG�

����� ,QDELOLW\ 7R 3DVV 2EMHFW 3DUDPHWHUV

7KH LQDELOLW\ WR SDVV REMHFW SDUDPHWHUV EHWZHHQ DS�

SOHWV FDQ PDNH PDQ\ WDVNV FXPEHUVRPH� )RU H[DPSOH�

VXSSRVHV DV D FOLHQW QHHGV WR SDVV DQ REMHFW ZKHQ LQYRN�



LQJ D PHWKRG RQ D VHUYHU DSSOHW VR WKDW WKH VHUYHU FDQ

PDQLSXODWH DQG UHWXUQ WKH REMHFW� DV LQ HQFU\SWLQJ D

EXIIHU� ,Q WKLV FDVH� WKH REMHFW PLJKW FRQWDLQ D ILHOG VSHF�

LI\LQJ WKH PHWKRG RI HQFU\SWLRQ� D NH\ DUUD\� DQG D GDWD

DUUD\� %XW DV VWDWHG HDUOLHU� WKH ILUHZDOO SUHYHQWV WKH

VHUYHU DSSOHW IURP DFFHVVLQJ WKLV GDWD� HYHQ LI DQ REMHFW

UHIHUHQFH IURP WKH FOLHQW LV SURYLGHG�

2QH PLJKW HQYLVLRQ D ZRUN DURXQG WR WKLV SUREOHP

ZKHUH WKH VHUYHU $ JHWV D VKDUHG LQWHUIDFH RQ DQ REMHFW

LQ FOLHQW % LQ RUGHU WR UHDG WKH REMHFW GDWD DV VKRZQ LQ

)LJXUH ��

)LJXUH �� 6HUYHU DFFHVV EORFNHG E\ ILUHZDOO

+RZHYHU� WKLV ZLOO IDLO� VLQFH DQ\ DWWHPSW E\ VHUYHU

$ WR JHW WKH REMHFW GDWD IURP FOLHQW % ZLOO DOVR EH

EORFNHG E\ WKH ILUHZDOO� 7KH VHUYHU FDQ RQO\ LQYRNH

PHWKRGV RQ WKH FOLHQW REMHFW� EXW WKH FOLHQW REMHFW KDV QR

PHDQV IRU UHWXUQLQJ WKH REMHFW GDWD� RWKHU WKDQ D VLQJOH

ILHOG DW D WLPH� 7KXV WKH RQO\ FXUUHQW ZRUN DURXQG WR WKLV

SUREOHP LV WR XVH WKH JOREDO $3'8 EXIIHU WR SDVV GDWD

DV VKRZQ LQ )LJXUH ��

)LJXUH �� 'DWD H[FKDQJH YLD JOREDO $3'8 EXIIHU

7KLV LV DZNZDUG DW EHVW� VLQFH WKH GDWD EHLQJ SDVVHG

PD\ QRW EH RI DSSURSULDWH OHQJWK RU W\SH WR EH UHDGLO\

SDVVHG YLD WKLV PHFKDQLVP� &RQVHTXHQWO\� WKH FOLHQW DQG

VHUYHU PLJKW KDYH WR PDNH PXOWLSOH FDOOV DQG FRQVLGHU�

DEOH PDQLSXODWLRQV WR SDVV WKH GHVLUHG SDUDPHWHUV� GXH

WR WKH UHVWULFWLRQV RI WKH $3'8 EXIIHU�

7KLV SUREOHP FRXOG EH DGGUHVVHG E\ FKDQJLQJ WKH

ILUHZDOO UHVWULFWLRQV WR SHUPLW DFFHVV WR VKDUHG REMHFWV

�LQFOXGLQJ GDWD�� LQVWHDG RI MXVW LQWHUIDFHV� KRZHYHU� WKLV

FRXOG SRWHQWLDOO\ FUHDWH VHFXULW\ KROHV� $SSOHWV PXVW

FRGHG FDUHIXOO\ WR DYRLG H[SRVLQJ PHWKRGV DQG GDWD WKDW

DUH QRW LQWHQGHG WR EH VKDUHG� %XW LI LQVWHDG RI DFWXDOO\

VKDULQJ WKH DSSOHW REMHFW� WKH DSSOHW XVHG D GHOHJDWH WR

H[SRVH RQO\ WKH GHVLUHG PHWKRGV DQG GDWD� WKH -&5(

VSHFLILFDWLRQ FRXOG EH DOWHUHG WR SHUPLW DFFHVV WR RQO\

GHOHJDWH PHWKRGV DQG GDWD� WKXV HOLPLQDWLQJ WKH REMHFW

SDUDPHWHU SUREOHP� ZLWK D PLQLPXP RI VHFXULW\ ULVN�

���'HOHJDWH�$SSURDFK�7R�2EMHFW�6KDULQJ

%DVHG RQ DQ DQDO\VLV RI WKHVH FULWLFDO SUREOHPV� DQ

DSSURDFK WR REMHFW VKDULQJ ZDV GHYLVHG ZKLFK DYRLGV

WKHVH GUDZEDFNV� ,Q WKLV DSSURDFK� HDFK VHUYHU DSSOHW

WKDW ZLVKHV WR SHUPLW DFFHVV WR LWV PHWKRGV RU GDWD FUH�

DWHV D VLQJOH GHOHJDWH� ZKLFK LV UHJLVWHUHG ZLWK WKH V\V�

WHP EDVHG RQ WKH $,' RI WKH DSSOHW� 7KH GHOHJDWH H[�

SRVHV RQO\ WKRVH PHWKRGV DQG GDWD WKDW WKH DSSOHW ZLVKHV

WR VKDUH� $FFHVV WR WKH GHOHJDWH LV SXEOLF� DOO PHWKRGV LQ

WKH GHOHJDWH FDQ EH DFFHVVHG E\ DQ\ RWKHU DSSOHW�

6LQFH DFFHVV WR WKH GHOHJDWH LV XQUHVWULFWHG� DQ DSSOHW

SURWHFWV LWVHOI LQ WZR ZD\V� )LUVW� WKH GHOHJDWH LV ZULWWHQ

WR RQO\ DFFHVV WKH GHVLUHG PHWKRGV RI WKH VHUYHU DSSOHW�

RWKHU DSSOHW PHWKRGV FDQQRW EH DFFHVVHG� 6HFRQG� WKH

PHWKRGV RI WKH GHOHJDWH FDQ SHUIRUP DQ\ FKHFNV DV

GHHPHG QHFHVVDU\ WR FKHFN WKH YDOLGLW\ RI WKH DFFHVV WR

WKH GHOHJDWH� LI WKH FKHFNV DUH QRW SDVVHG� WKH GHOHJDWH

FDQ UHIXVH WR SDVV WKH UHTXHVW RQ WR WKH DSSOHW�

��� -DYD &DUG ��� 6\VWHP &KDQJHV 5HTXLUHG

7KLV DSSURDFK SUHVXPHV WKH DGGLWLRQ RI WZR QHZ

-DYD &DUG ��� V\VWHP PHWKRGV� $ YHUVLRQ RI UHJLVWHU LV

QHHGHG ZKLFK WDNHV D GHOHJDWH DQG $,' DV DUJXPHQWV� $

V\VWHP PHWKRG JHW'HOHJDWH UHWXUQV WKH GHOHJDWH DVVRFL�

DWHG ZLWK D SDUWLFXODU $,'� 7KHVH PHWKRGV UHSODFH WKH

-&6\VWHP�JHW$SSOHW6KDUHDEOH,QWHUIDFH2EMHFW DQG

$SSOHW�JHW6KDUHDEOH,QWHUIDFH2EMHFW PHWKRGV� )XUWKHU�

PRUH� WKH -&5( LV DOWHUHG WR SHUPLW DFFHVV WR PHWKRGV

DQG GDWD RI GHOHJDWH REMHFWV �'2V� LQ RWKHU FRQWH[WV

�MXVW DV LW QRZ SHUPLWV DFFHVV WR PHWKRGV RI 6,2V LQ GLI�

IHUHQW FRQWH[WV��

)RU SHUIRUPDQFH UHDVRQV� LW ZRXOG EH ZRUWKZKLOH WR

LQYHVWLJDWH ZKHWKHU LW LV QHFHVVDU\ IRU WKH -&5( WR UH�

VWULFW DFFHVV WR REMHFWV LQ RWKHU FRQWH[WV DW DOO� VLQFH

FKHFNLQJ REMHFW FRQWH[W LPSRVHV D VSHHG SHQDOW\� 7HFK�

QLTXHV VXFK DV WKH GHOHJDWH PHWKRG SURSRVHG� FRXSOHG

ZLWK FODVVLFDO -DYD ODQJXDJH DQG UXQWLPH SURWHF�

WLRQV>����@� FRXOG SHUKDSV UHVXOW LQ D EHWWHU SHUIRUPLQJ

V\VWHP WKDW VWLOO PHHWV WKH VHFXULW\ UHTXLUHPHQWV�

��� 'HOHJDWH 6HUYHU ,PSOHPHQWDWLRQ

$ VHUYHU DSSOHW PXVW EH ZULWWHQ FRQWDLQLQJ WKH GH�

VLUHG PHWKRGV� )RU WKLV H[DPSOH� ZH VKRZ D OR\DOW\

VHUYHU DSSOHW LQ &RGH � IURP WKH $%& FRPSDQ\ WKDW DO�

ORZV JUDQWLQJ� XVLQJ� DQG UHDGLQJ OR\DOW\ SRLQWV�

6HUYHU
$SSOHW

&OLHQW
$SSOHW

$%

6HUYHU
$SSOHW

&OLHQW
$SSOHW

JOREDO $3'8 %XIIHU



SDFNDJH $SS$%&�

LPSRUW 265HVRXUFHV��

SXEOLF FODVV $%&/R\DOW\$SSOHW H[WHQGV 265HVRXUFHV�$SSOHW ^

SULYDWH 6WULQJ DLG  �$SS$%&�$%&/R\DOW\$SSOHW��

SULYDWH LQW OR\DOW\�

SXEOLF $%&/R\DOW\$SSOHW�� ^

OR\DOW\  ��

UHJLVWHU�QHZ $%&/R\DOW\'HOHJDWH�WKLV�� DLG��

`

YRLG JUDQW3RLQWV�LQW DPRXQW� ^

OR\DOW\ � DPRXQW�

`

ERROHDQ XVH3RLQWV�LQW DPRXQW� ^

LI �OR\DOW\ ! DPRXQW� ^

OR\DOW\ � DPRXQW�

UHWXUQ WUXH�

` HOVH ^

UHWXUQ IDOVH�

`

`

LQW UHDG3RLQWV�� ^

UHWXUQ OR\DOW\�

`

`

&RGH �� 6HUYHU DSSOHW UHJLVWHULQJ LWV GHOHJDWH

1RWH WKDW WKH RQO\ QRYHO DVSHFW RI WKLV DSSOHW LV ZKHQ

LW FUHDWHV DQG UHJLVWHUV LWV GHOHJDWH� DV LOOXVWUDWHG LQ )LJ�

XUH �� VWHS �� :KHQHYHU D VHUYHU DSSOHW ZLVKHV WR DOORZ

DFFHVV WR DQRWKHU DSSOHW� D GHOHJDWH PXVW EH ZULWWHQ

ZKLFK H[SRVHV WKH GHVLUHG PHWKRGV� 6XFK D GHOHJDWH LV

VKRZQ LQ &RGH ��

SDFNDJH $SS$%&�

LPSRUW 265HVRXUFHV��

SXEOLF FODVV $%&/R\DOW\'HOHJDWH H[WHQGV 'HOHJDWH ^

ILQDO VWDWLF E\WH &+$//(1*(B/(1*7+  �E\WH� ���

ILQDO VWDWLF E\WH )$,/85(6B$//2:('  �E\WH� ��

SULYDWH E\WH>@ VHFUHW�  ^ � LQLWLDOL]LQJ FRGH ���� `�

SULYDWH E\WH>@ VHFUHW�  ^ � LQLWLDOL]LQJ FRGH ���� `�

SULYDWH $%&/R\DOW\$SSOHW P\$SSOHW�

SULYDWH &KDOOHQJH3KUDVH FS�

SULYDWH &KDOOHQJH3KUDVH FKHFNFS�

SULYDWH E\WH JUDQW7ULHV5HPDLQLQJ  )$,/85(6B$//2:('�

SULYDWH E\WH XVH7ULHV5HPDLQLQJ  )$,/85(6B$//2:('�

SURWHFWHG $%&/R\DOW\'HOHJDWH�$%&/R\DOW\$SSOHW D� ^

P\$SSOHW  D�

FS  QHZ &KDOOHQJH3KUDVH�&+$//(1*(B/(1*7+��

FKHFNFS  QHZ &KDOOHQJH3KUDVH�&+$//(1*(B/(1*7+��

`

SXEOLF ERROHDQ JUDQW3RLQWV�LQW DPRXQW� ^

�� GR VRPH FKHFNLQJ

LI �P\$SSOHW � QXOO� ^

$%&/R\DOW\,QWHUIDFH S'  �$%&/R\DOW\,QWHUIDFH�

26\VWHP�JHW'HOHJDWH�

26\VWHP�JHW3UHYLRXV&RQWH[W$,'����

LI �S' � QXOO� ^

� &UHDWH QHZ UDQGRP FKDOOHQJH SKUDVH �

FKHFNFS�VHW3KUDVH�FS�UDQGRPL]H����

� *HW FOLHQW UHVSRQVH WR SKUDVH �

E\WH>@ UHVSRQVH  S'�OR\DOW\&KDOOHQJH�FS��

E\WH>@ U  FKHFNFS�HQFU\SW�VHFUHW���

LI �LV(TXDO�UHVSRQVH�U�� ^

� 6HH LI FOLHQW JDYH WKH FRUUHFW UHVSRQVH �

JUDQW7ULHV5HPDLQLQJ  )$,/85(6B$//2:('�

P\$SSOHW�JUDQW3RLQWV�DPRXQW��

UHWXUQ WUXH�

` HOVH ^

LI���JUDQW7ULHV5HPDLQLQJ   �� P\$SSOHW  QXOO�

UHWXUQ IDOVH�

`

`

`

UHWXUQ IDOVH�

`

SXEOLF ERROHDQ XVH3RLQWV�LQW DPRXQW� ^

� $FFHVV WR WKLV PHWKRG XVHV VHFUHW�� IRU GLIIHUHQW

FOLHQWV� EXW LV RWKHUZLVH VLPLOLDU WR JUDQW3RLQWV ��� �

`

SXEOLF LQW UHDG3RLQWV�� ^

LI �P\$SSOHW � QXOO�

UHWXUQ P\$SSOHW�UHDG3RLQWV���

HOVH

UHWXUQ ��

`

`

&RGH �� 6HUYHU GHOHJDWH

6HUYHU
$SSOHW

&OLHQW

$SSOHW

6HUYHU

$SSOHW
UHJLVWHU�'HOHJDWH�6HUYHU$,'�-&5(

&OLHQW
$SSOHW

-&6\VWHP�JHW'HOHJDWH�6HUYHU$,'�E\WH�

'2 �RU QXOO� -&5(

6WHS �� 6HUYHU UHJLVWHUV LW©V GHOHJDWH

6WHS �� &OLHQW REWDLQV DFFHVV WR VHUYHU GHOHJDWH IURP -&5(

6WHS �� &OLHQW KDV ¨WUDQVSDUHQW© DFFHVV RQO\ WR WKH VHUYHU GHOHJDWH

DFFHVV WR '2

�

�

PHWKRGV DQG GDWD

)LJXUH �� &UHDWLQJ DQG DFFHVVLQJ D GHOHJDWH



7KLV GHOHJDWH LV UHJLVWHUHG ZLWK WKH $,' RI WKH VHUYHU

DSSOHW DW WKH WLPH WKH DSSOHW LV LQVWDQWLDWHG RQ WKH -DYD

&DUG� $W WKLV SRLQW� WKLV GHOHJDWH LV SXEOLFO\ DFFHVVLEOH

E\ DQ\ RWKHU DSSOHW� 7KLV SDUWLFXODU GHOHJDWH GHILQHV WKH

LQWHUIDFH $%&/R\DOW\,QWHUIDFH VKRZQ LQ &RGH �� ZKLFK

PXVW EH LPSOHPHQWHG E\ FOLHQW DSSOLFDWLRQV� 7KH UHD�

VRQV IRU WKLV LQWHUIDFH DUH GLVFXVVHG LQ GHWDLO LQ 6HFWLRQ

����

SDFNDJH $SS$%&�

LPSRUW 265HVRXUFHV��

SXEOLF LQWHUIDFH $%&/R\DOW\,QWHUIDFH^

SXEOLF E\WH>@ OR\DOW\&KDOOHQJH�&KDOOHQJH3KUDVH FS��

`

&RGH �� 6HUYHU GHILQHV LQWHUIDFH WKDW HDFK FOLHQW

PXVW SURYLGH WR KDQGOH FKDOOHQJH�UHVSRQVH

��� 'HOHJDWH 6HFXULW\

$ GHOHJDWH FRQWUROV ZKLFK PHWKRGV HDFK FOLHQW FDQ

DFFHVV� 7KLV GHOHJDWH H[SRVHV WKUHH PHWKRGV� JUDQW�

3RLQWV� XVH3RLQWV� DQG UHDG3RLQWV� 7KH PHWKRG UHDG�

3RLQWV KDV QR YDOLGDWLRQ� DQG PD\ EH IUHHO\ XVHG E\ DQ\

FOLHQW�

%XW ZKDW DERXW WKH PHWKRGV WKDW UHTXLUH SURRI WKDW

WKH DFFHVV LV YDOLG� VXFK DV JUDQW3RLQWV DQG XVH3RLQWV"

7KHVH PHWKRGV FRXOG MXVW FKHFN WKH $,' RI WKH FOLHQW�

7KLV HIIHFWLYHO\ PLPLFV WKH REMHFW VKDULQJ RI -DYD &DUG

���� ZKLFK LV VXEMHFW WR WKH ULVNV RI $,' LPSHUVRQDWLRQ

DQG GLIILFXOW\ RI DGGLQJ IXWXUH FOLHQWV�

7KHVH SUREOHPV FDQ EH DYRLGHG E\ XVLQJ WKH FODVVL�

FDO VROXWLRQ RI VKDUHG VHFUHWV� ,Q WKLV H[DPSOH� DFFHVV WR

JUDQW3RLQWV LV FRQWUROOHG E\ VHFUHW�� RQO\ FOLHQWV WKDW FDQ

DXWKHQWLFDWH NQRZOHGJH RI VHFUHW� ZLOO KDYH WKHLU UH�

TXHVW SDVVHG IURP WKH GHOHJDWH WR WKH VHUYHU DSSOHW� $F�

FHVV WR XVH3RLQWV LV FRQWUROOHG E\ VHFUHW�� ZKLFK DOORZV

D SRWHQWLDOO\ GLIIHUHQW VHW RI FOLHQWV WR DFFHVV WKLV PHWK�

RG�

7KHUH DUH PDQ\ VWDQGDUG WHFKQLTXHV IRU KDQGOLQJ

VKDUHG VHFUHWV DQG RWKHU PHWKRGV RI DXWKHQWLFDWLRQ >�@�

:H DUH QRW SURSRVLQJ DQ\WKLQJ QHZ KHUH� RWKHU WKDQ WKH

DSSOLFDWLRQ RI WKHVH WHFKQLTXHV WR WKLV SUREOHP� WR DYRLG

WKH OLPLWDWLRQV DQG SLWIDOOV RI VHFXULW\ EDVHG RQ $,'�

7KH GHWDLOV RI WKH DSSOLFDWLRQ RI WKH VKDUHG VHFUHW WHFK�

QLTXH WR -DYD &DUG LV SUHVHQWHG LQ GHWDLO IRU WKH EHQHILW

RI WKRVH ZKR PD\ QRW EH IDPLOLDU ZLWK VXFK WHFKQLTXHV�

RU PD\ EH XQFOHDU KRZ WKH\ FDQ EH LPSOHPHQWHG LQ D

-DYD FDUG�

3URYLQJ NQRZOHGJH RI WKH VHFUHW FRXOG EH D WULFN\

SURSRVLWLRQ� 3DVVLQJ WKH VHFUHW DV DQ DUJXPHQW WR WKH

VHUYHU DSSOHW LV D EDG LGHD� VLQFH WKH VHFUHW FRXOG EH LQ�

WHUFHSWHG LQ D QXPEHU RI ZD\V� �2QH VLPSOH ZD\ WR JHW

WKH VHFUHW LV WR ZULWH D DSSOHW WKDW LPSHUVRQDWHV WKH VHUY�

HU DSSOHW� WKXV FDSWXULQJ WKH VHFUHW ZKHQ LW LV SDVVHG DV

DQ DUJXPHQW�� $ VXSHULRU DSSURDFK LV WR XVH FKDOOHQJH�

UHVSRQVH SKUDVHV� DV LOOXVWUDWHG E\ WKH VHUYHU GHOHJDWH LQ

&RGH �� :KHQ DFFHVV LV UHTXHVWHG� WKH VHUYHU GHOHJDWH

VHQGV D UDQGRP FKDOOHQJH SKUDVH WR D SUHGHILQHGPHWKRG

LQ WKH FOLHQW GHOHJDWH� 7KLV FKDOOHQJH SKUDVH LV HQFU\SWHG

XVLQJ WKH VHFUHW E\ WKH FOLHQW GHOHJDWH� DQG UHWXUQHG WR

WKH VHUYHU GHOHJDWH� 7KH VHUYHU GHOHJDWH SHUIRUPV WKH

VDPH HQFU\SWLRQ� DQG LI WKH UHVXOWV PDWFK� DFFHVV LV

JUDQWHG� 7KXV WKH VHFUHW LV QHYHU UHYHDOHG RXWVLGH RI HL�

WKHU DSSOHW�

��� 'HOHJDWH &OLHQW ,PSOHPHQWDWLRQ

:KHQ D FOLHQW DSSOHW ZLVKHV WR XVH WKH VHUYHU DSSOHW�

LW FDOOV JHW'HOHJDWH ZLWK WKH $,' RI WKH VHUYHU DSSOHW�

DQG UHFHLYHV D GHOHJDWH� ZKLFK LW FDVWV WR WKH SURSHU GHO�

HJDWH FODVV DVVRFLDWHG ZLWK WKH VHUYHU DSSOHW� DV VKRZQ

LQ )LJXUH �� VWHS �� 7KH FOLHQW DSSOHW WKHQ LQYRNHV PHWK�

RGV RQ WKH GHOHJDWH DV GHVLUHG� 1RWH WKDW XQOLNH 6,2� WKH

-&5( KDQGV RXW WKH GHOHJDWH� DQG VHUYHU DSSOHW LV QRW LQ�

YROYHG� 7KH FOLHQW LQ &RGH � ZDV ZULWWHQ DVVXPLQJ DX�

WKHQWLFDWLRQ XVLQJ FKDOOHQJH�UHVSRQVH�

SDFNDJH $SS3XUVH�

LPSRUW 265HVRXUFHV��

LPSRUW $SS$%&��

SXEOLF FODVV 3XUVH$SSOHW H[WHQGV 265HVRXUFHV�$SSOHW ^

SXEOLF 6WULQJ DLG  �$SS3XUVH�3XUVH$SSOHW��

SULYDWH E\WH>@ VHFUHW�  ^ � LQLWLDOL]LQJ FRGH ���� `�

SULYDWH LQW YDOXH�

SXEOLF 3XUVH$SSOHW�� ^

YDOXH  ��

UHJLVWHU�QHZ 3XUVH'HOHJDWH�WKLV�� DLG��

`

SXEOLF E\WH>@ OR\DOW\&KDOOHQJH�&KDOOHQJH3KUDVH FS� ^

UHWXUQ FS�HQFU\SW�VHFUHW���

`

SXEOLF YRLG XVH�LQW DPRXQW� ^

YDOXH � DPRXQW�

$%&/R\DOW\'HOHJDWH G  

�$%&/R\DOW\'HOHJDWH�

26\VWHP�JHW'HOHJDWH��$SS$%&�$%&/R\DOW\$SSOHW���

LI �G � QXOO� ^

G�JUDQW3RLQWV�DPRXQW��

`

`

� 2WKHU PHWKRGV IROORZ IRU DGGLQJ SRLQWV WR WKH SXUVH ��� �

`

&RGH �� &OLHQW DSSOHW LQYRNLQJ VHUYHU PHWKRG

7R KDQGOH WKH FKDOOHQJH�UHVSRQVH� WKH FOLHQW PXVW

VXSSO\ D GHOHJDWH DV VKRZQ LQ &RGH � WKDW WKH VHUYHU ZLOO

FDOO WR SHUIRUP WKH QHFHVVDU\ HQFU\SWLRQ ZLWK WKH FKDO�

OHQJH SKUDVH� 7KLV FOLHQW GHOHJDWH PXVW LPSOHPHQW WKH

$%&/R\DOW\,QWHUIDFH� DV GHILQHG E\ WKH VHUYHU DSSOHW�

7KH GHOHJDWH PD\ QRW DFWXDOO\ SHUIRUP WKH HQFU\SWLRQ�

EXW PD\ LQVWHDG SDVV WKH FKDOOHQJH�UHVSRQVH UHTXHVW WR

WKH FOLHQW DSSOHW IRU SURFHVVLQJ� 7KLV DOORZV WKH GHOH�

JDWH WR DYRLG KROGLQJ WKH VKDUHG VHFUHW� UHGXFLQJ WKH VH�

FXULW\ ULVN�



SDFNDJH $SS3XUVH�

LPSRUW 265HVRXUFHV��

LPSRUW $SS$%&��

SXEOLF FODVV 3XUVH'HOHJDWH H[WHQGV 'HOHJDWH LPSOHPHQWV

$%&/R\DOW\,QWHUIDFH^

SULYDWH 3XUVH$SSOHW P\$SSOHW�

SURWHFWHG 3XUVH'HOHJDWH�3XUVH$SSOHW D� ^

P\$SSOHW  D�

`

SXEOLF E\WH>@ OR\DOW\&KDOOHQJH�&KDOOHQJH3KUDVH FS� ^

LI �P\$SSOHW � QXOO�

UHWXUQ�P\$SSOHW�OR\DOW\&KDOOHQJH�FS���

HOVH

UHWXUQ QXOO�

`

`

&RGH �� &OLHQW FKDOOHQJH�UHVSRQVH GHOHJDWH

��� 2YHUYLHZ 2I &OLHQW�6HUYHU &RPPXQLFDWLRQ

$W WKLV SRLQW� LW LV SUHVXPHG WKDW WKH VHUYHU KDV DO�

UHDG\ UHJLVWHUHG ZLWK WKH -&5(� DQG WKDW WKH FOLHQW KDV

DOUHDG\ REWDLQHG WKH VHUYHU GHOHJDWH� DV VKRZQ LQ )LJXUH

�� DQG WKH FOLHQW LV UHDG\ WR XVH D VHUYLFH IURP WKH VHUYHU�

7KH UHVXOWLQJ FOLHQW�VHUYHU FRPPXQLFDWLRQ XVLQJ D

VKDUHG VHFUHW LV LOOXVWUDWHG LQ )LJXUH ��

7KH FOLHQW EHJLQV E\ UHTXHVWLQJ D VHUYLFH IURP WKH

VHUYHU� 7KLV LV GRQH E\ LQYRNLQJ D PHWKRG RQ WKH VHUYHU

GHOHJDWH REMHFW c� 7KH PHWKRG LQ WKH VHUYHU GHOHJDWH

GHWHUPLQHV ZKDW OHYHO RI SURWHFWLRQ LV UHTXLUHG� LQ WKLV

FDVH� LW GHWHUPLQHV WKDW D VKDUHG VHFUHW PXVW EH YDOLGDWHG

WR XVH WKLV PHWKRG� ,W WKHUHIRUH UHTXHVWV WKH GHOHJDWH IRU

WKH FOLHQW IURP WKH -&5( d� ZKLFK WKH -&5( SURYLGHV

�LI LW H[LVWV� e� $VVXPLQJ WKH FOLHQW GHOHJDWH ZDV VXF�

FHVVIXOO\ REWDLQHG� WKH VHUYHU REWDLQV D UDQGRP FKDO�

OHQJH SKUDVH� DQG VHQGV LW WR WKH FOLHQW GHOHJDWHf XVLQJ

WKH LQWHUIDFH WKH VHUYHU KDG SUHGHILQHG IRU WKLV SXUSRVH�

7KH FOLHQW GHOHJDWH SDVVHV WKH FKDOOHQJH WR WKH FOLHQW DS�

SOHW �ZKLFK FRQWDLQV WKH VHFUHW�g� 7KH FOLHQW DSSOHW HQ�

FU\SWV WKH FKDOOHQJH SKUDVH XVLQJ WKH VKDUHG VHFUHW� DQG

UHWXUQV WKH UHVSRQVH SKUDVH WR WKH FOLHQW GHOHJDWH h�

7KH FOLHQW GHOHJDWH WKHQ SDVVHV WKH UHVSRQVH SKUDVH WR

WKH VHUYHU GHOHJDWH i� 7KH VHUYHU GHOHJDWH DOVR HQ�

FU\SWV WKH FKDOOHQJH SKUDVH ZLWK WKH VKDUHG VHFUHW� DQG LI

WKH UHVXOWV PDWFK� WKH VHFUHW LV YDOLGDWHG� 7KH VHUYHU GHO�

HJDWH WKHQ IRUZDUGV WKH VHUYLFH UHTXHVW WR WKH VHUYHU DS�

SOHW j� ZKLFK SURFHVVHV WKH UHTXHVW� DQG UHWXUQV D UH�

VSRQVH WR WKH GHOHJDWHk� ZKLFK LV IRUZDUGHG WR WKH FOL�

HQW DSSOHWl�

,I WKH QDWXUH RI WKH VHUYHU DSSOHW LV VXFK WKDW WKH VHU�

YLFHV DUH OLNHO\ WR EH UHXVHG E\ D JLYHQ FOLHQW LQ D VLQJOH

VHVVLRQ� WKHQ DIWHU YDOLGDWLRQ RI WKH VKDUHG VHFUHW� WKH

VHUYHU ZRXOG OLNHO\ EH GHVLJQHG WR UHWXUQ D VHVVLRQ NH\

�ZKLFK SHUPLWV DFFHVV RQO\ GXULQJ WKH FXUUHQW VHVVLRQ�

ZKLFK HQGV ZKHQ SRZHU LV F\FOHG�� 7KH FOLHQW FRXOG

WKHQ DFFHVV WKDW SDUWLFXODU VHUYLFH WKURXJK WKH GHOHJDWH

E\ SURYLGLQJ WKH VHVVLRQ NH\� WKXV DYRLGLQJ WKH RYHU�

KHDG RI YDOLGDWLQJ WKH VKDUHG VHFUHW IRU HDFK DFFHVV RI D

GHOHJDWH PHWKRG� $OWKRXJK WKH VHVVLRQ NH\ LV SURYLGHG

E\ WKH FOLHQW WR WKH VHUYHU LQ FOHDU WH[W IRUP� WKHUH LV QR

UHDO VHFXULW\ ULVN� VLQFH WKH VHUYHU UDQGRPL]HV WKH FXU�

UHQWO\ DFWLYH VHVVLRQ NH\ HDFK WLPH SRZHU LV F\FOHG� 6R

HYHQ LI WKH VHVVLRQ NH\ ZHUH LQWHUFHSWHG E\ DQ DSSOHW LP�

SHUVRQDWLQJ WKH VHUYHU� LW FRXOG QRW EH XVHG WR EUHDFK VH�

FXULW\� GXH WR WKH UDQGRPL]LQJ RI WKH VHVVLRQ NH\V�

-&5(

� FKDOOHQJH��

� VHUYLFH��

-&6\VWHP�JHW'HOHJDWH�&OLHQW$,'�E\WH�

FOLHQW'HOHJDWH

UHTXHVW6HUYLFH��

UHVSRQVH>6HUYLFH@

LVVXH&KDOOHQJH��

UHVSRQVH>&KDOOHQJH@
6HUYHU 'HOHJDWH

6HUYHU $SSOHW

&OLHQW $SSOHW

&OLHQW 'HOHJDWH

�

��

�

�

�

�

�

�

)LJXUH �� &KDOOHQJH�5HVSRQVH YDOLGDWLRQ RI VKDUHG VHFUHW

UHTXHVW6HUYLFH��

UHVSRQVH>6HUYLFH@

LVVXH&KDOOHQJH��

UHVSRQVH>&KDOOHQJH@
�

�



���&RQFOXVLRQ

7KH SURSRVHG GHOHJDWH PHWKRG RI REMHFW VKDULQJ LP�

SURYHV RQ WKH 6,2 DSSURDFK� ,W SURWHFWV HDFK PHWKRG DV

GHVLUHG� VR WKDW QR FOLHQW DSSOHW JDLQV DFFHVV WR XQLQWHQG�

HG PHWKRGV RI D VHUYHU DSSOHW� ,W DYRLGV $,' LPSHUVRQ�

DWLRQ� VLQFH $,'V FDQ EH VXSSOHPHQWHG ZLWK VKDUHG VH�

FUHWV RU RWKHU DXWKHQWLFDWLRQ PHFKDQLVPV� ,W DYRLGV IX�

WXUH UHIHUHQFH SUREOHPV� VLQFH DFFHVV QHHG QRW EH OLQNHG

WR DQ\ SDUWLFXODU $,'� EXW FDQ VLPSO\ EH EDVHG RQ D

VKDUHG VHFUHW ZKLFK FDQ HDVLO\ EH DGGHG WR IXWXUH FOLHQW

DSSOLFDWLRQV� 0RUHRYHU� LW UHTXLUHV RQO\ D PLQLPDO DG�

GLWLRQ WR WKH -DYD &DUG V\VWHP� 6LQFH WKH GHOHJDWH PHWK�

RG DOORZV HDFK DSSOHW WR GHWHUPLQH WKH VHFXULW\ SROLF\

GHVLUHG RQ D SHU PHWKRG EDVLV� WKLV DOORZV WKH PD[LPXP

IOH[LELOLW\ IRU JUDQXODULW\ RI DFFHVV E\ HDFK LQGLYLGXDO

FOLHQW�
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