SAFE USE OF X WINDOWSYSTEM PROTOCOL ACROSSA FIREWALLBrian L. Kahnblk@mitre.orgThe MITRE Corporation202 Burlington RoadBedford, Massachusetts 01730AbstractThis paper describes a method for safe use of the Xwindow system protocol across a firewall. Theapproach uses an agent in the communicationsstream to enforce an access control policy. Topicscovered include risks, policy, implementation, and asummary of prototype efforts. Results can beapplied to other distributed or client/serverapplications.BackgroundMany organizations are now using or installing afirewall to protect their local networks againstthreats from public and wide area networks. Afirewall is positioned between networks and protectsresources by controlling access across the boundary.A typical firewall might allow electronic mail topass through and support Telnet sessions from theprotected network to the other side. A firewallallows corporate and institutional users to havecontrolled access to outside resources, such as theInternet, while protecting their private assets.Many of these same users would like to use theremote display capabilities of the X window systemto run X clients on hosts outside the firewall anddisplay the results on a host inside the firewall. TheX window system provides graphical user interfaceand other display services to clients running on localor remote machines. Unfortunately for the users,there are a number of serious security risksassociated with X window system connectionsacross a firewall.This paper first explains some of these risks. Weestablish the context for this research, and we definesome useful terms. Next, we describe an XGateway module that is able to control the risks byenforcing restrictions on the X protocol. Wedescribe a policy for X Gateway, both in generaland for a specific implementation. A discussion ofour experience with a prototype of the X Gatewaycompletes the paper.Firewall ProtectionConnecting systems together in a network has largebenefits, but this also creates a large number ofrisks. A network is a shared medium, so there is arisk of eavesdropping or data capture. Networkservices allow interaction between the systems onthe network, but they are vulnerable to spoofing,denial of service, and penetration attacks. Before anorganization allows systems to be connectedtogether into a network, there should be anassessment of the risks and benefits. For manyorganizations, there is no need for an explicit riskassessment because a level of trust is given to theusers just by being allowed on the premises. In suchan organization, there may be a few sensitivesystems which are not networked, but the physicalplant security is adequate to deal with the risks ofinternal networking.All assumptions change when networks areconnected together, especially when anorganization’s private network is connected to apublic network. The resources which becomeavailable to the user community may be verytempting, but the vulnerability must be carefullyconsidered. A firewall can provide protection for anetwork while allowing some resources on the twonetworks to be shared.A firewall provides controlled communicationsbetween two points and is usually used to regulatetraffic between networks. A firewall is typicallybuilt from network components, such as routers anddual-headed boundary hosts, configured to partiallyisolate the private network. Such a firewall canprovide access across a boundary with reasonablylow cost and processing overhead.However, firewall is not a panacea. The mainproblem with using a firewall for protection is thecourse granularity of control. A filtering router canbe programmed to block packets based on thesource or destination address and low level protocoltype. A connection layer protocol may serve manydifferent purposes, some of which are desired andsome of which are not. A boundary host can beemployed to provide application proxy service, orclients, to let the firewall pass specific servicesdiscriminated at a much higher level of the protocol stack. For example, the client and serverimplementing File Transfer Protocol (FTP) use theTCP/IP protocol. FTP service can be provided bythe boundary host at the application level eventhough general TCP/IP use is blocked at thefirewall.A Context for this ResearchA company operates a distributed network ofpersonal computers, workstations, and servers forthe computing needs of technical and support staff.The Corporate LAN Interconnection Network(CLIN) spans the two main sites and several remotesites. The configuration is always changing andgrowing. The CLIN also connects to the Internetpublic network through several routers and 56Kbhigh speed modems.The firewall filters the network traffic, blockingmany packets but allowing certain protocols andconnections to pass through. The CLIN routersform a security perimeter which defines the edge ofthe firewall to protect the rest of the CLIN againstmisuse or intrusion by Internet users. The completefirewall consists of the routers and their routingtables, the physical layout of the CLIN, severaldual-headed boundary hosts, and corporate policycovering network access by company employees.The company firewall design and policy prohibitsdirect communication across the firewall between acompany workstation and an outside host. Thisprotects the company network, but it also constrainsaccess to the Internet. To support access to publicresources, a company boundary host providesapplication level proxies for ftp, Telnet, and mosaic.The X window system is a particularly interestingcase. The X protocol enables software (the X client)to run on one machine while using the screen andkeyboard of another machine (the X server). The Xprotocol allows X clients to share the keyboard,mouse, and screen of the host running an X server.The clients may be on the same machine as the Xserver or on a remote machine. Enabling Xconnections across the firewall would allow anemployee to sit at a company workstation and seethe graphical output from software running on asuper-computer at a university. The currentcompany security policy does not allow employeesto start an X client on an outside host and displaythe client’s output on an X server within the firewallbecause of concerns about the security risks posedby X connections with the outside.The Problem with X Across the FirewallEnabling X window connections across a firewall isstraightforward and well understood. The Xprotocol requires a reliable transport connection,which in practice is either DECNet or TCP/IPbetween machines. To move X packets across afirewall, it is only necessary to start a proxy runningon a boundary host that listens at an agreed port andforwards the packets to the intended X server. Theoutside client sees the boundary host as the X serverhost, and the client neither knows nor cares that theX packets are being forwarded inside the firewall.Enabling X across the firewall is not a problem; theproblem is making a safe way for outside clients toshare the X server with inside clients.Here is a brief description of the risks related to X.Later in this paper, a more detailed description of Xvulnerabilities is given:¥The X window system has no accesscontrol beyond client/server connectiontime. After a client connects to the server,it has full access to all X objects andresources.¥X clients share the keyboard, mouse,display screen, and an operatingenvironment containing graphical objectsand data items.¥An X client may elect to receive the userinput from any X window, so it is easy forone client to eavesdrop on keystrokesintended for another client.¥A client can view or draw into the windowscreated by any other client, capturing orfaking output.¥One X client may even change the run-timebehavior of another client by binding adifferent function to a button or action.To summarize the risks, consider this simplifieddescription of the X window system environment�all X clients have access to the screen, keyboard,and mouse of the X server including any objectscreated by other X clients.

The X Gateway SolutionThe risks associated with an X protocol connectioncan be controlled by restricting the capabilities ofthe X client. A large set of X clients are self-contained, in that they do not need to interact withother X clients or the resources created by other Xclients. These clients can be considered "safe"because they do not interfere with any other client.This set of clients includes many useful programs,and it is very desirable to allow these clients (butonly these clients) to cross the firewall.The X Gateway enables safe X clients and disablesclients that engage in "dangerous" behavior. The Xgateway is a software module which resides on aboundary host. Clients outside of the firewall seethe X Gateway as an X server running on theboundary host. The X Gateway actually acts as aproxy agent, forwarding packets between an Xserver within the firewall and the outside X clients.The X Gateway enforces a security policy on theclient/server channel that isolates the outside Xclients from the inside clients. The X Gateway doesthis by imposing restrictions on use of the Xprotocol. Each packet in the X protocol channelacross the firewall is examined by the X gateway toensure adherence to the isolation policy. Theexternal client connecting through the X gatewaydoes not have all the capabilities of an inside client,but the available functionality is adequate for safeapplications.Terms and ConceptsThe X window system is an architectureindependent system for display of graphical userinterfaces (GUIs). The X window system is created,maintained, and freely distributed by MIT and the XConsortium. An X server is a display and keyboardcontroller that implements the X protocol. An Xclient is a program that uses the X protocol tocommunicate with an X server. The server providesdisplay and input handling services to the client.The X server runs on the computer attached to theconsole display screen, keyboard, and mouse. TheX client may run on the same machine as the Xserver or on another machine. The X protocol is atwo way exchange between an X client and an Xserver over some reliable transport, such as TCP/IP.The X client initiates all X protocol connections.The X protocol constraint enforcement software isreferred to as the X Gateway or Xgate. The XGateway allows X clients running on hosts outsidethe company security perimeter to display on Xserver console screens within the company firewallperimeter. A client connected to a server throughthe X Gateway is called an X Gateway client or anoutside client.The user is a human seated at the X display console.A host located within the company firewall andconnected to the CLIN is called a company host. Ahost used by the company as part of the firewall(connected to the company network and the outsidenetwork) is a boundary host. An X client runningon a company host is an inside client, and an Xclient running on an outside host is an outside client.An X object in this document is a resourcereferenced by an identifier known as an XID. An Xobject is a data structure created and held by the Xserver. Client objects are created in response to aclient request, using an ID provided by the client.Client objects are windows, pixmaps, cursors,graphics contexts, and client colormaps. Propertiesare considered to be named attributes of a window.Server objects are created by the server for commonuse by all clients. Server objects are fonts, thedefault colormap, and the root window. The serveralso maintains lists and structures to control serveroperations. The following server resources arereferred to as server objects in this document: thehost list, the save list, the key and button grab list,the keymap, the keyboard state, and the cursorposition. There may be other server resources notlisted here, depending on server implementation.Most fonts are loaded in response to a client request,but they are not considered to be client objects.The client ID is an identifier assigned to a client bythe X server at client/server connection time. Theserver permanently associates the client ID with thecommunication channel being used by the client. AXID is a 32 bit identifier used within the X protocolto identify the objects managed by the X server.XIDs uniquely identify objects. The XID isprovided by the client in the request to create anobject. The X server ensures that the high bits of aXID match the client ID associated with the channeland that the ID is not already in use. Thus, eachXID reliably indicates which client created theobject. All remaining client objects are destroyed when a client disconnects from the server so thatclients cannot "inherit" objects from previousclients.A Review of the RisksThere are many vulnerabilities associated with usingthe standard X protocol. The general risk areas aredescribed here, and the risk profile is then evaluatedto establish a safety policy.The main risks posed to the company byunrestricted X protocol connections across thefirewall are penetration attacks and eavesdroppingby an outside agent. A simple example ofeavesdropping is an outside X client requestingkeystroke events from the window of an insidexterm client in order to steal the password from aTelnet session. A simple example of a penetrationattack is an outside X client sending fake mousebutton events to an inside mail reader client whichcauses the inside client to send out some interestingfiles in email.Most of the risks result from a total lack of accesscontrol within the X environment. The only securitydecision taken by the X server is whether to allowan X client to make a connection to the server.There are several initial client authorization methodsoptionally performed at client/server connect time�the method selected depends upon configurationparameters set either by a server start-up database orby a connected client. Once connected, all X clientshave equal access to the X objects. Clients canmanipulate, modify, or destroy any object (window,scrollbar, etc.) regardless of which client is theowner.The X server reports events (such as keystrokes ormouse clicks) to any client that registers a requestfor the event type with regards to a particularwindow. There is no privacy within X unless aclient grabs1 the keyboard, pointer, or entire serverfor its exclusive use. In general, every client mayeavesdrop and monitor all of the user keystrokes,pointer movement, and mouse button pressesregardless of which client or window is activelyresponding to the user. From the user perspective,the keystrokes and button clicks appear to be pickedup by one client application at a time, usually in the1 Use of the X grab functions tends to hog the server and isunderstandably considered to be antisocial behavior for anyextended period, so well-behaved clients only issue a grab forshort term events like popping menus or dialogue panels.window under the mouse. Internally, all events areavailable to every client that expresses an interest.Another risk results from abstraction of the inputdevices, the pointer device ("mouse"), andkeyboard. This helps X to be operating system andarchitecture independent because the physicalkeyboard and mouse are mapped by software to keysymbol events and pointer events. This approachalso allows clients to restructure the input system.This can be used to trick the user into "typing" anunintended key sequence or to disable the mousebuttons for denial of service.Another set of risks stems from the "callback"paradigm adopted by many X client libraries. Thisapproach dynamically binds events to functionswithin the code. Many X clients accept detailedrun-time configuration parameters from a shareddatabase stored in the RESOURCE_MANAGERproperty on the root window. Some clients willreconfigure themselves in response to a certain kindof message from another client after their initialstartup configuration. Client messages are a specialevent type intended for interclient communications,and there is a protocol called EditRes which allowsone client to alter the internal structure of anotherclient. EditRes is part of the basic X tool kit library(Xt). It is used by the Athena widget library and iseasily included into other tool kits. For example,xterm from the X11 distribution and Gnu Emacsrespond to the EditRes protocol. Run-time bindingcan change many things in subtle ways, but here is asimple example: a rogue outside client could alterthe operation of an inside client by rebinding theSave & Exit panel button to the functionexit_without_saving_changes().Clients may request the server to create and sendsynthetic events that closely resemble real events,and many clients will respond to these fake events.This leads to a serious penetration risk when thereare command shell clients such as xterm, hpterm,decterm, or commandtool running and connected tothe display. A rogue outside client can send fakekeystrokes to an inside client and cause arbitrarycommands, or programs, to be run on the systemrunning the inside client, just as if the user had typedthe keys. This vulnerability extends well beyond theclient’s running command shells because anysequence of key presses and pointer events can besent to any inside client. This vulnerability may beused with any client to effect penetration or othertypes of attacks. Most of the shell tools in the xterm family ignore synthetic events by default, but thisrisk can be combined with the reconfiguration risksdescribed in the previous paragraph to make currentor future clients respond to synthetic events.Combinations of attacks using the standard Xprotocol risk the use of company resources andpermissions to mount attacks from one outside hostagainst another outside host. The problem is mosteasily expressed in a scenario: if user, JohnA, startsup clients on two outside machines, SponsorHostBand CollegeHostC, then another user, JaneD, maybe able to launch an attack against SponsorHostBfrom CollegeHostC by exploiting shared resourcesthrough the X Gateway.A denial of service attack is easy to carry out butdifficult to counter in a generic way. X clientsroutinely grab the server for exclusive use whenmenus are dropped or dialogue panels are raised, soit is not an abnormal occurrence. Besides this, thereare a number of ways to prevent other clients fromengaging in normal X operations. However, thisattack is not a serious concern for company usersbecause recovery from a worst case scenario onlyrequires restarting the X server.X Gateway - Policy and ImplementationThis section describes the policy developed for theX Gateway and presents issues relevant to buildingour Xgate prototype. The policy is presented inthree ways: a high level statement of seven policyobjectives, a longer explanation of each policyobjective, and design statements reflecting how eachobjective is supported in the prototypeimplementation. Experience with the Xgateprototype is briefly summarized. There is also somediscussion of policy alternatives and connectionsfrom inside clients to outside servers.Developing a security policy for X is difficult due toa great complexity in the protocol (over 120 packettypes), together with complex interactions betweenclients and objects. The following policy wasdeveloped, after several false starts, by starting witha simple policy that describes a well-behaved clientand elaborating with more detailed clauses to coverthe peculiarities of the X window systemfunctionality.It is not always possible or practical to add securityafter the fact, and it is almost always more difficultthan addressing security during the design phase.The X protocol is suited for an in-line policyenforcement module because the informationneeded for an access control decision is availablewithin each X protocol packet. The operationindicated by a packet is determined by the packettype and some of the parameters. The clientinvoking the operation is determined by the point-to-point communication channel (typically TCP/IP).The objects of the operation are, in most cases,explicitly identified in the packet, and the XID usedto identify each object also indicates which clientcreated that object. The successful X gatewayprototype suggests that it is sometimes practical toadd security to a client/server relation by using aconstraint processor in-line with the protocol stream.The X Gateway policy is based on one fundamentalobservation: most clients do not need all of the Xprotocol functionality. The X Gateway isconsidered a success if it enables many of theprograms which users want to run across thefirewall. Most X clients are only interested in theirown windows and objects; and, except for thestandard cut-and-paste mechanism, most clientsmake no attempt to interact with other clients.X Gateway Client Isolation PolicyThe X Gateway policy describes isolation of outsideclients.1.Client object access: X Gateway shallisolate outside clients by restricting objectuse. An outside client may not use objectscreated by any other client.2.Server object access: X Gateway shallprotect normal operations by restrictingaccess from outside clients to server stateor control objects.3.Selection requests: X Gateway shallprotect the client selection mechanism byrestricting use of the interclient exchangeinitiated by ConvertSelection.4.User Notification: X Gateway shall notifythe user of significant changes that areallowed by policy but significantly affectthe access control profile.5.Image Capture: X Gateway shall prohibitoutside clients from accessing portions ofthe screen image generated by other clients.

6.Denial of Service: X Gateway shallprovide some counter to denial of serviceattacks.7.Audit: X Gateway shall provide amechanism for audit security-relevantevents and should also support audit ofnormal X protocol and audit reduction.Explanation of Client Isolation PolicyThe X Gateway policy describes isolation of outsideclients in respect to objects created by other clients,server objects, the physical screen, and control flow.Note that this policy does not restrict inside clientsin any way.1.The primary clause of the policy is therestriction on interactions between clients.Window managers need to interact withother clients a great deal, and so, it is notpossible to run a window manager as aremote client through the X Gateway.Most X applications do not interact withother clients, with the notable exception ofthe cut-and-paste exchange. Indeed, theloss of the cut-and-paste capability fromoutside clients to inside clients is thegreatest drawback of the X Gatewaypolicy. This issue is addressed below inPolicy Alternatives.2.The server creates a number of objectsshared by many clients, notably the rootwindow, the default colormap, andcharacter fonts.2 There are also a numberof configuration structures maintained bythe server that affect various operations. Itis possible to write an X Gateway thatcaptures references to the default serverobjects and redirects these to X Gatewayobjects, but allowing selective access toserver objects has the advantage of lessercomplexity and code size.3.The X selection mechanism is intended forinterclient communications. The cut-and-paste exchange is the most common use for2 Atoms are a relation between strings and identifiersmaintained by the X server. Atoms may appear to be animportant object type or resource, but the X Gateway is notconcerned with them. Atoms can only be created, neverchanged or destroyed, so their information content is verysmall.selections. The problem with cut-and-paste(or other selections) is that exchange goeson between clients and may not have beeninitiated or intended by the user. The XGateway controls when an outside clientmay request a paste, but it does not controlthe paste action itself which is performedby the inside client.4.User notification is a general-purpose salvefor areas that are sensitive to exploitationbut cannot be avoided. Two areas arecalled out here; but other situations may behandled the same, depending upon thepolicy most appropriate for the user site.Most X servers support a number ormechanisms for authentication of clientidentity at client/server connection time.Unfortunately, strong authenticationmechanisms may be a burden to administeror may not be supported by every server,and many sites or users will end up withone of the weaker mechanisms. It isconsidered worthwhile to alert the user (orto obtain user approval) before any newclient connects via the X Gateway.The keyboard focus is held by a singlewindow, and any key stroke events areassociated with that window. Most of thetime, the focus is transferred by thewindow manager when the user moves themouse pointer or presses a key sequencerequesting a focus change. The X serverwill also change the focus in response to aclient request, and the user may not beaware that key events are channeled to anoutside client without a visible indicator.Some implementations may rely on thewindow manager (WM) to indicatekeyboard focus. The WM usually indicatesthe keyboard focus through a change in thewindow border or title bar. Thedisadvantage of this approach is theimplied trust of the WM, which is complexsoftware.5.Clients may obtain images from the displayin two ways by inheriting an image of thescreen at window creation or by queryingthe server for a copy of some portion of thescreen. Few clients need this capability, and we chose to preclude this as a matter ofpolicy. On the other hand, someapplications (for example, severalgroupware programs) may have goodreason to extract images with other clients.Support for such clients would call for achange in this policy clause.6.Denial of service is difficult to prevent, as amatter of policy, without disrupting theoperation of the client’s user interface. It isnot uncommon for well-behaved clients tograb complete control over the keyboard,pointer, or entire server for brief periods.The X Gateway may be implemented toblock or immediately release any explicitor implicit server grabs while maintainingthe correct keyboard focus and visualeffect. Another approach is to provide theuser a way out when under attack byproviding a kind of trusted path to the XGateway with options to kill off offendingprocesses or specific server grabs.7.Audit is an important, and oftenoverlooked, property of security software.The determination of which events areinteresting to audit is open for debate�certainly, new client connections butpossibly, violations of policy. It should beunderstood that many clients will makeminor violations of the policy that areblocked or countered by the X Gateway.Implementation of Client Isolation PolicyHere are details of the simple client isolation policywith minimal extensions. Implementation clausesmarked with a square bracket are not yet supportedin the Xgate prototype.1.Client object access: check the high bits ofall XIDs used as parameters.a.A match with the client ID indicatesthat the client created the objectallowed.b.Server objects have a unique value inplace of the client ID (usually zero),and these are covered in clause 2, orthe request is blocked.2.Server object access: restrict access toobjects that cannot contain sensitiveinformation.a.All references to fonts and the defaultcolor map are allowed.b.The root window may be used as theparent in CreateWindow request or asthe drawable in CreateGC andCreatePixmap requests.c.The cursor position may be accessednormally.d.Server grabs are prohibited.e.The keymap and keyboard state maynot be accessed.*Sanitize response to QueryKeymaprequest.*KeymapNotify events are blocked orsanitized.f.The host list and the access controlmode may not be accessed.g.The root window may not be used inany other way including windowproperties, redirected events, imagequeries, etc.3.Xgate will block ConvertSelection requestswhen the client is not the selection owner.a.Simply checking ownership withGetSelectionOwner creates a racecondition.b.Xgate may return a NoOwner error forall ConvertSelection requests.c.Xgate may use the following protocolin place of a ConvertSelection request.*GrabServer and GetSelectionOwner.*If owner is the outside client, then doConvertSelection or else returnNoOwner.*UngrabServer.

d.Xgate may change the selection type toa selection held by Xgate.*Xgate may act as an intermediary fora interclient subpolicy.*Site policy may allow a cut-and-pastewith explicit user authorization.4.Xgate notifies the user when new clientsconnect and when the keyboard events arebeing associated with an outside clientwindow.a.Xgate posts a yes/no query buttonasking the user for permission toinitiate the connection for each client,identifying the IP address of theclient’s host.b.Xgate provides a visual indicationwhen keyboard focus is held by anoutside client.*A small, simple focus indicatorgraphic is shown when key events aregoing out.+Xgate will request FocusChangeevents on all windows of all outsideclients.+Focus indicator is kept visiblewhenever it is being shown (mapped).+Repeated obscuring of the focusindicator is a security-relevant event.*The focus indicator is posted whenkey events are sent to an outside clientif the focus is held by root (thishappens if the client is under thepointer).*These rules are fully enforced duringall grabs.5.Xgate will restrict explicit and implicitpixel reads.a.New window creates requests with aparent value of ROOT, and abackground pixel value of NONE willbe modified to a background ofBLACK_PIXEL orPARENT_RELATIVE.b.Explicit reads are prohibited by clauses1 and 2.6.Xgate provides an escape for the user.a.Event stream is monitored duringkeyboard grabs.b.Xgate "hot key" sequence to kill one orall Xgate clients.7.The audit mechanism is two tiered.a.Xgate logs client connections andterminations directly to a file.b.Xgate performs configurable auditreduction.*Xgate accepts audit rules on stdin;generates audit log on stdout.*Five levels of detail in the formattedoutput.*Logging level can be set for the fourmajor packet groups and forindividually identified packets.*Supports selective blocking ofpackets by type.*Xgate provides a GUI interface to thedaemon for ease of use.Xgate PrototypeThe MITRE Corporation has built a prototype of theX Gateway module named Xgate. This sectiondescribes the approach taken and summarizeslessons learned from the effort.The MITRE Xgate prototype is built on top of afreely available package named Xmon.3 Thepurpose of Xmon is to monitor the X protocolstream and audit packets at the selected level ofdetail. A developer can watch the X protocol3 Available on several Internet archive sites. One URL isftp://ftp.uu.net/Usenet/comp.sources.x/volume9/Xmon.

packets go past and determine exactly what ishappening at any point. This is useful, both fordebugging problems and for determining how Xclients are using the X server. Each of the 120 pluspacket types can be individually selected for auditusing a graphical user interface, and Xmon can alsoblock transmission of selected packet types. Thesebuilt-in capabilities make Xmon a good choice for aprototyping effort.The Xgate prototype required approximately 12weeks of staff effort, generating close to 6000 linesof code in 150KB of file space. The designanalysis, comprising the bulk of this paper, requireda similar investment of staff time.Once development moves beyond the prototypestage it may be possible to increase efficiency bytrimming back the code. We expect to improvepacket latency, throughput, and resource utilizationin later implementations. After the details of thepolicy and design decisions are well settled, weexpect to recode an Xgate module from scratch orrebuild on top of a simpler code base. Xroute isanother publicly available package to consider atthat point, a tiny X connection router which simplybounces X packets from one machine to another.Experience with the prototype led to changes in theX Gateway policy interpretation. We used theflexible auditing capabilities inherited from Xmonto examine the specific use of the X protocol byvarious popular X clients. We observed a numberof policy violations by X clients that were notrelated to any kind of attack.We had planned to limit Xgate processing torequests flowing from the clients to the server. It ispossible to enforce policy simply by blocking somerequests. Some implementers may choose to buildan X Gateway to only monitor and filter the client-to-server stream, as we originally intended, resultingin simpler and faster code. Our early tests showedus, however, that some clients make a few policyviolations but should be allowed to run becausethese are basically safe clients with no intent tosubvert or entangle other clients. We chose tomanipulate the query/response stream to control thebehavior of certain important clients, "persuading"these clients to act within the policy bounds.Some well known X clients violate a simpleinterpretation of the policy to cover unusualsituations or make an application more robust. Inexample, the Xv image viewer client (often usedwith Mosaic) examines the top level windows ofother clients in an attempt to discover whichwindow manager is in use. Blocking the offendingpackets tends to kill the applications, yet there is nothreat from the clients themselves. We figured outseveral fixed content messages that can be returnedto the client without compromising the policy. Thespecifics are described in the following section,"Implementation Extensions to EnhanceCompatibility." The disadvantage in this approachis a small amount of extra code inside Xgate. Thereis also a performance penalty, because thismanipulation of the protocol requires Xgate to scanboth the incoming request stream and the outgoingreply/event/error stream.Particular attention should be given to thedocumentation and structure of the Xgate software.Confidence in the analysis phase is crucial becausethe Xgate implementation is a security criticalcomponent.Performance is a concern for our users, but we donot see any problem with Xgate in place. On anEthernet based network, there is a slight, butnoticeable, difference between a plain applicationand one running through Xgate. Our experienceindicates that network connections (such as a T1link) impose more delay than the Xgate prototype.Furthermore, the prototype has not yet been tunedfor performance, yet its performance is more thanadequate for our users. Unfortunately for thisdiscussion, performance under X windows is verydifficult to measure, both in selection of meaningfultests and interpretation of test results.There is no perceptible difference in response timewith or without Xgate for our typical user: an Xconnection across an Ethernet network between twoSun SPARC workstations which is creating anddestroying complex widgets. There is a slightdifference in response for this same client connectedto a local server (no network hop) when comparedwith the client connected to the local server viaXgate. The conclusion is that the latency delayimposed by Xgate is hidden by the latency imposedby a local area network.Tests performed with X11perf (a server test toolfrom the X11 distribution) shows that Xgate causesan approximate 7% decrease in maximumperformance for a mix of X11 actions. Note thatX11perf determines the client/server round trip time and extracts that time from the test results. Theresults below compare Xroute (a simple Xforwarder) with Xgate. These results are of interestbut may not apply to an X client running the Xserver at less than full capacity. The load on theSun SPARC running the Xgate module ranged from2% to 11%.xgate[129] time x11perf -display boundary:1 -repeat1 -f8text -popup -scroll100 -copypixwin100-fspellipse100 -ostrap100x11perf - X11 performance program, version 1.3MIT X Consortium server on security:1.0from vanityWed Oct 19 18:28:32 1994Sync time adjustment is 10.8001 msecs. 18000 reps @ 0.2856 msec (3500.0/sec): 100-pixelfill slice partial ellipse 20000 reps @ 0.2153 msec (4650.0/sec): Fill100x100 opaque stippled trapezoid504000 reps @ 0.0075 msec (134000.0/sec): Charin 70-char line (8x13) 10000 reps @ 0.5436 msec (1840.0/sec): Scroll100x100 pixels 4000 reps @ 1.3480 msec ( 742.0/sec): Copy100x100 from pixmap to window 20000 reps @ 0.2494 msec (4010.0/sec):Hide/expose window via popup (25 kids) 30000 reps @ 0.2182 msec (4580.0/sec):Hide/expose window via popup (100 kids) 111.6 real 1.1 user 1.7 sysxgate[130] time x11perf -display boundary:2 -repeat1 -f8text -popup -scroll100 -copypixwin100-fspellipse100 -ostrap100x11perf - X11 performance program, version 1.3MIT X Consortium server on security:1.0from vanityWed Oct 19 18:32:06 1994Sync time adjustment is 5.6688 msecs. 18000 reps @ 0.2871 msec (3480.0/sec): 100-pixelfill slice partial ellipse 30000 reps @ 0.2049 msec (4880.0/sec): Fill100x100 opaque stippled trapezoid720000 reps @ 0.0074 msec (135000.0/sec): Charin 70-char line (8x13) 10000 reps @ 0.5396 msec (1850.0/sec): Scroll100x100 pixels 4000 reps @ 1.8645 msec ( 536.0/sec): Copy100x100 from pixmap to window 20000 reps @ 0.2583 msec (3870.0/sec):Hide/expose window via popup (25 kids) 30000 reps @ 0.2221 msec (4500.0/sec):Hide/expose window via popup (100 kids) 119.9 real 1.3 user 3.0 sys PID TT STAT TIME SL RE PAGEIN SIZE RSSLIM %CPU %MEM COMMAND24419 p2 S 0:04 0 43 0 168 384 xx 10.50.6 xgate PID TT STAT TIME SL RE PAGEIN SIZE RSSLIM %CPU %MEM COMMAND24419 p2 S 0:05 2 72 0 168 384 xx 2.00.6 xgateThe prototype is not available for public release atthis time.Implementation Extensions to EnhanceCompatibilityThe X Gateway enforces a security policy byimposing restrictions on the use of the X protocol.There are some X clients which cannot workthrough Xgate, and this is the desired result: we donot want outside clients to manipulate all thewindows as a window manager does, and we do notwant outside clients to copy the screen image as thexgrab utility does. Unfortunately, there are expectedto be some X clients which users want to use; andyet, do not conform to the Xgate policy. The Xgateprototype includes some extensions which are notneeded for security but do enhance compatibility.Unless otherwise stated, X protocol requests that donot meet the policy requirements are simply droppedfrom the client/server stream without any errornotification. The dropped packets are replaced inthe stream by X protocol no operation (NOP)packets in order to maintain synchronization ofsequence numbering in the client/server stream.Blocking requests which normally generate a replyfrom the server will disrupt operation of theoffending client. Some of these clients can bepersuaded to run within the policy constraints bysimulating a sterile environment. The Xgate may beimplemented to allow requests to pass into the Xserver and then replace the reply with a fixed-content packet that corresponds to "no such object"or otherwise null response. This can only beallowed for informational requests that make nochanges to objects or server state. Passing theserequests, and then changing the reply packet, workswell enough; but it would be conceptually cleaner if

Xgate were to replace the request with a NOP andmanufacture a null response. The problem is thatreplies, events, and errors must be returned in thesame order as the requests which generated them,and it is difficult to insert the null reply packet intothe right spot in the response stream. Examples ofsome common requests which are disallowed by theXgate policy, but may be covered by a nullresponse, are ListProperties, GetProperty, andGetSelectionOwner. This approach may allownormal operation of clients, which would otherwisefail to work with the Xgate, but it must be balancedagainst the undesirable complexity of additionalcode in the Xgate module.The QueryTree request is a candidate for a slightly,more complex, form of censorship. The X windowsare organized into a tree with the root window at theroot of the tree. The QueryTree request normallyreturns the parent and a list of the children for thetarget window. There is no way for sensitiveinformation to be compromised by QueryTree, sothe request could be allowed through. However, wehave found some popular X clients which checkvalues of properties on the windows of other clientsto gather information about the user’s environment.Modifying the server response to QueryTree usingthe following two rules will convince a client thatthere are no other clients displaying on the server.1.If a child window does not belong to therequesting client, remove it from the list.2.If the parent window does not belong to therequesting client, change it to the rootwindow.Outside clients cannot be allowed to read everyproperty on the root window because someproperties may contain information we want toprotect. It may be desirable to support the use of theRESOURCE_MANAGER for program defaults (setby xrdb). Some clients may need access to anapplication specific root window property.Selective access to root window properties, eitherread-only or read-write, may be simulated byredirecting specific requests to a window owned byXgate. A trusted cut-and-paste mechanism withexplicit user approval could be supported by Xgateusing a similar redirection technique.Policy AlternativesSeveral alternatives to the policy described aboveare reasonable for sites with different priorities orconcerns. Care should be taken when makingchanges to any security policy because changeswhich seem modest may have subtle interactionswith other policy clauses. That said, thesealternatives are worth considering. Any of thefollowing can be used to enable cut-and-pastebetween inside and outside clients, a capabilityexpected to top the list of features requested byusers.1.Allow groups of X Gateway clients tocommunicate as per standard X.a.All outside clients allowed to interact.b.A group of clients specifically selectedby the user allowed to interact.c.Clients on the same remote hostallowed to interact.2.Allow certain inside clients to interact withoutside clients.a.A trusted cut-and-paste clipboardcould be started up by the X Gateway.b.The trusted clients must be specially"hardened" to resist attacks via the Xprotocol.3.Enhance the client authenticationmechanism.a.Use a one-time key in place of theXAUTH key because the XAUTH keycan be reused by any client from thesame host until the X server restarts.b.Replace the enhanced authenticationstring with a standard mechanism(probably XAUTH) when forwardingthe connect request to the server.Policy for Connecting Inside Clients toOutside ServersThe X Gateway enforces policy over X connectionswhich are inbound, that is X clients outside of thefirewall displaying on a server within the firewall.

Users are also interested in outbound X connections,that is an X client within the firewall displaying onan outside server. The risks associated withoutbound X connections are more difficult tocounter because less of the environment is under thecontrolled conditions within the firewall. The directrisk is uncertainty about the integrity of the inputsreceived from the X server. The indirect risks arethe actions which the client may take in response tothis low integrity input.There are several aspects to this risk. These aspectsmay be placed into an order by the difficulty of theattack:1.Outside clients connected to the outside Xserver using the X protocol.2.The outside X server may have beencorrupted.3.The connection between the server and theinside client may be compromised.The specific attacks which may be mounted againstan outbound X client are the same as the penetrationattacks described for the X Gateway policy. In theworst case, the X client may be induced to take anyaction permitted by the host operating system.Since it is not possible to provide guarantees on theintegrity of input events when company clientsdisplay on outside servers, the following policyassumes that the outside server is sound and thatprotections are to counter rogue X clients connectedto the outside server. For this reason, there shouldalso be a convincing argument showing why acompany client cannot release sensitive information,regardless of the input stream, before use is allowedin an outbound X connection. It should also benoted that anything displayed on the outside serveris visible to all other clients connected to that server(with very little effort) and to every host connectedto the same networks (with a little more effort). Theinput events sent to the company client are alsopublicly visible.A sensible precaution, whatever other measures areused, is to take extra steps to isolate the outboundclient from company resources and assets. Thecompany client should be run on a host whichsupports isolation of users (such as UNIX or VMS),and the client should execute from a restrictedaccount. This relies on operating system protectionsto prevent release of information in case theoutbound client is compromised. Another approachis to demonstrate that the client software is limitedto a safe set of operations by analysis and review ofthe code.Within these constraints, two simple policies willhelp to protect against attack by outside clientswhen displaying on an outside server. One policyseizes the server; the other hides behind a filter. Toprevent attacks during use of a company client:1.Purge or set the RESOURCE_MANAGERdatabase property.2.Grab the server for exclusive use by thecompany client.A shell X client can be written to avoid raceconditions. The shell can grab the server, verify theresource database, and execute the intended clientwithin a single X connection. This approach issimple and sound, but it prevents other clients fromusing the X server when the company client isrunning.An alternative policy is more complex to implementand analyze, but more pleasant to use. Assumingthe company trusts the integrity of the remote server(or the client cannot be attacked via false inputs),the remaining risks to the client are synthetic eventsand client messages. Both are easily identified andfiltered because the server sets the send_event flagin the event structure.SummaryXgate is still in the prototype stage, but it is anapparent success. The policy has shown to besufficiently restrictive for security, while compatibleenough to run numerous useful X clients. Theapproach is proven to be effective and soundwithout relying on unduly complex software for thesecurity critical policy enforcement. There is aperformance penalty, large enough to be detectableby the user; but overall, the package is thoroughlyusable and practical. This approach also showspromise for application to other client/server ordistributed applications with well defined protocols.