The following paper was originally published in the Proceedings of the First USENIX Workshop on Electronic Commerce New York, New York, July 1995.

For more information about USENIX Association contact:

1. Phone: 510 528-8649 2. FAX: 510 548-5738 3. Email: office@usenix.org 4. WWW URL: http://www.usenix.org

Developing and Deploying Corporate Cryptographic Systems

Diane E. Coe and Judith A. Furlong The MITRE Corporation Bedford, Massachusetts

Developing and DeployingCorporate Cryptographic SystemsDiane E. Coe (dec@mitre.org)Judith A. Furlong (jfurlong@mitre.org)The MITRE Corporation202 Burlington RoadBedford, Massachusetts 01730-1420The MITRE Corporation has developed a numberof cryptographic systems that provide security-related capabilities for its growing electronicinformation environment. These cryptographicsystems were developed using commercial off-the-shelf products and widely accepted standards.Standards were adhered to in order to assureinteroperability with emerging products such asthose used to conduct electronic commerce on theInternet. However, there are many shortcomingswithin the marketplace and the Internet communitythat are limiting the extent to which interoperabilitycan be achieved. Products are not as �open� as weneed them to be, infrastructures are not in place,and standards are still evolving. This paperpresents many of the issues with which we arefaced and, in some cases, provides solutions.MITRE’s needs are not unique. They are the needsof any enterprise wishing to provide an integratedsecurity solution for the access and exchange ofvaluable electronic information.This paper first introduces The MITRECorporation and describes its corporatecryptographic systems and informationinfrastructure. The paper then discusses issuesassociated with integrating MITRE’s cryptographicsystems with emerging electronic commerceproducts both for use within the corporation and forconducting electronic commerce externally. Thepaper concludes with recommendations and lendssome insight into where The MITRE Corporation isheaded in terms of its corporate cryptographicsystems and electronic commerce.The MITRE CorporationThe MITRE Corporation is a multifacetedengineering organization providing technical andstrategic guidance in communications, information,and environmental systems. MITRE’s expertiseencompasses a broad range of disciplines includingcomputer science, electrical engineering,mathematics, management, and administration.Serving military, government and civilian needsworldwide, MITRE supports a diverse set ofnational and international clients.In order to provide for more efficient operations,MITRE is transitioning many of its paper-basedbusiness applications to an electronic environment.With this transition comes changes in businesspractices. Practices which were applied in a paper-based environment may no longer be applicable orimplementable in an electronic environment.Existing business practices must be examined todetermine which practices are still needed in anelectronic environment and to identify whichpractices need to be modified to work in anelectronic environment.One business practice that is needed in both a paperand an electronic environment is an approvalcapability. In the paper world, approval is usuallygiven through a handwritten signature applied to adocument, form, etc. An analogous approvalcapability is needed in the electronic world. Suchan approval capability may be implemented using acryptographic mechanism called digital signatures.Digital signatures provide not only an approvalcapability but also the security services ofauthentication, integrity, and nonrepudiation.Thus, digital signatures offer more capabilities thanits handwritten counterpart, which cannot ensurethe integrity of information after it is signed.A second change that is occurring at MITRE is inthe architecture of its information systems. In thepast, a few mainframes were used to support all ofMITRE’s corporate applications. However, newapplications are client-server based and, while themainframes are being phased out, the number ofservers in use by the corporation has increaseddramatically. Users of these systems, who had asmall number of account names and passwords tokeep track of in the past, now have more than theycan possibly remember. In addition, with more andmore valuable information and assets beingmanaged and stored electronically, the need toprotect authentication information has taken utmostpriority. These changes have caused a revisitationof the authentication mechanisms in use at MITRE.

The following sections describe the digitalsignature capability that has been developed atMITRE, the key management system that willsupport the digital signature capability, and theauthentication system that is being deployedthroughout the corporation.MITRE’s Digital SignatureEnvironmentDigital signatures are being implemented atMITRE to decrease both the amount of time andthe amount of money spent on processing andarchiving paper forms. The first corporateapplication that will provide a digital signaturecapability is an application known as Data Capture.The Data Capture initiative comprises a set ofelectronic forms called transactions, a digitalsignature capability, and a work flow system. WithData Capture, forms are generated, signed, androuted for approval electronically. Information iscaptured in a central database when it is firstcreated. Rekeying of data is eliminated and data isreusable, thus eliminating the need to type the sameinformation over and over. Data Capturesignificantly reduces typographical errors, both byvirtue of the fact that rekeying is eliminated andbecause validity checks are automaticallyperformed on the electronic data.Data Capture is a client-server application. It iswritten in C++ and accesses a relational (SQL-based) database. Data Capture clients run on bothMacintosh and Windows 3.1 platforms and will runon additional platforms in the future. The serverand database reside on a UNIX platform.Using a commercially available toolkit from RSAData Security Incorporated called BSAFE, MITREdeveloped two digital signature applicationprogramming interfaces (APIs) that are called bythe Data Capture application. One API performs asigning function, and the other performs a signatureverification function. These APIs are written inANSI C and easily port from platform to platform.They can be called by Data Capture or by anyforms package or development environment thatprovides a C interface.Before an employee can digitally sign a DataCapture transaction, the employee must obtain apublic-private key pair. With RSA public keycryptography, the keys in the pair aremathematically related in such a way that what isencrypted by one key can be decrypted by the otherand vice versa. Yet, the private key cannot beeasily derived from knowledge of the public key.Together, these two attributes are what allow thetechnology to be used for digitally signinginformation. When the user obtains his key pair, hekeeps his private key private and uses it to encryptinformation, thus applying his �signature" to it. Hemakes the public portion of the key pair publiclyavailable so that anyone can retrieve it and decryptthe information he has encrypted. If the recipientof the signed information can successfully decryptthe information using the signer’s public key, he isassured that the information was, in fact, signed(i.e., encrypted) with the signer’s private key. If thesigner has not divulged his private key to anyone,he is the only one who could have produced thatsignature. The key management system thatsupports MITRE’s digital signature capability isdescribed in the following section.Once a user has a key pair, he is ready to sign.With the Data Capture application, all dataappearing on a form is signed by the employee.This does not have to be the case and, in the future,will not be. In subsequent versions of DataCapture, only certain data fields appearing on theform will be signed by employees acting inparticular roles. As an example, on a PurchaseRequisition, an employee’s manager may sign onlyfields that describe the items being purchased, thussignifying approval of the items, while someone inthe budget office may sign the Project Number andTotal Cost fields, thus signifying that the identifiedproject can support a purchase of that amount.Because encryption using public key technology isrelatively slow, the data to be signed is first sentthrough a hashing function. This function reducesthe data to a 128 bit "fingerprint" of theinformation, regardless of the amount of data to besigned. The hashing algorithm is strong enough todetect even a single bit change of the data�that is,if any bit of the data is changed, a different hashvalue will result. It is this 128 bit hash value thatactually gets signed, or encrypted, using theemployee’s private key. The encrypted hash is theemployee’s signature on the data. The hashing ofthe data provides integrity (i.e., any change of thedata will be detected) while the signature providesauthenticity and nonrepudiation. The signature isstored in the database with the data with which it isassociated.

MITRE’s Key Management System(MKMS)In order to support digital signatures, a keymanagement system is needed. MITRE’s keymanagement system (MKMS) plays a pivotal rolein the generation, distribution, and management ofthe cryptographic keys that each MITRE employeeneeds to utilize the digital signature capability. TheMKMS also provides protection of thesecryptographic keys. The confidentiality of theprivate keys is provided through encryption.Digital signatures on public key certificates, whichbind users’ identities with their public keys, assurethat the integrity of the public key contained withinthe certificate is maintained.At MITRE, employees obtain their key pairs fromcentrally-located Key Generator systems. Thereare multiple Key Generator systems to service allof MITRE’s sites. The Key Generator systems areoperated by Corporate Security representatives.Each employee presents himself to therepresentative who authenticates the employee anddirects him or her to run a simple key generatorprogram. This program first prompts the employeefor his or her employee id. The employee id isused to obtain the employee’s distinguished namefrom MITRE’s X.500 directory. The distinguishedname is later used in generating a certificationrequest. Once the name is obtained and theemployee confirms it is correct, the employee isthen prompted for a password. The employee-chosen password is used to encrypt the employee’sprivate key before it is stored on a floppy disk. Thefloppy disk is readable by both the Windows andMacintosh versions of Data Capture. (An effort isunderway to transition from a floppy disk mediumto a multipurpose smart card. This effort isdiscussed in the following section.)The key generator application then creates acertification request adhering to Public KeyCryptography Standard (PKCS) #10, CertificationRequest Syntax Standard. The certification requestis signed by the Corporate Security representativeto attest to the employee’s identity. The signedcertification request is sent to MITRE’sCertification Authority (CA) for processing via aserver program. The key generator program doesnot maintain a copy of employees’ passwords norprivate keys.There are several reasons why a centralized keygeneration scheme was implemented. While thekey generator application could be made availableto individual employees, each employee would stillneed to present themselves to Corporate Securitybefore their public key certificate is generated.(Corporate Security is responsible for attesting tothe employee’s identity and ensuring that thecertificate request contains that employee’sdistinguished name.) In addition, the logisticsinvolved in maintaining a few instantiations of thekey generator program and its external interfaces(e.g., an X.500 interface is required to retrieveemployees’ distinguished names) seemed muchsimpler than maintaining a corporate-widedisbursement of the program. In time, the softwaremay be rearchitected and given to end users.As stated previously, private keys are on floppydisks. Employees are advised to protect the disk asthey would other important personal informationand are discouraged from recording their passwordor storing their keys on unprotected Macintosh orPC machines. The disks are a distinctive color sothey are easily distinguishable from other disks.Floppy disks are considered an interim solution thatprovide a low-cost, platform-independentcapability. Employees can take their disks withthem and can sign from their home computers orwhile traveling. Because the signatures beingapplied in the initial versions of Data Capture arenot critical, in that they cannot obligate significantsums of money or provide access to highlysensitive data, this interim capability is consideredacceptable. The transition from a floppy mediumto a smartcard will provide enhanced protection forthe private keys in the future.Public keys are sent to MITRE’s CA in PKCS #10format to be put into signed certificates.Certificates bind an employee’s identity with hispublic key. The certificate contains identifyinginformation about the employee and his or herpublic key. The binding takes place when a trustedentity (i.e., the CA) signs the certificate. Just likeany other information that has been signed, thesignature on the certificate can be verified using thesigner’s (i.e., the CA’s) public key. Everyemployee has a copy of the CA’s public key. Useof signed certificates guards against masquerading.Once a public key certificate is generated, theremust be a mechanism for revoking the certificateshould the affiliated private key be lost or compromised. For the initial implementation atMITRE, the CA operator is notified by a corporatesecurity representative when a certificate needs tobe revoked. The CA operator uses a functionwithin the CA system to indicate that the certificatehas been revoked.A question that needed to be resolved was how willthe certificates and the CRLs be made available toindividuals and applications that need to accessthem? Initially, it was envisioned that allcertificates and CRLs would be stored in thecorporate X.500 directory server. X.500 providesan easily-accessible storage location for employeeinformation. There are, however, drawbacks tousing an X.500 directory in a corporateenvironment.At MITRE, digital signatures applied to corporateinformation may need to be verified relatively soonafter they have been applied or they may need to beverified days, months, or even years later. In theX.500 directory, certificates are stored in a "last in,first out" order within a user’s X.500 entry and arenot individually addressable. If a user has multiplecertificates (e.g., a current certificate and somenumber of expired and/or revoked certificates), aquery against that user’s entry in the X.500directory will return all of the user’s certificates.The application would then need to parse througheach of the certificates to find the certificate thatwas valid at the time the signature was applied.Once the appropriate certificate is found, a checkneeds to be made to ensure that the certificate wasnot revoked prior to the time the signature wasapplied. To do this, the application must firstextract the serial number from the retrievedcertificate. It then performs another query againstthe X.500 directory. This second query is againstthe certification authority’s (CA’s) entry in thedirectory and retrieves the certificate revocation list(CRL). If the CA’s entry contains multiplerevocation lists, the application must parse throughthe retrieved CRLs and find the first list that wasproduced after the signature in question wasapplied. The application then searches through theCRL to determine if it contains the serial number ofthe retrieved user’s certificate. If it does, the dateof revocation is checked; and if the revocation dateis prior to the signature date, the signature isconsidered invalid. If the revocation date is laterthan the signature date or if the certificate is not onthe CRL, the certificate is valid. This is quite a bitof processing to be performed every time asignature needs to be verified.To reduce the amount of processing that has to beperformed to verify a signature, a decision wasmade to store certificates in MITRE’s datawarehouse which is managed by a relationaldatabase management system (DBMS). The tablescontaining the certificate information can be readby corporate applications but updates to the tablesare controlled by a secured maintenance account.When a certificate is created by the CA system, it issent to a server program known as the KG/CAserver. This server stores the certificate in the datawarehouse, indexed by the employee�s uniqueemployee number. The validity dates of thecertificate are stored as individual fields in thetable, as well, so that queries can be performedagainst them. CRLs are also sent to the KG/CAserver. The server parses the CRL and updates therecords in the certificate table to indicate the date acertificate has been revoked. This simplifies thesignature verification process significantly in thatnow a single query can be used to determinewhether or not a valid certificate exists.Certificates and CRLs will continue to be stored inthe X.500 directory, but only the user�s currentcertificate and the current CRL will be stored. It isenvisioned that the X.500 directory will be used inthe future for sending and verifying securemessages and for communicating securely withexternal entities.Distributed AuthenticationMITRE’s rearchitecting of its information systemshas caused an increase in the number of corporateservers and, thus, the number of accounts each userhas. Passwords are currently the common methodof user authentication to MITRE’s servers.Typically, a user must supply a login identifier anda password to gain authorized access to a particularcomputer system or host. In most cases, passwordsare user selectable, although restrictions apply.User-selected passwords are often easy toremember which renders them easy to guess. Inpractice, assigned passwords are usually difficult toremember and are often written down, makingthese passwords vulnerable to unauthorizeddisclosure. To avoid having to remember multiplepasswords for different systems, users often use thesame password on every system to which they haveauthorized access. Thus, multiple systems are atrisk under a single or common attack. The high volume of abuse regarding the selection of userpasswords combined with the failure to administeruser password protection successfully has resultedin the high demand for unitary authentication inMITRE’s distributed computing environment.MITRE has an effort underway to deploy adistributed authentication system based onVersion˚5 of Kerberos. Kerberos is a trusted third-party unified network authentication service. It isdesigned to operate in a client/server environment.In a "kerberized" environment, users are known asprincipals. A list of authorized users, or principals,is maintained in the Kerberos principal database.Once a user is known to the principal database, heor she can get what’s known as a Ticket GrantingTicket (TGT) from the Kerberos Key DistributionCenter (KDC). A TGT is a credential that willallow the user to obtain other credentials, or tickets,for kerberized services within the user’s Kerberosenvironment. The user’s environment is called hisrealm. A realm consists of all the users, services,and hosts listed in the Kerberos principal database.To get a TGT, the user provides his user orprincipal name to the KDC. The KDC then sendsthe user a TGT, but portions of the TGT areencrypted in a password known only to the userand the KDC. The user enters his password anddecrypts the TGT rendering it usable. This is theonly time that the user must provide authenticationinformation. All subsequent authentication withinthe Kerberos environment is performed byKerberos on behalf of the user. This provides aunitary authentication capability. Note too, thatbecause decryption of the TGT is performed at theuser’s workstation, his or her password nevertraverses the network.Once a user has a TGT, he can present the TGT tothe KDC and receive tickets for kerberizedservices. The product MITRE is investigating forwidespread deployment provides a number ofkerberized services, including a kerberized rlogin,which allows users to remotely log in to UNIXhosts; rsh, which allows users to execute acommand on a UNIX host; and rcp, which allowsusers to copy files to and from UNIX hosts. In anonkerberized environment, each time a userwishes to access one of these services, he has toauthenticate himself to the service or host. WithKerberos, tickets are used for authentication andare passed on behalf of the user to the service orhost. No other authentication is required.Some of the biggest proponents of distributedauthentication are system and databaseadministrators (DBAs). At MITRE, DBAsadminister databases residing on as many as sixdifferent machines. In order to performadministration and testing, the DBAs often log intothe systems in different roles, thereby obtainingdifferent privilege sets. Given that there areapproximately four roles that a DBA may assumeon each of the six machines hosting databasemanagement systems, there is a potential twenty-four account names and passwords that a DBAmust remember. Kerberos reduces this number toone.MITRE is currently evaluating Kerberos forpotential deployment throughout the corporationwith DBAs being the first set of users. Theprototype environment currently consists ofMacintosh, PC, and UNIX Kerberos clients and aKDC and principal database residing on a SunOSmachine. Kerberized services are resident onSunOS, Solaris, and AIX machines and arecurrently being installed on a Sequent machine.This prototype environment mirrors the corporateenvironment and will be used as a testbed until theproduction system is deployed.Integrated SystemAs described in the previous sections, MITRE isactively pursuing the integration of securityservices into MITRE applications. Capabilitiespresently being examined are digital signatures anddistributed authentication. Future capabilities mayinclude secure mail and data encryption. Theimplementations of these capabilities require thatMITRE users possess certain credentials orinformation. In the case of authentication, MITREusers need authentication credentials such asKerberos tickets; while in the case of digitalsignatures, users need public/private key pairs.Each of these security capabilities are beingindependently developed, and each require someamount of support information. The goal of theMITRE single token task is to consolidate thesupport information for all the security services ona single token. In some instances, the actualsecurity service may be performed on the token. Inother instances, the token will provide securestorage for the information. MITRE’s single tokenwill be an ISO smartcard.

A number of capabilities will ultimately besupported by the single token. The token willsupport MITRE’s digital signature capability byproviding a more secure storage media for privatekeys. Data will be sent to the card to be signed sothe private key will never be vulnerable in theworkstation. MITRE’s digital signature APIs havealready been modified to access the ISO smartcard,and a prototype smartcard-based signaturecapability has been developed.The Kerberos-based distributed authenticationcapability is being incrementally integrated into theMITRE environment. The integration of theKerberos authentication protocol at MITRE is thefirst step towards achieving a single sign-oncapability. MITRE is working with its Kerberosvendor to develop a smartcard interface for theKerberos product.Kerberos is not a complete solution for achievingsingle sign-on. Kerberos currently provides singlesign-on for only some UNIX servers. A full singlesign-on capability cannot be achieved until a meansfor handling the passwords associated withnonUNIX systems is implemented. Toolkits fordeveloping scripts are being investigated as ameans for storing passwords on the smartcard, thusmoving us closer to our goal of a truly single sign-on capability. The token can support the singlesign-on capability by storing various types ofauthentication credentials so the user will not berequired to memorize and supply authenticationinformation each time he wishes to connect to aMITRE system.In a fully-automated corporate environment,restricted information must be electronicallyaccessible by authorized users. In order to supportthis capability, MITRE must add encryption to itsenvironment. With encryption, restrictedinformation such as salary information or personnelinformation can be kept confidential while it istransferred to computers throughout thecorporation. The token can support an encryptioncapability by providing secure storage for the keysused in the encryption process. It is also possiblethat the token could perform some of the necessaryencryption functions.MITRE presently uses a challenge-responsemechanism to provide access across its firewall. Itis hoped that the single token system can alsoreplace this mechanism.Another important use of the token will be forfacility access. Currently, a badge is needed toallow MITRE employees access to MITREfacilities and restricted areas within such facilities.To reduce the number of tokens required byMITRE employees to conduct their daily businessto one, the MITRE badges will be replaced by theISO smartcard. Replacement of badges will alsoprovide some assurance that employees won’t leavetheir smartcards in unattended systems since theymust have their badge on their person at all times.MITRE Information InfrastructureWhile the aforementioned systems are beingdeveloped by MITRE’s Information SecurityDivision, the Information Systems Division isdeveloping MITRE’s Information Infrastructure(MII). The MII is an electronic information systembased on World Wide Web technology and will bethe primary source of information at MITRE. Atthe present time, no restricted information is postedon the MII. All information residing on theinternal Web servers is accessible to all MITREemployees, and all information residing onMITRE’s external server is publicly releasable. Inorder to post information having disseminationrestrictions on these systems, security in the formof access control and authentication is required.This security is necessary to protect thecorporation’s valuable information assets fromunauthorized disclosure and to protect the privacyof employee-related data.Integration of the MII with CorporateCryptographic SystemsMITRE began investigating secure Web productsin February of this year to determine whether or notthey could provide the security MITRE needs. Theideal product would meet the MII’s securityrequirements by using one of the cryptographicsystems already in place or in development.Products were assessed to determine the extent towhich the products could be integrated withMITRE’s public key infrastructure or its Kerberosenvironment. Most of the products found werepublic key-based and implemented either theSecure HyperText Transfer Protocol (S-HTTP) orthe Secure Socket Layer (SSL) protocol. OneKerberos-based product was also found. Given thenumber of security-enhanced products that existed,our assessment began on an optimistic note.

The optimism quickly faded. It turned out thatalthough S-HTTP servers existed, the protocol wasnot supported in any of the commercially-availablebrowsers. The SSL protocol had both browser andserver implementations, but the products could notbe integrated with our existing public keyinfrastructure. The public and private key pair ofthe SSL server must be generated by softwareembedded within the server. Key pairs generatedby MITRE’s Key Generator system could not beused, nor could a certificate signed by MITRE’scertification authority because the products onlyrecognize certificates issued by a small set of CAsand the certificates associated with those CAs areembedded in the client software. This means thatalthough MITRE is purchasing thousands ofcertificates to support its digital signaturecapability, it could not use any of these certificatesfor its Web servers.There were other limitations found in theinvestigated products that hampered integrationwith MITRE’s public key infrastructure. Systemssupporting public key technology had the privatekey of the server encrypted in software and storedon the server. There was no flexibility to store theprivate key on an external storage device such as anISO smartcard or even a floppy disk as is done atMITRE.Client authentication and access control in the Webproducts was also a problem in terms of providinga capability consistent with MITRE’s goals.Because there were no products supporting publickey-based authentication for clients (only forservers), authentication is performed usingpasswords. MITRE is trying hard to eliminate thenumber of passwords users have to remember.Implementation of password-based authenticationin our Web server is contrary to our single sign-ongoal.The Kerberos product proved promising from anintegration perspective, but it also had itsshortcomings. On an optimistic note, we weredelighted to find that the Web application, whichimplements Version 4 of Kerberos, could, in fact,obtain tickets from our Version 5 Kerberos server.However, the client we tested stored the retrievedtickets in a nonconfigurable location, thus we werenot able to use the same credential cache for bothapplications. This necessitates logging on to ourKerberos server twice; once to get a Ticket-Granting-Ticket (TGT) that can be used to obtain aticket for our Web server, and once to get a TGT toget tickets for all our other applications. So theintegration of the kerberized Web product with ourKerberos environment wasn’t fully successful, butit came much closer than the public key-basedproducts.External Use of CorporateCryptographic SystemsIt has always been a goal within MITRE to developcryptographic systems that are expandable to allowfor secure external communications, as well as toprovide security within the corporation. Ourcryptographic systems are based on standardtechnologies and protocols. We have public keycertificates that follow the X.509 standard; we arestoring our certificates in an X.500 directoryserver; our digital signatures are created using theMD5 hashing function and the RSA algorithm; ourdistributed authentication system is a standard V5Kerberos implementation; and our token is an ISOsmartcard. We have followed all the guidelines,implemented all the standards, and developed opensystems, all in an effort to ensure interoperabilitywith the rest of the world; and with whom have weachieved interoperability with respect to ourcryptographic systems? That remains to be seen.Probably the biggest shortfall in the communitytoday, the one area most hampering the widespreaduse of public key technology, is the lack of aubiquitous public key infrastructure. Public keycryptography is less than two decades old.Infrastructures to manage public keys andcertificates in large environments have onlyrecently been developed and are just now beingimplemented. Not all the issues associated withpublic key and certificate management have beenresolved. Competing approaches to public keymanagement along with the need to supportdifferent public key algorithms have resulted inseveral different public key infrastructures being inexistence today. The Internet (PEM) KeyInfrastructure, the NIST Public Key Infrastructure,and the MISSI Infrastructure are three of theseinfrastructures. It is unclear whether a singlepublic key infrastructure that services the needs ofall communities will exist in the future. Because ofthis, organizations are developing their own customhierarchies, and trust among hierarchies does notexist. Certificates generated within oneenvironment cannot be authenticated by a recipientin another environment because the environments do not have a mutually trusted CA. Certificatesgenerated by MITRE are not going to be acceptedby Visa or Mastercard or by any of the manycompanies now conducting electronic commerceon the Internet. Each will either issue a certificatesigned by its own CA or develop its own methodfor providing authentication and nonrepudiationservices. One method currently being used is acall-back mechanism. Users placing orders aresent confirmation requests to their registeredelectronic address. Orders are not filled until theconfirmation is received. This prevents anyoneexcept those having access to the user’s electronicmailbox from masquerading as the registered user.Ad hoc trading is not being supported. The onlytrading that is occurring is between parties havingpreestablished relationships.Even in the world of EDI, bilateral tradingagreements are negotiated out of band and inadvance of any EDI orders being accepted.Currently, there is little security within EDItransactions. Rather than securing the transaction,threats are being dealt with by mutually-acceptedpolicies established in trading partner agreementsor by the systems processing the transactions. Thethreat of receiving orders from someonemasquerading as an authorized trading partner isbeing mitigated by the implementation of rules atthe receiving system that detect and flag anomalousorders. We have yet to find a company among thefifty thousand currently conducting business usingEDI that uses digital signature in its EDItransactions. Products exist to support digitalsignatures in EDI, but is anyone using them? Itdoes not seem possible with the ubiquitoushierarchy.Systems supporting Kerberos are also emerging inthe world of electronic commerce. Can weauthenticate ourselves to these systems using ourKerberos credentials? No. Kerberos credentialsare only recognized within the realm in which theywere issued. Inter-realm authentication does notquite yet exist in the community.ConclusionIn spite of it all, we are still pretty excited about thecryptographic efforts ongoing at The MITRECorporation. We have learned a lot of valuablelessons and have gained insight and experience inmany different areas. We have made great stridesin working towards our goal of a paperlessenvironment and are providing enhanced securityin our electronic systems as well. In the end, webelieve we will have a more efficient and moresecure workplace and lower operational costs.However, we have some recommendations that willhelp, not only us, but also companies and agencies,both government and civilian, with similar goalsand desires of which we believe there are many.Products need to be more open. They should allowfor the use of keys generated external to theproduct’s environments. Flexibility should beprovided to allow private keys, in particular, to bestored on an external storage device such as an ISOsmartcard or even a floppy disk.Certification authorities, key lengths, andalgorithms should not be hardcoded into theproducts. RSA is not the only public key algorithmin existence today which may be used for digitalsignature and key exchange. Other digitalsignature and key exchange algorithms include theDigital Signature Algorithm (DSA) specified inFIPS 186 - Digital Signature Standard and the KeyExchange Algorithm (KEA) implemented on theFORTEZZA crypto card. In order to be used in alarger number of environments, the products shouldprovide support for a wider range of public keyalgorithms, thus allowing users within specificenvironments to choose the algorithms that theywill use. It should be noted that the RSA algorithmis unique in that it may be used for both digitalsignature and encryption/key exchange purposes.Other public key algorithms may only be used forone of these applications.Strong client authentication needs to be supported.Current implementations of the SSL and S-HTTPprotocols are focused on transmission security.Only servers have public-private key pairs andcertificates. The impetus behind this seems to be adriving push to get credit cards across the Internetsafely. This may be a worthy goal; however, itmust be understood that if these products are tosupport all types of electronic commerce whichincludes the interchange of ideas, opinions, orsentiments as well as the buying/selling ofcommodities, support for client keys andcertificates is needed. Given that the Internet hasbeen used more for the former than it has for thelatter, it seems that security solutions providingprotection for ideas or information would be atleast as sought after as those that provide securityfor the transmission of credit card numbers.

Products should include an interface to an X.500Directory. In many public key managementapproaches, certificates are stored in an X.500Directory, which is a publicly-accessible place forstoring information. Directory servers play apivotal role in any large scale public keyinfrastructure where key material must bedisseminated to large numbers of people andapplications operating in various geographiclocations.Certificate revocation needs to be supported.When client certificates are supported, servers willneed to know that the clients to which they arespeaking are genuine clients and not amasquerading client. Adding support for certificaterevocation means that the products will need tosupport Certificate Revocation Lists (CRLs), beable to retrieve CRLs and/or receive CRLs, and toprocess the information contained within them.CRLs are often stored in an X.500 Directory,providing another motivation for adding an X.500Directory interface to the products so that CRLsmay be retrieved from the Directory.And, of course, more work needs to be done in thecommunity to solve the issues associated withpublic key and certificate management. Competingapproaches to public key management along withthe need to support different public key algorithmshave resulted in several different public keyinfrastructures being in existence today. It isunclear whether a single public key infrastructurethat services the needs of all communities will existin the future. If not, interoperability issues betweendifferent infrastructures will need to be resolved inthe future.Where do we go from here?MITRE plans to continue with its cryptographicendeavors and its quest to integrate electroniccommerce products with its securityinfrastructures. We believe this is an achievablegoal. In the last few months, we have seen muchmore emphasis in the community on providing theservices we need. Services such as strong clientauthentication, support for CRLs, and interfaces toexternal systems are receiving much more attentionof late.MITRE participates as a member of manystandards� bodies and is actively involved in theWorld Wide Web Consortium (W3C). We alsoactively participate in the W3C security workshops.In addition, MITRE is hosting a Public KeyInfrastructure (PKI) Invitational Workshop alongwith The National Institute of Standards andTechnology (NIST) and the NII SecurityInfrastructure Program Management Office(SI-PMO) in September 1995 to resolve PKIinteroperability technical issues. We are workingwith both vendors and customers to ensure that ourneeds and theirs are well understood within thecommunity. We hope that these efforts, as well asthe efforts of the so many others that have similargoals and desires, will create a truly open andinteroperable world for electronic commerce.BibliographyBerkovits, Dr. S., Dr. S. Chokhani, J. A. Furlong,J. A. Geiter, and J. C. Guild, April 1994, PublicKey Infrastructure Study Final Report,MTR 94W0000180, The MITRE Corporation,McLean, VA.CCITT, Geneva, 1989, Data CommunicationNetworks: Directory, RecommendationX.500 - X.521, Blue Book, VolumeVIII—Fascicle VIII.8.Federal Information Processing StandardsPublication, Digital Signature Standard (DSS),19 May 1994, FIPS PUB 186, U. S. Departmentof Commerce/National Institute of Standards andTechnology, Gaithersburg, MD.Federal Information Processing StandardsPublication, Secure Hash Standard (SHS),31 May 1994, FIPS PUB 180-1, U. S. Departmentof Commerce/National Institute of Standards andTechnology, Gaithersburg, MD.Heckman, Donald, 18 August 1993, MOSAIC KeyManagement Concept, Revision 2.4,National Security Agency, Ft. Meade, MD.Hickman, K., and T. ElGamal, June 1995, The SSLProtocol, Internet Draft, IAB.Kaliski, B., 3 June 1993, An Overview of the PKCSStandards, RSA Data Security, Inc.Kent, S., February 1993, Privacy Enhancement forInternet Electronic Mail: Part II: Certificate-Based Key Management, RFC 1422, IAB IRTFPSRG, IETF PEM WG.

Kohl, J., The Kerberos Network AuthenticationService (V5), September 1993, RFC 1510, IABIETF Network Working Group.Public Key Cryptographic Standard (PKCS) #10:Certification Request Syntax Standard,1 November 1995, Version 1.0, RSA Laboratories.Rescorla, E., and A. Schiffman, December 1994,The Secure HyperText Transfer Protocol, InternetDraft, IAB.Rescorla, E., and A. Schiffman, July 1995, TheSecure HyperText Transfer Protocol, InternetDraft, IAB IETF Web Transaction SecurityWorking Group.Rivest, R. L., A. Shamir, and L. Adleman,February 1978, "On Digital Signatures and PublicKey Cryptosystems," Communication of the ACM,Vol. 21, No. 2, pp. 120-126.Rivest, R., April 1992, The MD5 Message-DigestAlgorithm, RFC 1321, IAB IETF NetworkWorking Group.Steiner, J., C. Neuman, and J. Schiller, 1988,Kerberos: An Authentication Service for OpenNetwork Systems, Paper presented at USENIX,Dallas, Texas.