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Abstract or a device driver domain) as a single PCI device with

. ultiple contexts, while others present as multiple PCI
\-/rv?tﬁ rgﬁ,i?;gﬁzr%ﬁ;ﬁeﬁvfggk flgrtelr/fgc?/i?tigjliszg:lilois evices (one device per context). For data protection be-
. tween guest domains, some NICs have built-in memory

POS€s an |mpqrtant challenge for virtual machine envi- ddress translation while others rely on host IOMMUs
ronments, particularly in the area of system managemeng

In this baper. we make the case for developing a high r software isolation mechanisms. Some NICs have ad-
IS paper, W veloping ‘9N anced layer-2 (or higher) switching capabilities, possi-

level network I/O virtualization management system thatbly including advanced firewalling and/or traffic shaping
can translate user-relevant policy specifications into the

hardware and softwar ific confiqurations that rcapabilities. This diversity is likely to persist as the in-
a e software-specilic connigurations a ustry searches for the ideal feature set to satisfy differ-
needed on each particular hardware platform. As a firs

) ) X . nt customer needs. Moreover, as we discuss later, the
step toward this goal, we describe and classify configura-

f . ; . right mix of hardware and software features to use will
tion options that are presented by a wide variety of mech- g

. ) R continue to be workload and system dependent, even if
anisms for NIC hardware support for virtualization, and IC functionality were to stop evolving
discuss workload and policy considerations that should\‘ h g f ddi - dermn NIC
be factored into configuration decisions. In addition, we € growing eaure sets an |_verS|ty Inmodern NILS
propose new mechanisms for intra-node guest—to-gue&ose a significant challenge for virtual machine environ-
networking that leverage NIC hardware switching sup-MeNtS like Xen. To enable Xen to use each new feature
port, and we present a unified system architecture fofequires large modlflpatlons to the network 1/O virtual-
network I/O virtualization that exposes the configuration Zation software architecture and to the system manage-

options that we identified to high-level management Iay-ment tools. Mor_e |mportantly, _the useris _burdene_d with
ers. the task of modifying guest virtual machine configura-

tions and possibly driver domain configurations to actu-
ally make use of the new NIC hardware feature. The
1 Introduction resulting configuration is brittle since it is customized
to the hardware features of the particular physical ma-
Emerging network interface cards (NICs) provide hard-chine on which the guest will execute, and is therefore
ware support for virtualization which enables the NIC poorly matched with other valuable functions such as live
to be shared efficiently and safely by multiple guest do-migration that are provided through virtualization. We
mains. Specifically, these NICs provide numerous declaim that this friction imposes a barrier to innovation
scriptor queues where each queue can be assigned a d&d adoption of new network 1/O virtualization mecha-
tinct Ethernet MAC identifier and be dedicated to han-nisms, particularly in complex data center environments.
dle the traffic for a particular guest domain. This al- We advocate that an attractive goal which would solve
lows the addresses of guest domain data buffers to bthis problem is to develop a high level network I/O vir-
posted directly to the NIC, avoiding the overheads oftualization management system. We envision that this
traditional software-based I/O virtualization, part@ty ~ manager would run as an agent in a privileged manage-
for the packet receive path. ment domain, for example Domain 0 in Xen. The man-
These emerging NICs exhibit considerable variety —ager would relieve users of the need to make decisions
in the software interface they provide to expose the mul-and configurations that are customized to the underly-
tiple queues, and in the switching and traffic manageing hardware capabilities. Instead, the manager would
ment functionality they may provide to complement the allow users to specify policies at a high level and then
use of multiple queues. For example, some NICs apdetermine the appropriate low-level configurations spe-
pear to the virtualization software (e.g., the hypervisor,cific to the particular hardware environment that would
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Figure 1: I/O virtualization with traditional NIC

implement the policies. Thus, the manager would pro-the NIC switching hardware.
vide a clean separation between user-relevant policies, In addition to examining the configuration space, we
and the hardware and software mechanisms that are us@dopose some new mechanisms and a software architec-
to implement the policies. For example, the user couldure that would expose the configuration options to the
indicate which networks (i.e., which physical networks manager (or a user, until the manager is developed). The
or VLANS) each guest should be able to access, insteadew mechanisms we propose are inspired by the novel
of specifying which software bridge to use or whether toseparation of the packet switching and data transfer func-
use a particular NIC descriptor queue. For another examtions that we listed above. In particular, we propese
ple, the user could specify firewall or traffic shaping rulesvelope switching which performs hardware-based intra-
to apply to the guest’s traffic, and the manager would auhost guest-to-guest packet switching in a NIC but carries
tomatically translate the rules to the appropriate setting out the associated packet data transfer in software (or by
in the software or the NIC. another DMA engine) to relieve the I/O bus bottleneck.
. _To support safe software-based packet data transfer be-

In this paper, we present some early steps toward thigyeen guests, we propose and discuss trade-offs for three
ambitious goal of providing a high-level network 1/0 vir- e ntia| extensions to the Xen grant mechanism that can
tualization management system. In particular, we ideny,q \seq with hardware-based or software-based packet
tify & large configuration space for the network 1/0 Vir- o \itching. Finally, we present an architecture that can
tualization subsystem, and we illustrate several impory,q configured to support all the types of NIC hardware

tant constraints and trade-offs that must be consideregd,ensions and software mechanisms that we describe in
to determine the best configuration settings. We orgasq paper.

nize the configuration space into four basic I/O virtual-

ization functions: NIC virtualization, packet switching, . L .

data transfer, and traffic management. Each function cas  Network I/O Virtualization Functions

be implemented either in hardware or in software, and i L ,

by different software components such as guest devic@‘ ’?e‘WO”‘_ VO viriualization subsystem provides four
drivers, driver domains, or the hypervisor. We discusgnan functions:

how factors such as performance, resource availabilitys NIC virtualization: Provide guests with virtual net-
and high-level network management policies influence work interfaces (vNICs) enabling then to share a sin-
or constrain the choice of where each function should gle physical network interface card (NIC) which pro-
be implemented on a particular hardware platform. For vides access to the external network.

example, the number of descriptor queues on a NIC lim-,
its the number of guest domains that can be assigned to
dedicated queues. As another example, if the system ad-
ministrator policy requires using firewall rules, and the
NIC does not support this capability in hardware, thene Data transfer: Capability of transferring packet data
packets should be switched in software instead of using between local guests.

Packet switching: Switching of packets between lo-
cal guests for intra-node traffic as well as between
guests and the physical NIC.
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Figure 2: /O virtualization with multi-queue NIC

« Traffic management: In contrast with the other func- 3.1 Traffic Management
tions this is an optional function, but usually strongly
desired by system administrators. Comprises networ
security mechanisms such as firewalls, VLAN isola-
tion, etc., and mechanisms to provide I/O bandwidth
scheduling such as traffic rate control, etc.

ig;uests belonging to mutually distrusting customers, with
different performance requirements, can be co-located
on the same physical machine. Such systems often re-
quire rate control to enforce I/O bandwidth scheduling,
security-related network filtering mechanisms (e.g. fire-
wall), and subnet isolation mechanisms such as VLANS;
and these mechanisms must be enforced outside of guest
control. The mechanisms must be co-located with the
switching function as they need to intercept every packet.
Therefore, if atype-3 NIC lacks hardware support suffi-
cient to implement the desired high level policies, the
system must fall back to software switching and the guest
cannot use the direct I/O functionality. Instead, the NIC
would need to be configured as a multi-queue NIC with
all virtual interfaces allocated to the driver domain. The
software bridge in the driver domain would be configured
. : - : to enforce the desired traffic management mechanisms.
provide a variety of sophisticated support for I/O virtu-

Ideally, a language and syntax would be developed

alization [4, 1, 2]. lan Pratt classified NICs in four dif- s o,
. that would enable users to submit high-level specifica-
ferent types based on their level of hardware support for.

virtualization[6]: Type 0: traditional NIC without sup- {lon_s Of. raffic management requirements .tc.) the 1/0 vir-
. O i i X tualization management subsystem. Additionally, there
port for virtualization (Figure 1)Type 1: multi-queue

NIC (figure 2),Type 2: Direct I/O NIC (Figure 3)Type must be a way to specify or F’T‘?be device Cgpabllmes
S . ; : and to test whether the capabilities on a particular sys-
3: Direct I/O NIC with hardware switch (Figure 4). We . o . )
. . ; tem can satisfy the specified requirements. Finally, the
expect that in the future NICs will also provide hardware )
; ) . manager needs to be able to configure the hardware and
support for QoS and security functions such as traffic ; . R
) : software to exploit the matching capabilities in the ap-
shaping and firewalls [5]. : : :
propriate way. All of these operations are challenging
The main challenge in exploiting this wide variety of open areas for investigation.
powerful hardware is to design a software architecture Admission control mechanisms and policies are often
that, by being highly configurable, facilitates the imple- used to prevent new workloads from being deployed on
mentation of high-level policies and efficient use of the a system that would cause violations of service level ob-
underlying hardware. The rest of this section examinegectives. Often, the mechanisms used to enforce traffic
the important design and usage trade-offs such an archinanagement policies impose a reduction in the achiev-
tecture must take into account. able performance. For example, a mechanism that re-

3 Configuration Choices

All of these four functions have traditionally been pro-
vided by a software virtualization layer either inside the
hypervisor (e.g. VMware, KVM) or in a special vir-

tual machine called driver domain (e.g. Xen, Microsoft
Hyper-V). More recently, NIC hardware has begun to
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Figure 3: Direct /O

quires each packet to be examined in software will likely

reduce the maximum packet rate that can be sustained.

Therefore, the performance impact of traffic manage-
ment mechanisms must be factored into admission con-
trol decisions. This is another open area of investigation.

Apart from the QoS and security requirements that are
applicable to all the traffic, the I/O subsystem configu-
ration involves the following important factors that are
specific to guest to guest (intra-machine) traffic.

3.2 Switching

We define switching as the process of identifying the re-
ceiving guest. Switching can be performed in the NIC, in

the virtualization software, or in the source guest itself.

These options are not mutually exclusive — some pairs
of guests can communicate through the NIC, while oth-
ers communicate through the virtualization software, and
still others communicate via direct guest-to-guest soft-
ware channels. We next describe the trade-offs involved
in choosing these options.

« Switching in the NIC. Local guest to guest packet
switching can be done bytgpe-3 NIC unless, as de-
scribed above, the traffic management policies cannot
be enforced by the hardware. Offloading the switch-
ing to hardware reduces the amount of CPU resources
consumed by the 1/O virtualization subsystem, but it
increases the load on the 1/O bus/fabric (e.g., PCI Ex-
press). As we describe later, the severity of this trade-
off can be reduced, though not eliminated, by decou-
pling the switching mechanism from the data transfer
mechanism.

» Switching in the virtualization software. It may be
preferable to do packet switching in software (e.g. in

the hypervisor or driver domain) if the 1/0O subsystem

is overloaded and becomes a scarce resource. This op-
tion may become more attractive in the future as the
number of available CPU cores increases making CPU
cycles a cheap resource when compared to a shared
I/O subsystem. Software switching is also required in
cases where the number of guests exceeds the number
of virtual interfaces supported in hardware.

Switching in the source guestPacket switching can
also be done in the guest[3]. A guest can have di-
rect shared memory channels with other guests and
forward packets directly to the appropriate destination
guest, avoiding the cost of executing code in a third
party privileged entity such as the hypervisor. This
may be even more beneficial when using the driver do-
main model which usually has higher cost than when
using the hypervisor. Even when usingype-3 di-

rect /0O NIC it may be beneficial to bypass the hard-
ware switch and route packets to other guests directly
in the guest virtual device driver, to reduce load on the
I/O bus/fabric and avoid the latency of the NIC switch.
Direct guest to guest channels can provide good per-
formance but are not appropriate if traffic management
rules such as firewalls have to be enforced by the vir-
tualization layer. Using direct guest to guest chan-
nels exclusively may not be the best choice for sys-
tems with large numbers of guests, since each guest
would pay a cost to process events across a large num-
ber of channels. Also, the required number of channels
scales as the square of the number of guests. There-
fore, an attractive configuration for a large number of
guests is a combination of direct guest channels for
guest pairs with high traffic intensity and switching
outside the guest for the remaining guest pairs.
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Figure 4: Direct I/O with HW switch

3.3 Data Transfer that it avoids the cost of transferring the data through the
I/0 bus (or PCle fabric) from the source memory to the
o NIC and then back to the destination memory. Enve-
packets, it is useful to separate data movement irom thfeope switching should enable higher data rates for intra

ISW't(I:h fun::?on n 6: virtual m_ac?me fthIron?(?[r:jt. tFor a\ode traffic as the 1/O bandwidth is usually lower than
ocal guest to guest communication, the packet data ang memory system bandwidth.

the destination data buffer are both located in the mem- b hat hard | itching d
ory subsystem. Therefore, the data transfer can be per- We observe that hardware envelope switching does not

formed using a direct memory copy that avoids transfer_require special support in the NIC, except for the already
xisting switching capability between virtual interfaces

ring packet data through switching intermediaries. The®

switching mechanism only needs to forward metadata{rhe guest can transfer the metadata with data pointers as

containing handles that point to the packet data. We calf small regular ethernet packet with a special type used to
this approach envelope switching distinguish envelopes from regular packets. The receiver

Envelope switching can improve the efficiency of the could then detect that the pacl_<et contains metadata and
/O virtualization subsystem. For example, in the cur- use a safe data copy mechanism that transfers the_data
rent version of Xen (3.3), packets are switched using thi:om the source.buffer at the sender to the local receiver
software bridge in the driver domain, and packet data i uffer. The receiver should also ;end asmall packgt back
copied from the sender guest memory to the destinatio o the sender after the data copy is complete to notify that

memory in the backend driver (which is also located inthe buffer can be freed.
the driver domain). Recent work[7] has shown that it is Data transfers need to be protected and constrained to
more efficient to do the data copy in the destination guestemory that belongs to the guest for which the 1/O is
than in the driver domain. This is because in a SMP sysperformed to provide safe isolation between virtual ma-
tem the guest and the driver domain are likely to be exechines. If using aype-3 NIC with traditional switching
cuted in different CPUs and doing the copy in the receiv-in hardware, an IOMMU is required to ensure DMA op-
ing guest has the advantage of bringing the data to th&rations are safe. If however envelope switching is used,
guest CPU cache. The guest CPU that is likely to accesa safe data copy mechanism provided by the hypervisor
the data later and thus can benefit from a cache hit. Enis required instead. In Xen, tlygant mechanismenables
abling the data transfer to be done later after the packeafe data copies in software.
is routed and delivered to its destination thus allows the In general, the choice of usir@velope or traditional
use of more efficient mechanisms. can also be a configuration choice and depend on which
Envelope switching can also be used with a hardwareesource is higher demand, the I/O bus or CPU. This
switch in the NIC. The switch just needs to forward the choice can even be dynamic based on workload con-
metadata to the destination virtual interface and softditions. In this case, it is important to have a mem-
ware can do the copy after the “envelope” is receivedory protection mechanism that is unified across hard-
at the destination guest. The advantage of using enveware and software. In Xen, this can be accomplished
lope switching instead of regular hardware switching isby having both grant table entries and IOMMU table en-

Although physical switches transfer data while switching
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Figure 5: Flexible Network 1/O Virtualization Architecteir

tries represent the same address space and have the sagoest. This could be accomplished by creating a special
translation in both tables. Therefore the guest could usgrant which instead of specifying a physical page owned
the same pseudo-physical address regardless if the dabg the domain specifies a grant provided by another do-
transfer is done by hardware or by software. main. The hypervisor would then check if both the orig-

We note however that the current Xen grant mech4nal and the indirect grant are valid when the destination
anism needs to be extended to be used with envelopdomain requests a data copy using the grant. The main
switching. The grant mechanism requires that the sourc@dvantages of this approach is that it requires no sup-
domain specify which domain is granted access to itgortin the guest and the extension to the hypervisor grant
page. Although this works fine with regular switching mechanism is relatively simple. However, this approach
where the data copy is performed by the driver domain, itannot be used with envelope switching in hardware.
creates difficulties for envelope switching since the desti  The second alternative that we considered was to mod-
nation domain is not known until the switching function ify the grant mechanism to allow grants with keys. These
is performed. special grants would be associated with keys instead of

To enable safe data copy at the destination guest witkising domain ids. The key would be transferred with the
envelope switching we proposglest destination map- grant reference to the destination domain. The hypervi-
ping. In this approach, the transmitting guest devicesor would then allow the grant to be used by any domain
driver performs a switching function to map the packetWhich had a valid key, but the grant would be automat-
destination to the domain id of the destination guest if itically revoked after its first use to prevent unauthorized
is local. The guest domain is provided with a read-onlyuse. The main advantage of this mechanism is that it can
hash table that maps each destination MAC address tBe used with hardware envelope switching, but has the
the corresponding destination guest domain id. This aldisadvantage that significant modifications to the grant
lows the transmitting guest to issue a grant to the correcinechanism would be required in both the hypervisor and
destination guest domain. This approach requires miniguests.
mal hypervisor changes and can be used with hardware
envelope switching. Although it requires additional sup-
port in the guests, these changes can be contained intde A Flexible Network I/O Virtualization
virtual device driver. Architecture

We considered and rejected two alternatives to our
guest destination mapping approach. As discussed in [7The right choice of all the configuration options we de-
the grant mechanism can be extended to enable grastribed must be determined based on high level poli-
transitivity. With this mechanism a domain with spe- cies, hardware capabilities, resource availability, work
cial privilege such as the driver domain could transfer theload conditions, etc. To enable this vision, we need a
right to access a granted page from one guest to anothéexible network I/O virtualization architecture that al-



lows all possible configurations that could be chosen by acally switch a guest from using direct I/0O mode to us-
network 1/O virtualization manager as illustrated in Fig- ing driver domain mode, or vice-versa. This flexibility
ure 5. can be used to dynamically change which guests are as-

The architecture shown in Figure 5 has the flexibility Signed to a direct /O NIC context based on workload
to do packet switching in any of the modes described inrchanges, when the number of guests exceeds the number
3.2. When a guest is created or migra‘[ed to a differenpf hardware contexts. More importantly, this ﬂelelllty
machine, a network 1/O virtualization manager runningenables live migration of guests to machines with het-
in a privileged domain (e.g Xen domain 0) configures€rogeneous hardware capabilities, similarly to the tech-
the I/O virtualization mechanisms based on system poliniques described in [4] and [8]. For example, if the
cies and resource constraints of the current machine ugource machine has a NIC with direct I/O capability but
ing a control p|ane such as the xenstore/xenbus mechéhe destination machine does not, the frontend driver can
nism in Xen. The manager can also change the configuswitch to driver domain operating mode after migration.
ration while the guest is running depending on workloadOn migration the manager can map the same high level
condition changes. The manager creates I/O channels bgolicy requirements to the new resource constraints of
tween guests and a driver domain and/or between guedfe destination machine and appropriately configure the
pairs depending on the selected configuration. If a dil/O virtualization mechanisms transparently to the guest
rect I/O option is selected and a virtual function (VF) is operating systems (except for the mechanisms supported
assigned to the guest, the manager configures the NI¢® the frontend driver).
virtual function through a control agent running in the
driver dpmain. .In addition the manager informs the fron—5 Conclusion
tend driver which network interface should be used for

the direct I/O path. In this case the frontend driver con-|,, this paper we elaborated the challenges posed to users
figures itself as a bonding device integrating the physicahng developers of virtual machine environments by the
device driver interface and one or more I/O channels agmergence of diverse hardware support for network vir-
a single virtual network interface that is exposed to they,ajization in modern NICs. We believe that our work is
guest kernel. The manager also configures the softwarg promising first step toward providing a high-level man-
switch in the driver domain and the hardware switch inagement layer that would shield users from this complex-
the NIC (if used) with the desired traffic managementit, put much future work remains to achieve this goal.
policies. The manager also exports a shared memory fokyhile our system architecture exposes several configura-
warding table to each frontend driver, which implementsyjgp, options to higher level management, it may need fur-
ahash table that maps destination MAC address to outpyher extensions as new hardware or software techniques
channel and destination guest domain id. This table list$y, |/0 virtualization are invented. In addition, big open
virtual interfaces that are co-located in the same physiyyestions include how policies should be specified, and
cal machine which are _allowed to communlcate,_l.e. thatynat techniques can be developed to automatically map
belong to the same logical network or VLAN. This table policies onto mechanism configurations. We hope that

serves two purposes. First it is used by a guest switchyr work can stimulate further investigations in this im-
to select the route to reach a particular virtual interfaceyortant problem area.

given its MAC address. For example if the NIC has a
hardware switch, the forwarding table could indicate if
a packet to a co-located guest should use a particulafcknowledgement
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