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User Interface Design Goals

®* Cognitively comprehensible:
Consistent, predictable & controllable

* Affectively acceptable:
Mastery, satisfaction & responsibility

NOT:

Adaptive, auforomous & anthropomerphic
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Scientific Approach (hevond-userfriendiy)

* Specify users and tasks

®* Predict and measure
* time to learn
* speed of performance
* rate of human errors
°* human retention over time

® Assess subjective satisfaction
(Questionnaire for User Interface Satisfaction)

®* Accommodate individual differences
® Consider social, organizational & cultural context
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Design Issues

® Input devices & strategies
* Keyboards, pointing devices, voice | L
* Direct manipulation
°* Menus, forms, commands a
® QOutput devices & formats
* Screens, windows, color, sound
° Text, tables, graphics
* Instructions, messages, help

®* Collaboration & communities
®* Manuals, tutorials, training

NOILIG3 HLYNO4

www.awl.com/DTUI
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U.S. Library of Congress

erican Memory

Historical Collections for the National Digital Libra

®* Scholars, Journalists, Citizens

®* Teachers, Students
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Visible Human Explorer (NLM)

Ouit Subject Image Type About... Help...

— Overview — Image Select

®* Doctors

®* Surgeons

Retrieve Full-Size Image,.,

® Researchers

® Students

—Range Select

Top:

Bottomy
Copyright €z} 1995

Human-Computer
Interaction Lab

Uhiversity
of Maryland
at College Park

Local Image Directory: Images: 303 HBytes: 2201
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NASA Environmental Data

Global Change Master Directory

Quen Preview

® Scientists

Select attributes of mi
by clicking on tmap ar

®* Farmers

®*Land planners

Topic Selection: Year Selection: 11}
Atraosphere 2151 | |Prebistoric |0
O St d t Binsphere 1023 | D001 - 1699 | |21
u e n S Cryosphete |313 1700- 1799 | |51
Hurnan Dimensions | 595 1200 - 1549 |91
Hvdrosphere | 613 1250 - 1299 | 283
Land Surface | 202 1900 - 1929 409
Olceans 1321 | 1930 - 1939 415
Paleoclimate [ 120 1940 - 1549 | 40
Radiance Or Imazery | 738 1950 - 1959 | 711
Solar Physics [113 1960 - 1969 078 |
Solid Farth | 420 1970 - 1979 1649 |
Mot Specified 1920 - 1929 2445 |
1990 - 1999 2391 |
Hat Specified [




Bureau of the Census

®* Economists, Policy
makers, Journalists

® Teachers, Students

American FactFinder”,_
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NSF Digital Government Initiative

NCHS,

BLS, EIA,
NASS, SSA

® Find what you need
® Understand what you Find

QEP‘SIT})

(% HCIL
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www.ils.unc.edu/govstat/
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International Children’s Digital Libary

International Children's Digital Library

A project of the University of baryland and the Internet Archive

———== e NS o

1 Enter 4=
Library

Frequently
Asked
Questions

Explore the fun -read 324 books online....

Choose a version

f the libr '

of thtlit ary ’ Featured Books '
Enhanced : ; ‘ ‘
Search for }

= hooks ‘

Basic
@ The hMouse Bride Afzanahli azhdaha vaab Rosa alada
Lao shu ch'y hsin niang (Farsi book about Dragons) (& Hose with Wings)
Announcements

DEC 22, 2003:
* The ICDL has added 52 more books! These books add to our collection with books in Chinese,

Spanish, Yietnamese, Farsi, French, English, and Russian.

Book List
DEC 2, 2003:
A new version of ICDL Basic has just been published, the new features include:
1 - Unicode compliance: IZ0L web pages can now display languages from all ower the warld
' - Improved text search: search in multiple languages; view results in ranked order
' - New books: 13 new hooks
DEC 1, 2003:

Acrecent study of our ICOL users shows:

- ICDL users come from 168 countries world wide.

- Taiwan has the most frequent users of the ICOL after the United States.
- Poland is amaong the top ten countries of most frequent Basic users.
Far more information, go to our "Fun Facts” page.

Our Mission

The mission of the ICOL is to select, collect, digitize, and organize children's materials in their original
languages and to create appropriate technologies for access and use by children 3-13 years old.

e

www . icdlbooks.org
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Piccolo: Toolkit for 2D zoomable objects

Structured canvas of
graphical objects in a
hierarchical scenegraph

* Zooming animation
* Cameras, layers

Open, Extensible & Efficient
Java, C#, PocketPC versions

www.cs.umd.edu/hcil/piccolo

DatelLens
Windsor Interfaces, Inc.

TreePlus

[ RN . aqpar T ik .
Pibr £ Dain bebeor lavesn Wiudkiorios Fagics Vil
By 2 - A s AR
il e H O K=
- 4. - i e JE e
+ -1 FUEECT:
b - . s
i
s
- -
L5
ol gl
] k! - -
T S
L i
e
a= e C
i
aa
Phimben. 110 vl Dol Fibgrss 40 indimbind

Institute for Systems Biology
Memorial Sloan-Kettering
Institut Pasteur UCSD
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PhotoMesa

www.cs.umd.edu/hcil/photomesa
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Pocket PhotoMesa
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CRA Grand Challenges, 2003

4) For the dynamic, pervasive
computing environments
of the future, give endusers:
- security they can understand
- privacy they can control.

- patient health record

- electronic voting

- law enforcement databases
- financial management

http://www.cra.org/Activities/grand.challenges/security/ HCii;}



PITAC Report, 2005 - Challenges

REPORT TO THE PRESIDENT For end-users:
February 2005 .
Cyber Security: Incorrectl_y used sc_>ftware or hostile
A Crisis of or confusing user interfaces can
<. Prioritization lead to user frustration and

unauthorized workarounds that can
compromise even the most robust
security schemes.

For operators:
Usable presentation interfaces that
allow operators to better understand

~ 3 President’s

' InfunﬁatiunTechnulogg |nC|dentS |n progl’eSS

4 Advisory Committee

http://www.nitrd.gov HCii;}



Profusion of Concepts for Security/Privacy

0 S
Personal computing was easier
* File protection vs sharing
* Passwords & Access Control

Networking adds complexity

* Firewalls & Virtual Private Networks
® Cookies: good or bad?

® Trusted sources & Digital signatures
* Certificates & Authentication

® Viruses & Worms

HCIL



Profusion of Concepts for Security/Privacy

Goals

* Availability: Accessible when needed

* Confidentiality: Crypto & limit access

* Data integrity: Prevent modifying your data

® Control: Access rights & physical security

® Audit: Logging, review & damage assessment

HCIL



Profusion of Concepts for Security/Privacy

Goals

* Availability: Accessible when needed

* Confidentiality: Crypto & limit access

* Data integrity: Prevent modifying your data

® Control: Access rights & physical security

® Audit: Logging, review & damage assessment

Most current systems present the user with an intricate interface for
specifying his protection needs. The result is that the user has
trouble figuring out how to make the specification and verifying that
he requested the right thing. User interfaces that more closely
match the mental models people have of information protection are
needed.

Hcii;



Profusion of Concepts for Security/Privacy

Goals

* Availability: Accessible when needed

* Confidentiality: Crypto & limit access

* Data integrity: Prevent modifying your data

® Control: Access rights & physical security

® Audit: Logging, review & damage assessment

Most current systems present the user with an intricate interface for

specifying his protection needs. The result is that the user has

trouble figuring out how to make the specification and verifying that

he requested the right thing. User interfaces that more closely

match the mental models people have of information protection are

needed. :
Saltzer & Schroeder, 1975 Hle,}



Security setting - |IE

Internet Options

General | Security |F"rivan:_l,l Content | Connections | Programs | Advanced

Select a'web content zone to specify its zecurity settings.

® €« 0 @

[ternet Local intranet

Trusted zites Restricted

zites
Internet

Thiz zone cantaing all Web zites pou
haven't placed in other zones

Security level far thiz zone

Cusztom
Cuztomn settings.

- To change the zettingz, chck Custom Level,
- To uze the recommended settings, click Default Level

| Custam Lewvel...

[ Default Level l

Security Settings
Settings:

E.EE MET Framewark-reliant

campanents

23 Run components not signed with Authenticode
() Disable

(*) Enable
{:} Prompk

() Disable
(*) Enable
{:} Prompk

kivex controls and plug-ins

ol Ac
]

(%) Disable
B () Enable

[y B T

[PPSR [N J E )
5

futormatic prompting for Ackivex controls

EEE Fun components signed with Authenticode

[ %

| ok

H Canizel l

Feset custom settings

Feset ko:

|

Mediurn

Resek

Ik

Cancel




Security zones — Online Help

l‘? Microsoft Internet Explorer

S - @
Hide Back Qptionz  Web Help
Contents | Index | Search | Favortes Understanding security zones
L= et Internet Explorer divides your Internet world into zones, so that you can assign a Web site
| - - to a zone with a suitable security level,
sECUrty, secunty 2ones
vou can tell which zone the current Web page is in by looking at the right side of the
secure Web sites A Internet Explorer status bar, Whenever you atternpt to open or download content fram the
FeCUity Web, Internet Explorer checks the security settings for that Web site's zone.
[See alzo privacy) )
AutoComplete feature and There are four zones:
certificates See certificates » Internet zone: By default, this zone contains anything that is not on your computer
cookies See cookies or an intranet, or assigned to any other zone, The default security level for the
credit card transactions Internet zone is Medium, You can change your privacy settings for the Internet zone
digital signatures on the Privacy tab in Internet Options. For more information, click Related Topics.
fllterlng content » Local intranet zone: This zone typically contains any addresses that don't require a
DYEMEN - e . | -
. proxy server, as defined by the systern administrator. These include sites specified on
protecting wour computer !
. . . the Connections tab, networl: paths (such as “\wcomputernametifoldername), and
protecting wour privacy See privacy | . . . ) ! .
secuns Weh sites acal intranet sites {trpically ac_ldresses_that dan't contain perlods_, such as
securiy levels http:.-’.-flnternal_). Yuu_can add sites to this zone, The defgult security Iew_al far the Local
s intranet zone is Mediurn, therefore, Internet Explorer will allow all cookies from Web
bt amzaction scurit_l,l :Ii.t:rf-.in this zone to be saved on your computer and read by the web site that created
unzigned controlz and '
werifying certificates See certificates * Trusted sites zone: This zone contains sites you trust—sites that you believe you can
werifying server security download or run files from without worrying about darmage to your computer or data.
werifying Web site security You can assign sites to this zone, The default security level for the Trusted sites zone
security cerlificates See certificates is Low, therefore, Internet Explorer will allow all cookies from Wweb sites in this zone to
seCLnty levvels be saved on your computer and read by the Wweb site that created them.
secunty zaones . . ) .
seeing where you've been on the Web s Restricted sites zone: This zone contains sites you don't trust—sites that vou're not
sending e-mail sure whether you can download or run files from without damage ta vour computer or
sending messages data. You can assign sites to this zane. The default security level for the Restricted
sending secure data sites zone is High, therefore, Internet Explorer will block all cookies from Web sites in
zending WWeb links in e-mai this zane.
sending #/eb pages in e-mail In addition, any files already on your local computer are assurmed to be very safe, so
zzlr:lvaéraste settings for multiple browsers rnimimal security settings are assigned to them. ¥aou cannot assign a falder ar drive an your
FTP See FTP sies computer to a security zone,
proxy See prosy servers You can change the security level for a zone; for example, you might want to change the
werfying security security setting for your Local intranet zone to Low, OrF, vou can customize the settings
“Web servers, Web Folders suppart on ™ within a zone. Tou can also customize settings for a zone by importing a privacy settings file
from a certification authority, @
Display Related Topics HCIL




Per 5Site Privacy Actions

Privacy setting

i “'ou can zpecify which 'Web zitez are always or never allowed to uze
=8 cookies, reqardless af therr privacy palicy.

Type the exact address of the \Web gite pou want to manage, and then click Allow
or Block.

Toremove a zite from the lizt of managed sites, select the name of the 'Web zite
and click the Remove buttan.

Internet Options

General | Security | Privacy | Caontent | Connections | Programs | Advanced &ddress of Web site;

Settings || | [ Block l
6 tovve the zlider to zelect a privacy zetting far the Internet
=~ zone. kanaged Web sites:

) Damain Setting
Medium
- Blocks third-party cookies that do not have a compact
privacy palicy
- Blocks third-party cookies that use personally identifiable Advanced Privacy Settings
L infnrmgtinn _withu:uut woLr il‘!‘||:||il:it conzent T
i'n?;rﬁ:gﬁfﬂflﬁiiﬁc‘?&iyi;;ﬁ;'tegnt:_l-':ér:fe Eeisaalbdeinkintle P “ou can chooze how cookies are handled in the [ntemet
& ) zone. Thizs overndes automatic cookie handling.
Cookies
[ Sites... ] [ Import... ] Advanced.. | [v]Dvermde automatc cookie handling
FPop-up Blocker : . . .
@ e e e Firgt-party Cookies Third-party Cookies
(%) Accept (*) Accept
Block pop-ups Settings... () Black () Block
() Prompt () Prompt
ak ] [ Cancel ] [ ] Always allow session cookies
l ] ] [ Cancel




Privacy setting — Online Help
E? Microsoft Internet Explorer =13

s =
Hide Back Optione “web Help

Contents | Index | Search | Favorites To customize your privacy settings for all Web sites

Type in the keyword to find: 1. In Internet Explorer, on the Tools menu, click Internet Options.

|privacy, changing settings 2, Click the Privacy tab, and then click Advanced.

- 3. Click Override automatic cookie handling, and then specify how you want
privach ~ Internet Explorer to handle cookies from first-party web sites and third-party Weh

[See alsn SEC”t sites (a Web site other than the one you are currently viewing).
chanaing zettings

cookies See cookies # To specify that vou want Internet Explorer to always allow cookies to be
of profile information saved an your computer, click Accept,
OVEMYIEN

o To specfy that vou want Internet Explorer to never allow cookies to be saved

personal certificates and on your computer, click Block,

policies

Privacy Feport # To specify that vou want Internet Explorer to ask whether or not wou want to
gecurty zones and allow a cookie to be saved on vour cormputer, click Prompt,

i it . . . .
Prﬁf:;ﬁ ;eecpuurﬁ e 4, If you want Internet Explorer to always allow session cookies {cookies that will be
miivate keps deleted from vour commputer when vou close Internet Explorer) to be saved on vour
problems computer, click Always allow session cookies,

re_lnstalllng |nternet E:f:pln:-rer & Notes

with Internet connections ] ] ] ] ]

with Intermet Explorer & Some Web sites require cookies; therefore, if vou select a setting that does not allaw

with “Web-page display cookies to be saved on yvour computer, you might not be able to view certain Web
product support sites,

prafarity, screening out
Frofile Azzistant
prodgrams
default, for Intermet Explarer
downloading safely from the Web
gharting from the Address bar
prokibited YWeb zites, specifying
pratecting kids, limiting Internet access

» When you change your privacy settings, the changes might not affect cookies that are
already on your computer, If vou want to ensure that all of the cookies on vour
computer meet your privacy settings, vou should delete all of the existing cookies an
vour computer, When you return to Web sites that previously had saved cookies on
wvour computer, the Web sites that meet your privacy settings will save cookies on
vour computer again, The Wwehb sites that do not meet yvour privacy settings will not be
allowed to save cookies on your computer, and might not function properly.

protecting wour computer ® Your privacy settings only affect Web sites in the Internet zone. For more information
protecting pour privacy about zones, click Related Topics.

by blocking cookies . . . - .

bﬁ -:hangir?g seftings ® Tou can also specify custom privacy settings for a specific Web site, For more

information, click Related Topics.

uzing certificates W

Dizplay

Related Topics




]
Co

VPN Virtual Private Network

VPN Client - ¥ersion 4.0.3 [Rel)

onnection Entries  Status  Certificates Log Options Help

Za

Connect

= - h ﬁ Cisco Srstems

R Irport b cdify Delete
W' lCertificates ] Log ]

| Caonnection Entry | Hiost | Transport

|=1<

cad newvpn.cs.umd.edu IPSec/UDP

o VPN Client | Create New VPN Connection Entry

LConnection Entry: |

Description: |

ﬂu:ust:l
Authentication lTranspnrl ] Backup Serverzs | DialUp ]

{* Group Authentication

Hame: |

Pazsward: |

Confirm Password: |

(" Certificate Authentication

Harme: |

[ Send Ca Certificate Chain

Save |

Eraze Uzer Pazsward | Cancel |

#* VPN Client | Log Settings

Changing logging levels will take effect immediately and will cause the current log
window to be cleared.

IKE:

[LOG.IKE ]

[1-Low  v| [LOG.CM]

| 1-Low | [LOG.CYPND |

| 1-Low  v| [LOGHAUTH]

| 1-Low | [LOG.CERT]

| 1-Low | [LOGIPSEC]
[1-Low | [LOG.CLI]
[1-Low | [LOG.GUI]

| 1-Low | [LOG.FPP]
[1-Low | [LOGFIREWALL ]

VPN Client | Preferences

LConnection Manager:
Draemon [cvpnd]:

L zer Authentication:
Cerlificates:

IPSec:

Command Line:

GUI:

PPPF:

Firevaall:

X

v {5 ave window zettings!

[+ Hide upon connect
| Enable tooltips
[ Enable connect histary display

[ Enable accessibility options

# YPN Client | Windows Logon Properties

Uze theze options to rezolve Windows logon izsues regarding MT domains and roaming profiles.
Presz F1 for more information.

[~ {Enahble start before logoni

r Allows launching of third party applications before logon
[&pplication Launcher, Third party dial-up application)

[¥ Disconnect YPN connection when logging off

Ok, | Cancel |




MS Word Security

..lﬂ Microsofi Word Help
[ 33 «

SRS R J l Keep your Word documents schL::‘;ﬁ"

Microsoft wWaord provides several security and
document protection Features, You can do any of

the Following to protect vour documents and the
Clear | Search | infarmation they conkain,

Protect against macro viruses

1, Type keywords

|securit';-','

2. O choose keywords

For the best protection against macro viruses, you

accent S should purchase and install specialized antivirus
AECess software,
ackivate
add-in ou can also use the Following methods in Word:
addition b Sek the macro secority level
address
alert hd P warn about installed termplates and add-ins that
conkain macros
3. hoose a topic {25 Found) b Digitally sign macros

Protect a document from unauthorized

password ko open or modify a file

KEep w0 rd docume changes

Troubleshoot passwords )

Set options for sending an e-mail message Do any of the Following:

About attaching cascading style sheets b Seal vour document with a digital certificate
About Office Safe Mode ] .
Troubleshoot modifying the list of trusted sources For macros P Require a password ko open o modify a
About digital signatures docurnent

Set the encoding For a Web page
Troubleshoot macro security and warnings
Macro security levels

Madify the list of krusted sources For macros b Prevent users from changing a Form
Prowide alternate text and images For the Web
About protecting files From macro viruses

Attach cascading skyle shests

Watn about installed templates and add-ins

Change the security level for macro virus protection
Add a digital signature to a file or macro project
Prompt to open a file as read-only

About using passwords

Track changes while vou edit

Enable items that were disabled by Office Safe Mode
Select a discussion server

About preventing loss of work

Protect a Form

P Have Microsaft \Word recammend opening a
document as read-onky

P Prakect For comments and kracked changes
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Emerging Research
o

* Saltzer & Schroeder, IEEE, 1975
®* Adams & Sasse, CACM, 1999

®* Whitten & Tygar, USENIX, 1999
“Why Johnny Can’t Encrypt”

®* Gene Spafford, Purdue Univ

Center for Education and Research Information
and Assurance and Security

* Ka-Ping Yee, UC-Berkeley, 2002
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Guidelines

Match the most comfortable way to do tasks
with the least granting of authority

Grant authority to others in accordance
with user actions indicating consent

Offer the user ways to reduce others' authority
to access the user's resources

Maintain accurate awareness o
- of others' authority as relevant to user decisions
- the user's own authority to access resources

K-P Yee, http:/www.sims.berkeley.edu/~ping/sid/ "'C'I,}



Guidelines

Protect the user's channels to agents
that manipulate authority on the user's behalft

Enable the user to express safe security policies
In terms that fit the user's task

Draw distinctions among objects and actions
along boundaries relevant to the task

Present objects and actions using distinguishable,
truthful appearances

Indicate clearly the consequences of decisions
that the user is expected to make

K-P Yee, http:/www.sims.berkeley.edu/~ping/sid/ "'C'I,}



Emerging Research
o

®* Good & Krekelberg, CHI 2003, Kazaa
* Simson Garfinkel, MIT, 2004 (David Clark, Rob Miller)

® Lorrie Cranor, CMU

* Center for Usable Privacy and Security (CUPS)
* Symposium on Usable Privacy and Security (SOUPS 2005)

* Karat, Karat & Brodie, IJHCS 2005 Special Issue:
HCI Privacy & Security
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Controlled Experiment: XPFP

projectFdata.txt Properties E]E]
| Eeneral] Security iSummarj,li

Group or user names:

€7 Projectt [PEAMONProjectF)
€ tux (PEAMON bux)
[ 8 wesley [PEAMON \wesley)

Permissions for wesley Allowy Deny
Full Contral Fl F
M odify Fl [l
Read & Execute ] ]
Fead O
winite Fl F]
Special Permissions

For specia permissions or for advanced settings,
click advanced. —

[ Ok, ][ Cancel ][ Apply ]

(Maxion & Reeder, IJHCS Special Issue, 2005) HCIL



Controlled Experiment: Salmon

=, Set Access Permissions

File: projectEdata.txt
[ Inheit parent folder’s permissions Copy I Copy parent folder's permissions to this object
Set Peimissions
Chdd Users or Giroups I Execute Read Read Read Wiite Append  \Write Wite Delete Delele  View Change Tzke
; =] File Dala  Alrbutes Estended Data  Data  Altnbutes Extended Subfolders File Pemis-  Ownership
Attributes Altrbutes and Files Pemis-  sions
Femove Selected [ s0Nns
USR fuse @ | | =
GRP ProjectE
USR jack O = = & &= i = O O
~|
Wiewy Effective Permizsions
Add Users.. [ Evecute Read FRead Fead ‘Wike Append Wite Wite Delete Delele View Change Teke
File Dala  Atributes Extended Data Data  Altnbutes Extended Subfoldess File Pemis-  Ownership
Attributes Attributes and Files Permis-  sions
Remove All Users [ sions
jack -
GHP EVEI_'.'OI"IE .3 o i e v i i == - g g = =
GRP ProjectE = v v v o v - -
USR - 2 = e £ i = S s 3 = =
EFFECTIVE PEBMISSIONS
FOR jack v v v v >< >< >< >< >< >< v v " J
v
oK | Caneel |

(Maxion & Reeder, IJHCS Special Issue, 2005) HCIL



Controlled Experiments

® 12 subjects for each interface

Tasks % done Errors
XPFP Salmon XPFP Salmon
W 58 33 9 4
J 25 100 16 §
T 75 100 3 0

®* Successful users: XPFP=178s Salmon=61s

(Maxion & Reeder, [JHCS Special Issue, 2005)

Hcii;



Possible Strategies
®

® Multi-layer interface that:
* Ties increasing complexity to increasing control
* Permits evolutionary learning as needed

® Cleaner cognitive model
* Fewer objects & actions
* Clearer feedback about decisions

®* Show consequences of decisions
®* Show dynamics of activity with viewable log

Hcii;



Commercial Practice - Usability Engineering
o

® User-centered design processes
* Contextual Design - Beyer and Holtzblatt
* Participatory Design
® Guidelines documents and processes
® User interface building tools

* Expert reviews and usability testing

HCIL



Usability Testing

® Physical place and permanent staff vs.
discount usability testing

* Focuses attention on user interface design

®* Encourages iterative testing
* Pilot test of paper design
* Online prototype evaluation
» Refinement of versions
» Testing of manuals, online help, etc.
* Rigorous acceptance test

* Must participate from early stages
®* Must be partners, not "the enemy”

(Dumas & Redish, 1999; Nielsen, 1993) 2
HCIL



Information Visualization- SysAdmin

The eye...

the window of the soul,

is the principal means

by which the central sense
can most completely and
abundantly appreciate

the infinite works of nature.

Leonardo da Vinci
(1452 - 1519)

HCIL




Using Vision to Think

®* Visual bandwidth is enormous

Human perceptual skills are remarkable
« Trend, cluster, gap, outlier...

« Color, size, shape, proximity...

Human image storage is fast and vast

* Opportunities

Spatial layouts & coordination
Information visualization

Scientific visualization & simulation
Telepresence & augmented reality
Virtual environments

¥ " F
READINGS IN

I NFORMATION
VISUALIZATION

USsING VISION

ro . THINK

PRITTEIS AND EDeten i
STUART CARD
Jock MACKINLAY

BEN SHNEIDERMAN
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Information Visualization for Security

Detecting intrusions
Anomaly detection

Network Traffic classification
Hostile event

Link Relationships

Security Situation Awareness
Fingerprint network attacks
Attack Graph complexity
Profiling users & traffic <5
Malicious insider detection e = ot

\\\\\

VIZSEC 2004



®) spot

Ix
File Edit “iew Optionz Toolz Window Help
c (8] i) B[|m| =) o] B)e(s] 2]
© Scatter Plot _ O} x]| & ;lglﬂ E ]
RGRATID v -]
= - TIMEPQIMT uzed for coloning |iI|ED 2 S [=]
10 100 RGRAT 013 23
[=] |=l
5 REGR  -1.48 1017
e0 (= =1
CORR  -0.B4 1
[=] ]
1 0 . L
] 5 10 - [/ 8 2
o = E  RGRATIO e v 3
m v 10
© =10IX eal 1 51
FPROW = |:| =]
T
p o 2 4 s 8 1 SO0V vee0d 4B\
W
= @ _mwerant < ||| 5 @O0 PDP pLAT v 16 -
F 900000000009
E 909090009090 TIMEPOINT z A
1000 0 PPV DESTRIPTION — ESTS
a - 90000000V D | ||[iwe i
: 000000000000 B
100 ~ 900090009 REGH 128
ARDW 8
] 50 100 500 {000 5000 1o00d 2] 1 3 4 E 7 8 10 1 .;EE_II__ j|4'|5 =
_FLoL v |
(= Al FRED = [=] Al FPCOL EESE\; E <
[11.1.25] B7E0 out of 5760 recards visible (100,00 %), O marked O



HCIL



Information Visualization: Mantra

®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
®* Overview, zoom & filter, details-on-demand
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Treemap: Stock market, clustered by industry

a '

J Addrezs @ http: AAwiene, smartmoney. comsdmark etmap.’
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-C0! Qs M0 Tax Guide 2000
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Financial

B N

Map of the Market
Map Your Portfolio
Detach Headlines
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Transport
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Treemap: Million files

Spe . crootxmlgz/alfkronas/raid” T tafusers/hshisrc! Jdfbuild.sh L)
. il )
www.cs.umd.edu/hcil/millionvis/
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Temporal Data: TimeSearcher 1.3
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Temporal Data: TimeSearcher 2.0

®* Long Time series (>10,000 time points)
® Multiple variables

® Controlled precision in match
(Linear, offset, noise, amplitude)

M TimeSearcher[Build:1.0.1615.18609]
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Multi-V: Hierarchical Clustering Explorer
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HCE Status

In collaboration and
sponsored by Eric
Hoffman: Children’s
National Medical Center

Categorical Variables:
4.0 beta, May 2005

60K lines of C++ codes,
58 Classes

2,000+ downloads since
April 2002

www.cs.umd.edu/hcil/hce
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For More Information

* Visit the HCIL website for 350 papers & info on videos

www.cs.umd.edu/hcil
®* Conferences & resources: www.infovis.org

* See Chapter 14 on Info Visualization
Shneiderman, B. and Plaisant, C., Designing the User Interface:
Strategies for Effective Human-Computer Interaction:
Fourth Edition (April 2004) www.awl.com/DTUI

* Edited Collections:
Card, S., Mackinlay, J., and Shneiderman, B. (1999)
Readings in Information Visualization: Using Vision to Think
Bederson, B. and Shneiderman, B. (2003)
The Craft of Information Visualization: Readings and Reflections
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For More Information

* Treemaps
°* HiveGroup: www.hivegroup.com
° Smartmoney: www.smartmoney.com/marketmap
°* HCIL Treemap 4.0: www.cs.umd.edu/hcil/treemap

° SpOtfl Fe. www.spotfire.com
®* TimeSearcher: www.cs.umd.edu/hcil/treemap
® Hierarchical Clustering Explorer:

www.cs.umd.edu/hcil/hce
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Logical User Centered Interaction Design

* Design Methodology
* Management strategy to highlight usability engineering
* Processes, Deliverables, and Reviews

* Stages for LUCID
1: Envision
2: Discovery
3: Design Foundation
4: Design Detall
5: Build
6: Release

(Cognetics Corp, www.cognetics.com)
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Guidelines Document and Processes

® Social process for developers

® Records decisions for all parties to see

®* Promotes consistency and completeness
* Facilitates automation of design

® Should contain philosophy and examples of:

title screens, menus, forms, buttons, graphics,
icons, fonts, colors, instructions, help, tutorials,
error messages, ...

® Multiple levels are desirable:
standards, practices, guidelines

® Education, Enforcement, Exemption & Enhancement

Hcii;



Expert Reviews and Usability Testing

* Improved product quality
® Shorter development time
®* More predictable development lifecycle

®* Reduced costs
« Speed development
« Simplify documentation
* Facilitate training
* Lower support
- Fewer updates

* Improved organizational reputation
* Higher morale: staff and management

Hcii;



Expert Reviews

* Experienced reviewers
* Review every screen, menu, dialog box
« Spot inconsistencies and anomalies
« Suggest additions

* Disciplined approaches
* Heuristic evaluation: check if goals are being met
» Guidelines review: verify adherence
« Consistency inspection: terms, layout, color, sequencing

« Cognitive walkthrough: pretend to be a user following
scenario

* Formal inspection: public presentation and discussion
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