Information Sciences Insfitute

A Semantic Framework for Data Analysis In
Networked Systems

Arun Viswanathan, Alefiya Hussain, Jelena Mirkovic,
Stephen Schwab, John Wroclawski

USC/Information Sciences Institute



vl
~

Systems

Eype SYECALL
- 3Z2d30a5 38 grat L LW LT
93/67-13:32:1& 33854 Aulina wapis LI 2447 itewc—d = TR M) arc
¥ H E 3 g CYE-A—aTACY. 0 Fagic 1 apda— = arch=
Il:l'lP TTL:H Tﬂs:axu ?92'15‘“-?_55 == 192,16 . "r'::-{l. I—-r:.'.,,_,';“ 5“'1-1-1-.'_222 ﬂ--u_ _:":‘; -'.:i]:u_.:g.'—lajf E:Clg:-:l'l-l:g-I= E-_'_:Ec“'-'-—l—' T
ID:36945 Lplen:20 g.Z.5] 1008 Fagid- i : Eisa il ST e OS1h wevT msEyen mai
Type: @ Code:@ Ip: 20247 %II:LM : DgmLen: 04 o e e 1an R T r— 1859 aLd-10ud e:fi_o_ AT FeTbL=T5000 al
EPFLY FPE=SaTH L 1 =1 ewclEEgROT] — 1 I, P = syzcall-7 g s kry—i 2 sudd-1 prllea M Az
) e '\_-0”0:' w.-;I E:i"“urna";"-lrr;..'. ¥5 sy I"-'"III r "::‘:::illl B ai 2 "'"*I'-'L';:-v\; e 'JI o a— 5:'_12 j—E:uj' i
=1 13:368 e e L L e I TR o
[mssifi‘ﬂ Alert 1 LoC ,,‘-"‘331:E;I:l—asr'3'.:;“‘1;;;:39553._,'2":; ng?‘""'qu'L'_' p i e et el
33.-"57'13:32-—- S 3.2 _53 'f".“*.:f'”-xk-'-"u;ii = mw".ﬂ“.—-"iési'u TN i bV osale, e U3 i (B i i s
JCHP TrTL:64 L s 3 At Faailedane - e sEtrmagtrian o] fLE TOENTIFTZATION® j
- o=l [ﬂ:lﬂ?ﬂ? Seqge 195 ECHOD tﬂit_-'-:-v-._;___t"w'_--v--..\_ =gl oL e A d' 47 inod-—15155:
I‘xre' hﬁp:f “‘Mi'rc"'ﬂ's‘ fi"faftnslsz:l IFH:':':H']T"?'!*=I3 inen . x d =.2;;.I:?)|I11: ._i'::.."'c:::Jl u It LOgS FfaazyL 300 o
YT TEECR S el et A il ol syl
. 355'1:1 e 1':‘"1 4 “Ir;ria e . :if‘“ﬁ::‘i.“' Lt'é_;::.‘ifl el = Iu'-._llﬂ':::iﬂ:‘l:'::':gl-"j_'..--r_ 4 ||_:II-|" N e — o~ UL 1003 aqid -
& O L MASE actIv city: 31 - - T - e e e - B Tt e Eit—
[clﬁﬁsifi“atwns};;i i = RLRs S gty I Tmtonssmres axive 1863 Sqia-iucn agidotn
[ -1_13;5,2!-‘-13- el [plen:?.ﬂ pgmlLen:fd DF gznun:gﬂ- ety shigeinen o % dimlis e 10
03/87-30 g4 VO - seg-205 EOID Wr3e5 uLs 2o Rl Lo cuicihae Lo 321 ajez
ﬂ‘p T‘"-' o =X .'In,.."--'-d"_ l:' ¥em eait spide]Bne | 2 Ltome-p
W e cond®- Lo Y ey Buln-lage =7 al-7fedpar, 2gid=lang
b Laa P 1 LA i : SULi1003 Ferpnr MD n2
1 3 :5 ’ Mis® tiu}w] Y= " - mae i E‘-’.;:-f.'-- -
H : = = - ol L=k o % o et -L30e
(r)esstis cion: yset, 1o ieLen 12 h , experime L s s ‘
G e ¥ ypothesis Nt Aty RIS 1102
0 - -0 3 H ru E e Ll 4150 sy e Ta '
Iﬂ'r e a1 n 5.5 26 3 sy o D=/
%pﬁ-"ﬁ l':". 1-"; *- ig_i__u z Valldated') as Zﬁaq?ia“lrnaz?..'ﬂ‘?ﬂa] . i .L'"J'|=il:n_-,:,+
it e = - - s LR Fi
s .-e-"gi:ﬁ fr }“-Ij::. = 53 ""injéa, -070g) - HNAPL; Wt
“::a:ff-"igti F gp 29023, 1o 22:43:53 EET /h P/L.1" 4a
g 5;5':"5;.155' o g -5 il ,5,-_.1 -87Ta NAPY 4 288 -
g : P2 a8 ,,gil"" T T BTy 2 Wiy 8] g HTTR, oy
L P TR 3y B e Prp - S 43; 3z ) ET T f1.1m oz
. » e I i gL LE) L] EN 404
gt g o7 oo g E A A ¥ et a7og DevIn 288 = .
=25 s 8 g5l gp T i3 2143 I "gEy fos W ="
et L A Mg, -8 S MrT TTP/1. = .
“:t"f“”'d’auu“ lr_ @y P tinsz ). Tea] - Pr1.ge - 485 3
2::;;:‘1'1’:5:3 - *fll'i'k,m':,' an : w036 .y SEY g 290 vag . =
P L T Ly -y gt inggye 7O ) 1y oy
anr ey ista eys o y evidence - i HYTR/) 1. Mozity
s g 23715055 10 363 e 3Ta0ms of a kn 355 Wingyo) " My, (904 28 e
'],,.r-:\--.-.«,ﬂj.gl___:, i *.I’-f*'i.*""-f«ﬂl own B:qz 1;;].. GEY - TP/1.qe B ey
ol e T " - 4 - oz
:3 Pa 2 attacko ~ ;33:43 0] “GEY ue""'lhf“l., T 288 = .
1 cket D a - Wingpy. 87 HT HTTR, M
gyt umpS " Begg o)™ Ba] . Tesy_g- 1~
.]-]::';;.'-!" adad g am oy > Ee 'I'J‘j_r."_l;'f ET /H : 2ba B4 29
‘At elqer xf af A 4. gz . " HT0E Hapy , 988 : I
:3;9*f,}—15:;.= e .a-l.ﬁ_--i, :f;,.sél: * = E g o 18 Gk HTTm =y
pe g* by u""- e )‘“'1';.-",u-""_,'in * e 2 5wy 87pg A l . 5 Gzil_11
g gt 1Pty £ Ja g B asenal :qg X2y~ | ara
aB¢ g - Pty B 2a-3 K 3 - a8 o} ation
P L i 1] Oriy 0 s
MLt i o i g5 iy g] ) -
""s*‘;}-iﬂj;?: g 383" . 253 Mg a2 g EY |, TEANFg P Moz
st SiE P :0e 3502y 0] - — ey
da_,‘;:}}.— l“_‘!l":_ £ 23931. W1 -E‘.ﬁ EEy FIL_ -1_.1-, HGZ
']-15'-5';5”1“.13 a&ilnl‘t]" U78e HNgp o Yo
dﬂ.i'-q't""_l.ﬂ ER 1 - - 93g . 93 u ,
I . »
iy WTngy , A Pra g "Mazg
EET - - ]lh.-"q_
I f1, 70 288 .
" R -
“rhf 4&4 2 HGZ
HiTp 2 .
b | "o
™ Mo
4n, z
4 2q9
293 .,



-0

ASI

Our Semantic Approach

/(9 >
MODELS @
C.ap_ture erre -
ungfrgtfxgilng o Auth logs
ot system Webserver froDrthncce):(I:gLetidon
&/ﬁ ;95 of a system

Pose Semanyc
uestions Analysis
? Framework

Answers to Questions J

Models drive analysis over data!
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Approximate Lay of the Land

A

High =
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. Patterns

/
/

\ LT
. ‘Queries.

, . [
EX. wireshark, ',

N
' ,Language--
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\ e N
\ tcpdump, / . Ex. SQL, | ' based \ >’ .
. snort 7 \\\ Splunk // \\ EXx. Bro, ’,} ,/ _ -
ST s N - . SEC / Logic-based
Perf o ~_ -/ Extemporal-logic
érformance . o ' specification for IDS, |
/C t N | CTPL-logic |
¢ Lustom | for malware /
. Hackery . /
| . .
l E . | \\ /
. EX. scripts, | \ /
. tools N /
\ / A 7
N / >~ —
N / T
Low == RN
I _ : i >
Low Level of Analysis Abstraction Higher
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Approximate Lay of the Land

Low-level data detalils

A (low expressiveness,
_ high performance, low reusability)
High ==
Performance] -
Trade performance
PR LT for expressiveness
#° Semantic
s Analysis !
‘. Framework ’ Models
..-n-
Low '(hlgh expressiveness,
. , usable performance,
| ] } I reusaple
Low Levels of Analysis Abstractions Higher )

Key differences with other logic-based approaches

« Composable abstractions to capture semantics

» Expressive relationships for networked systems
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DATA ==
Multiype, multi- (22— | FacTs > 0ADADO® 004sn -
timestamped = — (ex: FILE_OPEN, FILE_CLOSE, TCP_PACKET, ....

Behavior
(fundamental abstraction)

Sequence or group of one or
more related facts

Complex Behaviors i

Related behaviors J @ @5\ .
. Relationships

Model J are key

Top-level behavior

Models encode higher-level system semantics!
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Temporal Relationships '

Causality/Ordering
Eventuality
Invariance

Synchrony/Timing

Concurrent Relationships '

Parallelism
Overlaps

Logical Relationships '

Combinations
Exclusions

Dependency
relationships b/w data
attributes

Language

A file open eventually
leads to a file close

HTTP and FTP flows are
concurrent.

Experiment either succeeds
or fails

File open and file close are
behaviors related by their
filename.

Information Sciences Insfitute

Temporal Operators '

FILE_OPEN ~> FILE_CLOSE

Interval Temporal Operators '

HTTP_FLOW olap FTP_FLOW

Logical Operators '

EXPT SUCCESS xor
EXPT FAIL

FILE CLOSE.name =
FILE OPEN.name
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Cache Poisoning Behavior ™~

Cache Poisioning Behavior —r— | L
(DNS Kaminsky) Objective: Attacker poisons the victim's

DNS cache.

Real Nameserver

(R) Steps 1-4 keep running in a loop.
2. Forward 4. Correct
Query T l response KEY ISSUES
. Attacker fails to poison cache due to
Victim
Nameserver (1) Race conditions with real nameserver.
V) (2) Incorrectly GUESSED responses.
1. Send 3. Flood of
Query GUESSED responses
Attacker

(A)




"‘*"“Analy3|s using typical approach

08
08
08
0a:
08
0a:
08
0a:
08
0a:
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0a:
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0a:
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30.151588 IP 10.1.2.2.domain > 10.1.4.2.32771: 8745 NXDomain* 8/1/1 (118)
36.1516602 IP 10.1.2.2.domain > 10.1.4.2.32771: 37972* 1/06/1 NS B.ROOT-SERVERS.NET. (59)
30.151823 IP 10.1.4.2.domain > 10.1.11.2.32772: 45918 NXDomain 6/1/8 (1087)
45,.324938 IP 10.1.11.2.32772 > 10.1.4.2.domain: 28572+ PTR? 1.253.168.192.in-addr.arpa. (44)
45.325058 IP 10.1.4.2.domain > 10.1.11.2.32772: 20572 NXDomain 6/1/8 (1087)
09.787858 IP 10.1.11.2.32772 > 10.1.4.2.domain: @ NS? bofa.com. (26)
Tricky to analyze )
1. (51)

Requires Expertise.

Too many random values in the data to extract

using simple patterns.

Race conditions (timing issues) are hard to

)
1

debug over 10's of thousands of packets. m. (52)

Many ways to fail.
11.185802 IP 10.1.6.3.domain > 10.1.4.2.32778: 2228%- 1/1/1 A 159.16.126.233 (103)
11.186301 IP 10.1.6.3.domain > 10.1.4.2.32778: 2228%- 1/1/1 A 159.16.126.233 (103)
11.186551 IP 10.1.6.3.domain > 10.1.4.2.32778: 2228%- 1/1/1 A 159.16.126.233 (103)
11.186812 IP 10.1.6.3.domain > 10.1.4.2.32778: 2228%- 1/1/1 A 159.16.126.233 (103)
11.187051 IP 10.1.6.3.domain > 10.1.4.2.32778: 2228%- 1/1/1 A 159.16.126.233 (103) 9
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Nodes: Simple behavior

@Sends queryD:r
- . Arrows : Causal relationships
¥ «—

Path (from root to leaf) :
{ v fomardgl query to R} Complex Behaviors
\/ \

{ R responds }{ R responds } A sends
toV toV INCORRECT

l l responses to V

A sends the
CORRECT
response to V

A sends A sends
CORRECT ¢ < INCORRECT R responds R responds
ToV To V
response to V responses to V
|
SUCCESS =

A guesses right and

] ) 10
wins race with R
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Nodes: Simple behavior

{ A sends query to V }

& Arrows : Causal relationships

Path (from root to leaf) :
{ M fomardgl query to R} Complex Behaviors

\

{ R responds R responds } A sends A sends the

toV toV INCORRECT CORRECT
l respons estoV response toV

A sends A sends
R d
CORRECT § ¥ INCORRECT r?pf,n ’ R responds
0 ToV
response to V )/ | responses to V

\ CFAILURE (success )

TIMING_FAIL = SUCCESS =
A guesses right but A guesses right and

] ) 11
loses race to R. wins race with R
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Model of Behavior

Node: Simple behavior

{ } <
A sendls query to V
_ Arrows : Causal relationships
Behavior Model = lr
1 SUCCESS + | Path (from root to leaf) :
{ V forwhrds query to R} Complex Behaviors

3 FAILURES

toV

l

A sends
CORRECT

response to V

{ R responds

respons estoV response toV

A sends
INCORRECT

responses to V

R responds
ToV

{ R responds } A sends A sends the
toV INCORRECT CORRECT
R responds

ToV

TIMING_FAIL = BADGUESS 1 = SUCCESS =
A guesses right but A guesses wrong A guesses right and .
wins race with R

loses race to R. response
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#1. Capture simple behaviors
{ A sends query to V } (to capture facts for each distinct attack step)
{ V forwards fjuery to Rj\

VtoR query =
R rgsponds R responds > DNSREQRES.dns_req(sip=$AtoV_query.dip,
{ P }{ P Aﬂﬁﬁs Aﬁﬂﬂsme dnsquesname=$AtoV query.dnsquesname)
oV toV INCORRECT CORRECT - '
rcsponscs toV response to V
Cé eRn]géT INé(;IzIEl]SECT R responds R rcspont‘ ] .
cospdse to V| | responses to v To V TV #2. Relate simple behaviors to form complex

behaviors
@ @ (to capture the causal relationships between steps)

4 behaviors =1 SUCCESS + 3 FAILURES

TIMING FAIL = (AtoV_query ~> VtoR query ~> RtoV_resp ~>AtoV_resp)

#3. Define Behavior Model
(assertion to capture users understanding of system operation)

DNSKAMINSKY = SUCCESS xor TIMING FAIL xor BADGUESS 1 xor BADGUESS 2
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Summary :

Total Mat
etype

PKT DNS
PKT DNS
PKT DNS
PKT DNS
PKT DNS
PKT DNS
PKT DNS
PKT DNS
PKT DNS
PKT DNS

Analysis Using the Model

Behavior captured in
20 lines of model

<
~

[ ]
SUCCESS=b_1

Did the poisoning
succed or fail?

DNS Kaminsky
 Behavior model

DNSCACHEPOISON_ TIMING_ FAIL

ching Instances:
| timestamp |

1275515486
1275515486
1275515486
1275515486
1275515486
1275515486
1275515486
1275515486
1275515486

I
I
I
I
I
I
I
I
I
1275515486 |

62
sip

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

2
| dip

[
N

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

T = T T N = N = S S S SR e
Y OV OV OV O O O O) i
WWwWwwWwwwwwhN -

el e e e e T N e N

[ T S T S T ST N o T SN o ) BTAN

08:06:30.151588 IP 10.
08:06:30.151602 IP 10.
08:06:30.151823 IP 10.
08:08:45.324938 IP 10.
08:08:45.325058 IP 10.
08:09:09.787858
05:09:09.758008 IP 10.
08:09:11.179560 IP 1a,1,11,?,3?3?a >

1.4.2.domain > 10.1.11.2.32772:

10.1.4.2.domain

08:09:11.179929 IP

08:09:11.180064 IP
08:09:11.180555 IP
08:09:11.180806 IP

08:09:11.1810855 IP
053:09:11.151304 IP
08:09:11.181803 IP
08:09:11.182055 IP
08:09:11.182303 IP
05:09:11.182553 IP
08:09:11.183053 IP
08:09:11.183802 IP 10.1.11.£.3001D > L10.1.4.2.00WMalN: £££0

08:09:11.183942 IP 10.1.4.
08:09:11.184302 IP 10.1.6.
088:09:11.184552 IP 10.1.6.
08:09:11.185052 IP 10.1.6
08:09:11.185302 IP 10.1.6.
088:09:11.185552 IP 10.)n6
08:09:11.185802 IP 18,
08:09:11.186301 IP
08:09:11.186551 IP,
08:09:11.186812
088:09:11.187051

DN DNDNDNDDNDDNDDNDWN

Semantic Analysis
Framework

.domain: 38777%
n > 10.1.4.2.32778: 2228*-

> 10.1.4.2.32778: 2228%-
> 10.1.4.2.32778: 2228%-
10.1.4.2.32778: 2228*%-

10.1.4.2.32778:
16.1.4.2.32778:
10.1.4.2.32778:
10.1.4.2.32778:

2228*%-
2228%-
2228%-
2228*%-
2228%-
2228%-

main >
in > 10.1.4.2.32778:
> 10.1.4.2.32778:

> 10.1.4.2.32771: 8745 NXDomain*®

1.a.2 > 10.1.11.2. 32772 45918
1.11 > 10.1.4.2.domain: 20572+
1.4.2 > 10.1.11.2. 32772 20572
IP 10.1.11 > 10.1.4.2.domain: @ NS?

DNS Data

8/1/1 (118)

NXDomain ©/1/@ (107)

P 1.253.168.192.in-addr.a
NX| in 0/1/0 (107)
bofa.com. (26)

e e/1/8 (57)
: 52464+

A? kOb4cu08Bfnhe.bofa.com

. (48
u083fnhe .bofa.com
5.126.233 (102)
5.126.233 (102)
5.126.233 (162)

ASI
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> 16.1.4.2.32771: 37972* 1/6/1 NS B.ROOT-SERVERS.NET. (59)

rpa. (44)

)
. (51)

6.126.233 (102)
5.126.233 (102)
5.126.233 (102)
6.126.233 (102)
5.126.233 (162)
5.126.233 (102)
6.126. 233 f1az:

ngptzIbN.bofa
[1 ul "z Le7IuIn ngptz 210N, bota
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (183)
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (183)
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (103)
1/1/1 A 159.16.126.233 (103)

Answers in the form of facts

sport

6916
32778
53
53
53
53
53
53
53
53

satisfying the model.

dport

53

53
32778
32778
32778
32778
32778
32778
32778
32778

dnsid

47217
15578
15578
47217
47217
47217
47217
47217
47217
47217

| dnsauth

|
|
|realns.eby.com

| fakens.fakeeby.
| fakens.fakeeby.
| fakens.fakeeby.
| fakens.fakeeby.
| fakens.fakeeby.
| fakens.fakeeby.
| fakens.

. (dl)

om. (52)

TIMING_FAIL

(A loses the race
against R)

14
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Current Implementation and 2.

Performance

* Prototype algorithm for applying models
over data.

* Algorithm performance

. O(NZ) worst-case performance
« Straight-forward

* Analysis Framework
e Written in Python
 SQLite-based storage backend

« Scalability and performance issues are under
active investigation. 15
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Applicability

* Broad range of event-based modeling in networked
systems

* More examples in paper

 Modeling hypotheses

- EX. Validating DoS detection heuristics over traces
* Modeling a security threat

- EX. Model of a simple worm spread over IDS logs
 Modeling dynamic change

- EX. Model of changes in traffic rate due to attack.

16



—= Is1
F u t u r e W O r k iomaton cences i

 Extend Modeling Capabities
* Modeling probabillistic behavior

* Modeling packet distributions
* Analysis Framework

« Scalability and performance

 Reducing the computational complexity of correlations
using dependent attributes.

17
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Composing, Sharing and Reusing™"

Semantic Analysis Framework enables data analysis at higher-levels of
abstraction.

Composing models to create higher-level meaning

IP — p TCP — p PORTSCAN
o DNSWORM

DNSKAMINSKY /
DNS >

Sharing and reusing expertise REUSE

/Pum C> Exploratory data
~ analysis

SHARE Knowledge |
j> Base of ﬁ Enable sharing

and reuse of
~_Models__~ experiments
Repository of 18
expertise

Abstract
Behavior Models

SUCCESS =b_1



Thank You!

Our framework will soon be publicly available at
http://thirdeye.isi.deterlab.net

h___!___‘
Please reqister on our mailing-list to stay in tune with release and

updates

19


http://thirdeye.isi.deterlab.net/

