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Abstract 1. Introduction

Managing Internet firewalls that can failover betweenManaging a single Internet firewall complex can be
each other is quite a challenge. When those firewalldifficult - there can be multiple routers with long
are geographically dispersed and have a small numbegacket filtering access control lists (ACLs) and bastion
of people to be maintain them, it becomes even morbosts performing different functions that all must work
challenging. Intel Corporation has a small staff thatogether seamlessly, efficiently, yet securely.
manages several geographically dispersed Internélanaging multiple Internet firewalls which interact
firewalls with failover requirements. These firewalls with each other and provide failover capability
use a standard screened subnet architecture [1] wittetween each other while maintaining both security
packet filtering inner and outer firewall routers and aand some comparable level of performance becomes
number of bastion hosts between them. These bastimven more challenging. The Internet Connectivity
hosts provide services with load balancing and disastdtngineering Group at Intel has created a way to
recovery for relaying SMTP mail, answering DNS manage multiple interacting Internet firewall
queries, and proxying web requests. To manage thisomplexes spread across the world using the familiar
complex system of firewalls, Intel's Internet utility — Make utility. This paper describes how Intel
Connectivity Engineering staff have come up with aintegrated make with other publicly available tools to
way to model all of the interrelated firewall as oneadminister multiple firewall complexes across the
distributed system. Host and router configurations arevorld.
considered source to that system and compilation and
installation of that source is driven by the Make [2] The first section of this paper talks about the firewall
utility. Packet filtering Access Control Lists (ACLs) environment at Intel. It describes the key features of
are built by a Makefile. The Makefile assembles thethe Intel Internet firewall environment and the
ACLs and executes an Expect [3] script that installxhallenges that that led us to create our Make-based
them. We configure bastion hosts by configuringconfiguration tool. The second section covers how we
Make to driverdist, which run over the secure shell overcame those challenges by implementing a Make
(SSH) [4]. In this way, only updated files are pusheddriven configuration tool. The architecture of the
out to the bastion hosts and passwords and othédake tool and the publicly available utilities in our
configuration information do not go in the clear. Ourimplementation are described here. The third section
experiences with Make and these publicly availableof the paper goes over our mostly positive experiences
utilities are quite good - allowing us to manage a largavith our make driven update process, followed by a
distributed set of firewall devices. Using a Makefinal section on future work that we are planning.
driven approach requires much discipline, however, to
avoid the distribution of bad configurations. Future2. Intel’s Internet Firewall Environment
plans include ACL optimization and sanity tests before
and after bastion host configuration pushes. It is impossible to understand how and why we created
our Make driven update tools without understanding
Intel's Internet firewall environment. In this section,



we provide context for our Make tools by describingintention was to minimize the amount of traffic on
the Internet connectivity at Intel. We also talk aboutintel's internal network and get good performance for
the key motivating factors that led us to create thesénternet applications. We also wanted to have
tools. multiple gateways for failover. If one Internet
gateway failed, traffic should be able to flow in and
The standard Intel Internet gateway uses the screenedt through another gateway.
subnet architecture [1], as shown in Figure 1. Multiple
bastion hosts lie between a external outer router and dntel's firewall environment, as described above,
internal inner ("choke™) router. These bastion hostpresents a number of challenges to the staff
provide a variety of functions, such as web service tonaintaining and engineering the gateways. The first
the Internet, SMTP mail relaying, proxy services (web,set of challenges involved the cisco routers. We had
telnet, FTP, AOL, etc.), and performance monitoring.to find some way to maintain the Cisco Router packet
Outside of the external router is a segment for ISRiltering access control lists (ACLs) used on the inner
access. Multiple ISPs have a presence (routers) on thésid outer routers to permit failover. If one site's
segment and exchange traffic with the bastion hostkternet connectivity went away, the packet filtering
through the external router. Both the external routeACLs at other sites need to be able to allow traffic for
and internal "choke" router do extensive packethat bastion hosts at the first sites to flow in and out.
filtering. The packet filters prevent generic access tdven if there was failover, the router ACLs need to be
the bastion hosts from the Internet. The packet filtersonsistent between sites. If a bastion host has a
allow access to the bastion servers from hosts withiparticular kind of access at its site, it should still have
Intel, but do not allow generic access from the bastiomhat access if traffic needs to fail over to another
hosts into Intel. This is our implementation of gateway. In addition, we have large nhumbers of cisco
"defense in depth." A single compromise of a bastiorACL entries. While these entries have to be consistent
host does not mean that there is complete entry intbetween gateways for failover, we have to arrange the

the heart of Intel entries to offer good performance. To make things
even more challenging, if we had a problem with the
Figure 1: Intel's Firewall Architecture ACLs we rolled out, we need some easy way to

backup the changes.

Internet
The second set of challenges involves the bastion
hosts. These hosts contain all kind of tables and
configuration files like anti-spam lists, sendmail
ISP 1 ISP 2 configuration files, and performance monitoring
information. We need this information to be consistent
| | between sites, in order to make maintenance easier and

| to have consistent access policies and DNS databases.
It would not make any sense for one Internet gateway
to have very strict anti-spam rules and another to have
very loose policies. As with router ACLs, any changes

Outer Router

in configurations need to be easy to back out, in case

Q Q - there are problems. Since the bastion hosts are on a
Bastion Hosts segment exposed to the Internet, we are extremely

in a DMZ concerned about problems with eavesdropping and

Q spoofing. Any kind of updates to these hosts needs to

verify the identity of originating hosts and be secure
Inner Router from eavesdropping and spoofing.

| The final set of challenges involved the staff
maintaining the Internet gateways. There are 7
Internet gateways spread around Intel but fewer people
Intel Network than that responsible for engineering and maintaining
them. We needed an easy way to update many hosts
There are multiple Internet gateways at Intel, eacland routers. Any personnel intensive update method
with two or more ISPs, spread across the world. Ouwould not be viable in this environment.




3. Solving our Maintenance Challenges We simplified this task by breaking down ACLs into
using Make files containing the permissions going out to each
segment and coming in from each segment. By
The first step toward solving our maintenancesegment, we mean a subnet or network that forms a
challenges was coming up with a conceptual model fobMZ network between the inner and outer routers.
our Internet gateways. We knew that they were noThe firewall architecture shown in Figure 1 shows a
stand-alone systems - instead they were interconnectathgle segment with bastion hosts on it. In our
and interrelated. Each gateway is an interconnectegirchitecture, the inner firewall router and outer
part of a single integrated system. Traffic from onefirewall router each have one interface onto each
gateway had to be able to travel through another. Madegment.
servers must have consistent configurations to relay
mail and block spam effectively. DNS servers must b&Ve created a naming scheme based on the
consisent in order to provide DNS information directionality and the router name. Thusel-to-
correctly. Once we began thinking of the gateways asouterl-seglcontains router ACLs pertaining to traffic
a single integrated system, we started looking atrom Intel to segment 1 on router thuterl-segl-to-
system and router configurations as source code witmtel contains router ACLs for segment 1 on router 1 to
various compilation dependencies that is fed into thaintel. routerl-segl-to-Netontains ACLs for segment
single yet distributed machine. With that model in1 on router 1 to the Internet whilet-to-routerl-segl
mind, what better utility to manage source codecontains ACLs for the Internet to segment 1 on router
compilation and installations than the classic utilityl. For simplicity's sake, all files are named for the
Make! outer firewall router in each complex. As a way of
illustrating how this can work, let's say that there are
Once we had a model for managing ourthree geographically dispersed firewalls that need to
configurations, we had to implement configurationfailover between each other, as shown in Figure 2.
management for the routers and for our bastion host3.he arrows depict traffic going in and out of each
A key part was figuring out how to break down thefirewall to the Internet or to Intel’s Internal network.
configurations into units small enough to manipulate
and build Makefile dependencies with them. The resFigure 2: Three firewall complexes with failover
of this section describes how we split up
configurations and used Make as a way of building |
configurations and installing them. The first part '
shows how router ACLs are managed with Make. The “— Routerl ([€&——
second part deals with managing server configurations. —:—P Firewall [—1p
|
«

The final part describes how we manage our
configuration files on the systems that build and instal
configurations. Internet

Router2 ([€&——
—T»| Firewall [—p

3.1 Managing Router ACLs using Make

|

|
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Since a key requirement is that traffic from any —+» Firewall | — p
gateway within Intel must be able to go into and out of :
|
|
|
|
|

any other gateway for failover, being able to manage
the interchangability of router ACLs is critical.
Imagine creating ACLs for a firewall complex. You
have to deal with the services and well known ports for
traffic coming in and for traffic going out. In addition, In this example, we have named each firewall by its
a gateway may have some special applications runninguter router name. Each firewall could contain any
in it to support external customers. Now imagine anumber of segments (which are not explicitly shown
second gateway with mostly the same and thehere). If the Router 1 firewall should lose its
merging the two sets of access lists. Doing this byonnectivity to the Internet, then its traffic to and from
hand for two firewall complexes is difficult. Doing the Internet should be able to travel through the Router
this by hand for eight firewall complexes would be 2 or Router 3 firewalls. If the Router 2 firewall lost its
totally unmanageable. Internet connectivity, then Router 2 traffic should be

Intel
Network




able to failover through the Router 1 and 3 firewalls. ${OUTTONET_GW3}\

The same should happen for Router 3. ${INFROMNET_GW3}
GW2_OUTER = ${OUTFROMNET_GW2}

For each segment, we group the ACLs together that ${INFROMNET_GW2}\

apply to traffic going in a particular direction. For ${OUTTONET_GW1}\

example, all of the ACL entries applying to traffic ${INFROMNET_GW1}\

from the segment into Intel are grouped together. All ${OUTTONET_GW3}\

of the ACL entries applying to traffic from Intel to the ${INFROMNET_GW3}

segment are put in another group. Each group is put there are special permissions in GW1 which don't

into a separate file. For each firewall, we canneed failover, it is easy enough to add the file name
concatenate all of the files together into one large filavith those permissions to the gateway macro. Here we
containing all the permissions for that firewall. We add a special set of permissions for a segment 0 on
also concatenate the files from any other firewallrouterl:

complex needing failover capability through the first

gateway. For our example, assuming that each firewall GW1_OUTER = Net-to-routerl-seg0 \

complex had only one segment, we would concatenate ${OUTTONET_GW1}\
together the following files for the outer firewall ${INFROMNET_GW1}\
routers: Net-to-routerl-segl, Net-to-router2-segl, Net- ${OUTTONET_GW2}\
to-router3-segl, router-segl-to-Net, router2-segl-to- ${INFROMNET{GW2} \
Net, and router3-segl-to-Net. The inner router at ${OUTTONET_GW3}\
routerl’s firewall complex would include all of these ${INFROMNET_GW3}

files but also routerl-segl-to-Intel and Intel-to-routerl-If there are files to be included in every gateway, it is
segl. The inner router at router2’s firewall complexeasy enough to define a "generic" macro which
would have all of the outer firewall files but also contains those files:

router2-segl-to-Intel and Intel-to-router2-segl. The

inner router at router3’s firewall would use a similar GENERIC_IN = generic-in monitor-in
configuration except using router3-seg1l. GENERIC_OUT = generic-out monitor-out

Routers check packet filtering ACLs one line at a timeThe actual concatenation is defined by the target
and stop checking when they find a match. Having theouter-accessThat target takes as its dependencies the
lines most matched at the top speeds the traffigateway macro and the generic ones. It cats them
through ACLs and through the router. Because of thigogether, throws them through some processing the C
we want the large file of concatenated ACLs to be in @reprocessor and some custom filters (we will discuss
different order depending on the gateway. For thehis in more detail in section 4) and concludes by
routerl firewall, we'd like the files for routerl to be appending "end" at the bottom of the concatenated
first in the list. For the router2 firewall, the files for files.

router2 should be at the top of the concatenated ACL

file, and similarly for the router3 firewall. We've done Routerl-access: ${GW1 OUTER} ${INTELNETS}

this by defining sets of macros for each firewall cat ${GW1_OUTER} | ${CPP}\

gateway which contain the files going in or going out. ${ROUTER1DEFS} | \
INFROMNET_GW!1 contains Net-to-routerl-segl, and intel_nets_convert ${INTELNETS} \
if there is any other segment on router2 (such as seg?2), > router-access
Net-to-router2-seg2. OUTTONET_GW1 contains echo ‘end’ >> routerl-access
routerl-segl-to-Net and if there is any other segment

on router2 (such as seg2), router2-seg2-to-Net. Finally, the targetrouterl-access-instaltakes router-

access as a dependency, but before it re-loads the
We then define a macro in the Makefile containing theACLs, it also runs an Expect [3] script which pulls the
macros of all the files for all the routers needingcurrent ACLs off the router and stores them with their

failover through that firewall: associated counters. Cisco routers maintain a count of
how many packets have matched each line of the

GW1_OUTER = ${OUTTONET_GW1}\ ACL. The counters are reset each time new ACLs are
${INFROMNET_GW1}\ loaded. In order to acquire data about the use and
${OUTTONET_GW2}\ efficiency of our access-lists, we download the current

${INFROMNET_GW2}\ set of ACLs before we upload the new set. Both of



these operations are done via Expect scripts which logpecifically, it helps us successfully maintain 43 (and
into the router interactively, then either write out thegrowing) geographically diverse bastion host servers
current set of ACLs to the server and load the ACLswith a staff of three engineers, and even leaves them

from the server to the router. time to work on lots of other things.

routerl-acl-stats: The key to our success is in doing things very
/usr/local/expect/get_acl_stats routerl efficiently and very carefully. We use a central

routerl-access-install: routerl-access, routerl-acl-statsecured server which holds several configuration file
cp routerl-access /tftpboot distribution trees. One tree contains the base operating
lusr/local/expect/load_up routerl system for all of our bastion hosts. Additional
rm /tftpboot/routerl-access distribution trees such a$ns and sendmailexist for

Recording our ACL usage has been useful foreach type of bastion host application. All distribution
simplifying ACL maintenance. With data on which trees are as similar to each other as possible. The
statements are used and which are not, it is easier threctory layouts are similar, and the commands to
identify usage which is no longer needed. It's amazingheck and install changes are the same, thanks to a
that users will gladly follow a process to allow themcommonly includedMakefile.incfile. Finally, access
access but develop amnesia when they need to follote the distribution server is granted to only those who
a process to end that same access. Intel employeesed access. Our Makefile automatically generates
have also requested access to external applications fahat configurations are necessary, logs in to systems
all of Intel and then have not publicized the that need to change, and loads the configurations.
availability, so these are never used as well. We
remove access when the lines show no activity foWith our centralized build in place as a reference, we
three months. needed a method to keep all our servers in sync with
the reference. Ease of use was very important.
The flexibility of Make allows us to use many utilities However, even more important, was to manage the
and programs as part of our process. In the exampkervers securely. Building a system that could meet
just shown, we used shell commands, expect, andoth of these requirements was a key challenge. We
PERL (within the intel-nets-convert program which wewere already accustomed to managing the servers by
will discuss later) in order to build and compile routerlogging in, hand editing, and setting the permissions
ACLs. and ownership on critical files. Keeping this familiar
model would make the management task easier for us
3.2 Bastion Host Management using Make and any future administrators. We needed a tool that
could clone entire directory trees between several
Intel's Internet gateways contain bastion host servicemachines. By usingdist, we could build and develop
such as DNS, SMTP mail relaying, and Internet accesthe master directories on the central management
proxying. Maintenance of these services shares marserver. Then, we would clone the reference directory
of the same requirements as Intel's firewall routerstree onto the remote servers.
The services are mission critical and call for a high
level of care when changes are made. In addition theyhis solved the ease of use problem. Now, we needed
also back each other up during outages and provid® determine how to use rdist without compromising
load balancing, thus requiring consistent configuratiorthe security of the remote server. In order for remote
among hosts. Make drives our bastion hostmanagement to work, each remote server needed to be
configuration too, as we will describe in this section. configured to allow our central management server to
gain root access. It must do it in such a way that could
One of the core ideas we utilize at Intel is callednot easily be exploited by anyone other than the
"Copy Exactly!™ Once a product or facility is central management server. We needed strong
designed for a specific purpose, it should be deployeduthentication, to avoid such things as IP spoofing.
identically everywhere. It should not be redesignedVe needed strong encryption to avoid things like
and rebuilt every time it is deployed. Adhering to thispassword snooping. Fortunately, rdist supports the use
ideal helps our chip fabrication plants come up toof alternatives to thesh program. We found that
speed rapidly and produce very high yields. In thesecure shell(SSH) [3] worked well this purpose. It
Information Technology (IT) space, particularly in the can use host-based public/private key authentication,
network and server space, it helps us create rapidigo that only our central management system, with the
deployable services with lower maintenance. Moreight private key can gain access. It also uses



encrypted sessions to prevent someone from sniffinghe target files. Only those files needing to be updated
out a cleartext password, or connection hijacking. will cause a file to be replaced on the target server.

Additionally, rdist allows for minor differences When we make a change, we carefully change a
between servers. During the design of our system, weentral distribution tree and then run a distribution
considered using rsync, which also supports ssh, but dheck to verify what we are about to change. The
lacked this last feature. check is done with a "make check" command. This
check does two very important things. It allows one to
Architecturally, our bastion host distribution scheme isverify that right things were made in the distribution

shown in Figure 3: tree. It also points out any other changes that have
been made either to the distribution tree or to the
Figure 3: Bastion Host Distribution Architecture bastion hosts. It is possible a colleague is working on

one of the bastion hosts or someone is making changes
that should not be made. Whatever the case, all
changes to be made should be understood before they

Make are implemented. We implement this check by
invoking rdist with an option that just prints what must
rdist change.

When changes are well understood, they are installed
ssh with a "make install' command. This command is
almost the same as the "make" check command,
except that the Makefile calls upon rdist to actually
Make controls rdist, which is implemented to run overdistribute changes rather than just verify and report
SSH. The combination of Make, rdist, and SSH workchanges.
very well to allow the centralized management of
remote UNIX servers. Sometimes special things need to happen before
distribution, such as running M4 to generate a new
When used to manage the remote servers, Make causendmail.cf file. And sometimes things need to be
several operations to occur. It builds the distributiondistributed in a special way, such as when sending
files, which our network installation process uses. Idifferent versions of password files to different sites.
warns us about which files would be replaced or adde@hese customizations are easily accommodated in the
on each server being targeted. And finally, it pusheslistribution tree's Makefile and Distfile.
the changes out.

We gain enormous flexibility by using make and rdist,
Our network installation process allows us to buildand yet we're still able to maintain a simple and
new servers very easily. A boot floppy is all that isconsistent interface throughout our entire distribution
needed to create or rebuild any of our managedhechanism. This makes our distribution system
servers. To accomplish this, there must already bpowerful while being easy to use.
several tarred and gzippéulild files present on the
central management server. Thesdd files contain 3.3 Managing Router and Bastion Host
the latest server configurations and must be rebuil€onfiguration Files
whenever a change is made in the corresponding
configuration directory tree. During the process ofThe way we manage configuration files lets us back
engineering a new set of configurations, we try toout change if we need to. Back-outs to changes are
minimize the time required to build these files.implemented in the same way as normal changes. A
Putting each set of configurations into its ownprevious version of a file is re-installed into a
directory and having a Makefile at the top of thatdistribution tree, then it is distributed just like any
directory forces only those directory trees containingother file would be.
changes to have their corresponding build files
remade. We often use RCS to assist us in coming up with the
previous versions of files. RCS gives us past versions
To minimize the number of files pushed out to anyof files as well as their history information. RCS
given host, rdist compares the sizes and timestamps directories and files may be embedded into the



distribution trees where they are easy to get at and usBMZs. Instead of coding these into each ACL and
They are automatically ignored by the distributionhaving to change each ACL when a new network

mechanism, in particular by using comes up, we maintain a list of these networks that are
incorporated into the ACLs via a macro. The listis in
except_pat( .*,v RCS) a file called intel-nets The macro expands the

variable INTEL_NETS by running a PERL program
in the rdist's Distfile. This minimizes the amount of that takes the appropriate line of the ACL and replaces
files copied and keeps configuration distribution ashe INTEL_NETS variable with each network in the
fast as possible. intel-nets file.

4. Experiences with the Make Approach Our Make driven maintenance has allowed us to scale
up the number of firewall complexes at Intel. Our
For the most part, using Make to control and managgroup originally only managed one firewall complex.
our configurations has allowed us to overcome théNow we manage eight and are adding even more.
maintenance challenges of our environment. Wenly with a tool like Make could we manage to scale
manage all of our bastion host configuration and routethe number of firewalls with the constraints we have.
configurations from a few central systems.
Management of configurations has becomeThe design has proven to be quite robust. We have a
tremendously faster and more consistent. We ngommitment to provide 99.95% connectivity to
longer have to guess what files we need to install omww.intel.com. We can do thisebause our ACLs
systems after something has changed. When files neatlow traffic to fail-over from one gateway to another.
to be installed, we no longer have to copy individualWe can also lose an entire Internet gateway (both
files to individual systems. Instead, a command likeproviders or firewall routers) and still get Intel's traffic
"make install" automatically figures out what files out to the Internet and back from the Internet in a way
have been changed, installs those files, and runse're sure is secure. Yes, ACLs are long, but since
whatever utilities are necessary to configure the enthey're optimized, most traffic gets through the routers
system. With our router management, we no longewithout encountering long processing times.
have to individually log into routers and type in
configuration commands or download new Our Make based distribution system is a very powerful
configurations. tool. It can distribute problem solving router and
bastion host configurations all across the world. It can
One of the greatest advantages to this system of AChlso distribute problem-creating configurations all
maintenance is that the individual files can be pufacross the world! In any case, this tool requires great
under a revision control system such as SCCS or RC8iscipline.
(We use RCS). Each change made can be noted in
comments and also noted in the version control logOne problem we occasionally face is when one of our
Keeping this history allows us quickly to answerengineers is making changes on a bastion host, but not
questions such as when various changes were or whiat the distribution tree on the central server. There can
was changed on a particular date. It also allows us the some very good reasons for this, such as when new
compare older versions of the files so that changes casoftware is being tested. It is still a problem because it
be tracked easily. makes it hard to maintain consistency between the
distribution tree and the actual files on the servers. The
We have implemented macros to save typing. Intel isolution here is always to have staff members check,
not fortunate enough to have a Class A. Instead, weonfirm, and resolve any problems before actually
have many Class Bs and Class Cs. Additionally, welistribute changes. If a bastion host needs to be
are making increased use of private IP space [5]. Wadifferent for an extended period of time, it should be
have several gateways that provide securgulled out of the distribution tree(s) and possibly
communications between Intel and other companiesadded to new distribution trees. The powerful nature
This means that our access-lists from Intel into theof this distribution system makes it important to
DMZs cannot wuse ‘permit any" (0.0.0.0 maintain consistency from day to day so each new
255.255.255.255) because that would allow transithange receives as much focus as possible.
traffic from our business partners through our Internet
connections. To prevent this, we have a list of abouBeing able to quickly and easily push out changes can
twenty networks which we have to allow into our be a problem. Incorrect changes can be pushed out



everywhere on all bastion hosts and routers, resultingnother item that we wish to improve is the way we
in havoc. Before any change of significance is widelychange our router configurations.  Currently, our
implemented, it is important...CRUCIAL...to make scripts log into the same way as a network
sure that it works beforehand. Disciplined preparatioradministrator would — telnet to the router, get enable
is required before you "just type make." privileges, make changes, and then log off. Clearly
this approach has problems as telnet sessions traverse
Changes, especially new versions of packages, shoul@dMZs. Using enhanced security features like
be pilot tested on one bastion host before they arKerberos should improve the security of our router
rolled out to all bastion hosts. A new distribution treechange processes.
should be created when installing a new package. A
pilot server can be pulled out of the old package tree’Vith host configuration, we mentioned how it was
distribution list and added to the new tree’seasy to push out an error-ridden configuration to all of
distribution. As the pilot progresses, servers can beur bastion hosts. We would like to implement some
migrated from the old to the new tree. sanity checks that would check configurations for
common errors before they were pushed out and then
Currently, educational use and charity use of theun immediate checks after they are installed. This is
secure shell protocol is allowed free of chargeparticularly important when maintaining DNS tables.
However, commercial use requires that you licens&his way, we would notice if we pushed out a change
each server. Have vyour lawyers visit that somehow damaged key DNS records at Intel.
http://www.ssh.fi/sshprotocolditensing/ssh2_non-
commerical_licensing.html. Additionally, SSH can use6. Conclusions
any of several encryption ciphers, including idea, des,
3des, rc4, and blowfish. It can also use RSA publicOur experiences show that Make can be an effective
private key pairs. There may be additional restrictionsvay to maintain and administer firewalls. Intel
on the use of these ciphers and authentication metho@orporation manages a number of geographically
depending on location. dispersed firewall complexes that failover between
themselves, including both router packet filtering
We have occasionally encountered problems witlaccess lists and bastion host configuration, using Make
Make, in that the Makefile itself will have the driven configuration. While this approach requires
"dreaded spaces rather than tabs" problem. Sometimeégscipline to use (it is just as easy to push out a bad
we will find a space at the end of a line, but these areonfiguration as well as a good configuration), “just
usually easy to diagnose. We have also changed thgping Make” solves many of the challenges of
Makefile without touching any of the files and beenadministering distributed yet interacting firewalls.
told that targets are up-to-date. A little "touch" here
and there solves that particular error. References
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