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Our Approach

Collect spam domains from spam feeds
Track DNS name server activities

— Zone files

Track registration info
— WHOIS, DomainTools.com (historic WHOIS service)

Tagged pharmacy domains
— Click Trajectory (Oakland ‘11)



December, 2009

CMNNIC

7 ] BB Y 2545 & O

CHINA INTERNET NETWORK INFORMATION CENTER

.Ch

14



Cost of a .cn Domain

2007-2008

(15 cents)

15



CNIC

@mﬁaﬂgfge‘m,‘\" AU CNNIC 35 Contaer g

Chire reemer heowork Il mubon Cemer

2. Registrar should carefully review the When s deemed qualfied, registrar need 1o
Mnmnlh-nopﬁumnmﬂ-ndulqumdbCNNlc.mdmwhmmm‘
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CNNIC Policy Change

Spam domains are sensitive to prices
Spammers abandoned .cn domains
And start using .ru domains instead
Quickly adapted the changes
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Internet Pharmacy
Verification & Enforcement



eNom and uglt:cﬁpt LLC Announce Agmmon' to Identify Customers
Opcntlng Megal Online pharmacies

sANTAMONlCA. caﬁt-(BUSlNESS WIRE y-eNom. inc., the world's \argest \CANN accredited domain name wholesaler, and
LegitScript LLC, an Internet pharmacy yerification and monitofing service recognized BY the National Association of Boards of

Pharmacy ag MWMLMWW eNom in ide wmmwm:mmm

omsumduwb'wopomﬁmwm mmﬁono!us mlooﬂ.derﬂw

*As the largest domain name wholesaler, we \ake our role and responsibility very geriously. «_egitScript Was created

um.u;w;:dwmwx:::hWem?mmtw.:x:.w toﬂltavotdinthe

appropriate action including inating name registration services,” said Tanyn monitoring nd

Naidu, senior vice president and general manager 8t oNom, “Our partnershi® with L verification of the online

provides us with 3 wrustworthy source of nformation regarding the ilegal sale of pharmacy market, and our
— service has helped the

investigative efforts of
domain names that knowingly host governmem agencies in

29



geptember 21, 2010 08:00 AM Eastern Daylight Time

eNom and ugltscﬂpt LLC

SANTA MONICA, Cam.-(susmt—;ss WIRE y-eNom. i/l the world's \argest ICANN
LegitScript LLC, an Internet pharmacy yerification @ itoring service recognized bY the National AssoCi Boards of

Pharmacy. today announced an agnom‘m py wh itScript will assist eNom in identifying customers
eNom's terms of senvice by operating online pha in viotation of U.S. state or federal law.

“As the \argest d and responsibility very geriously. “LegitS
Asm.niswpolicy\o ' 1 .nndwherewehave

to Identify
Customers

names that knowingly host govemmem agencies in
law enforcement authorities the US and abroad”

pemand Media, Inc. 182 jeading online media company that informs, entertains and conn
j reachmmoroman mnnmmlyvisaofs.ag\obal nemotko!digml
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geptember 21, 2010 08:00 AM

SANTA MONICA, Calif.
LegitScript LLC. an 1"
today

Pharmacy. ice
QNOS“" terms d

in
-Asutam“‘d"'"’,'
Msud‘\_‘lswm

mdml

/M

‘ MNMoka3saTb cooblleHHe OTAENbHO

[ 26.10.2010, 10:46

Elmaros
Hxuop

PervcTpauwa: 17.10.2010
CoobweHnid: 5
Babno: $1580

Tema: pervcTpartop nog gapmy

c

Enom ycranoeun cratyc clientHold Ha gomen ¢ dapma duaom. Ha sonpoc kakoro
XPEHA W HaK BEpHYTE 0BpaTHO, COCAaNKch Ha cornawerve ¢ LegitScript-om W
Hanucany, yto "the domain will remain on hold and may not be transferred” noka ne
pokawelws LegitScript-y, 4o © HWM Bee B nopaake, Cam LegitScript nMWeT npo gomMex
"This site seems to be part of an affiliate pharmacy network”. To ecTe "seems to be" -

KM NPOCTO KameToA! 370 MecTh, KoHeuHo, Ha BypsyHckiny opyMax pacckasbisamT,
Hak BNoYaT SOMEH TONBKO W3-33 ogHoro Dadepa Ha rxd.
Hy a no Teme uwtata c LegitScript-a

LraTa:

LegitScript and KnujOn applaud GoDaddy, Directi, SpiritDomains,
Visesh, AZ.pl, Joker, WebWerks, BIZcn.com, Network Solutions,
Advantage-Interactive, and Sibername, all of whom acted to prevent

the use of their domain name registration services in the furtherance of
unlawful activity.

TO BCTh 3THX PETUCTPETOPOE MOMHO 06X0AMTE CTOPOHDIA, rAe Perats AanbLUE NoKa He
3HAK, HO CMOTRID B cTopoMy directnic.com (com no 15 Gakcor) W
domaindiscount24.com {com 3a 12,45 epo). no-kpaiiHeil Mepe Ha HUX 3aMmeueHa
paboTamwan dapMa W NeruTCKPUNT K HUM Bpode He gobpanca.
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Global Impact

14,268 .com pharmacy domains

!

From our spam feeds, identified by webpage contents
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Global Impact

1,223 eNom (9%) 14,268 .com pharmacy domains
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Global Impact

1,223 eNom (9%) 14,268 .com pharmacy domains

ClientHold Still active(16%)
(67%) Removed

from zone file Transferred
(5%) (12%)

37



Global Impact

1,223 eNom (9%) 14,268 .com pharmacy domains

ClientHold
(67%) Removed

ive(16%)

Transferre
(12%)
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LegitScript - eNom Agreement

* Noticeable effects on eNom domains
— 7000+ domains put to clientHold
— Scammers transferred to other registrars

* The scale limits the global effects
— 9% affected



Discussion: Defend at Registrar Level

 Economic way: increase the price (CNNIC)
— Significant effect, but alternatives available
— Affects all .cn users, including legal ones

e Social way: take down domains (LegitScript)

— Similar to other takedowns,
effects depends on scale and speed
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Questions & Comments



