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Abstract approach to using real traffic traces is simulation, which

. . . lows for perfect control over the environment. How-
There are several remaining open questions in the area

flow-based v detecti how to d _ er, simulation struggles with its own problems. Re-
ow-based ahomaly detection, €.9., NOW10 00 MeaniNgy ;- simylation of baseline traffic, i.e. traffic without
ful evaluations of anomaly detection mechanisms; how,

¢ t lusive inf i bout th - q anomalies, is largely an unsolved problem today. Avail-
0 get conclusive information about the orgin and Na-,p o gim|ation traces are typically of low quality. For
ture of an anomaly; or how to detect low intensity at-

tacks. In order t th t' twork t ﬁ.example the MIT’s Lincoln Lab [6] traces, which are
acks. In orderto answer tnese questions, NEWork trafl idely used as test data for anomaly detectors, have been
traces that are representative for a specific test enviro

t. and that contai I ith selected ch tns'hown to contain serious artifacts [5].
ment, and that contain anomalies with selected character- | s haner we present flame, a framework for in-

Itf)t:)(l:?oarr?naestriz;eg?ﬁgﬁdlzrg]fltse(\gvgggr\:gli%rs(e?netgta?ari?/zyn ecting user-defined anomalous traffic into existing flow
J 9 traces. In flame, we combine simulation and real traces

baquround raffic t_race. '_I'h|s tQOI combln_es the co_ntrol-to get the best of the two worlds. We use real traces as
lability offered by simulation with the realism provided

by captured traffic traces. We present the design and IorOb_ackground traffic and provide the means for simulating,

. : L and injecting realistic anomalous traffic into these. Thus,
totype implementation of flame, and show how it is ap-

. L T : our approach inherits the control over anomalous traffic
plied to inject Fhree example anomahe; Into agien ﬂowfrom the simulation-side, while at the same time the re-
trace. We believe that flame can contribute S|gn|f|cantlya|ism of background traffic is given from the trace-side.

to the development and evaluation of advanced anomal?(/Ioreover, with our approach anomalies are injected into

detection mechanisms. the raw flow data, and not into some specific metric that
is computed on it. Consequently, our approach is not tar-
1 Introduction geted to a specific anomaly detector, but applicable to all
detectors relying on flow data.
In the last years numerous approaches for automated W& are aware that our approach does not solve the
detection of network anomalies in flow data, such as,oroblerr_1 of establishing gro_und truth, i.e., of |dent|fy|ng
DoS attacks, outages and scans have been proposgaomallgs_alre_zady pr_esent in the trace. Mo_reover, avoid-
[12, 4, 3, 11]. In contrast to the vast number of anomaly2"C€ of |nJec.t|0n artifacts has to be c0n§|dered by the
detection systems researched, the effectiveness of the880maly designer. Nevertheless, we believe that flame
systems has not been well investigated. A common pracc@n Play a significant role in the systematic evaluation
tice is to evaluate an anomaly detection system with on@f anomaly detection systems. It also represents a valu-
of the few publicly available network traffic traces, which 2PI€ tool for experimentation, especially, for tackling th
are usually anonymized and sampled. A second comf€maining open issues in anomaly detection, i.e., local-
mon approach is to use private traces from campus neization and classification of anomalies, and detection of
works or small ISPs. Both methods have significant dis/OW intensity attacks, since it allows for challenging de-
advantages: Anonymization and sampling alter the traf!€ction systems with hand-crafted anomalies. Note that
fic characteristics and thereby the evaluation results [1]V€ dO not evaluate any anomaly models in this paper.
Manually labeled traces introduce bias and errors. Fi-l N€ focus of the work presented herein are the injection
_na_lly, the set O_f normal and an_om_al(_)us traffic Charac_ter' 1with flow we refer to the common 5-tuple aggregation of pasket
istics present in a short trace is limited. An alternativeaccording to IP addresses, ports, and protocol.




methodology and solution architecture. are outage events, and ingress shifts to other AS peer-

In Section 2, we introduce our approach for model-ings. Interactive anomalies add flows that have an im-
ing flow-level anomalies. We classify anomalies into pact on the baseline traffic. An example for this type are
three classes, additive, subtractive, and interactivd, andenial of service attacks. Clearly, the transition between
for each class, we specify the actions that are requireddditive and interactive anomalies is blurred. Each event
for anomaly injection. We present the design and imple{e.g., a scan) will have side-effects on existing traffic,
mentation of our anomaly injection framework prototype once it becomes large enough to consume all available
in Section 3. In Section 4, we illustrate the applicability resources such as bandwidth or processing power. If this
of flame by describing three use cases for the injections the case, side-effects should be included in the model
of an additive (network scan), subtractive (ingress shift) describing the anomaly. Naturally, the size at which the
and an interactive (DoS) anomaly. Related work is pretransition from additive to interactive occurs depends on
sented in Section 5. Finally, we conclude our work inthe existing background traffic and the underlying net-
Section 6. work.

2 Modeling Network Traffic Anomalies 2.2 Required Injection Operations

This section presents our methodok)gy for mode"ngln the fOllOWing we will outline the trace modifications
network traffic anomalies. We define three classes ofhat are necessary to inject each of the three identified
anomaly models and show the modifications to an existclasses of anomalies. Injectionadditiveanomalies re-

ing trace that are required for each anomaly class. Wéluires the generation of additional flows, followed by
also outline how anomaly models are built. The goalMerging with existing baseline flows. This requires a
of this work is to provide a framework for injecting re- model describing the traffic characteristics of the anoma-
alistic and parameterizable anomalies into existing flowlous flows for each particular anomaly. Additionally, it is
traces. Unfortunately, an anomaly is an ill-defined con-important that the generated traffic matches the charac-
cept: Usually the term is used to describe the effect oferistics of the baseline used. Otherwise, detection sys-
some unusual event on monitored network statistics (e.gtems may trigger on the mismatches in traffic character-
some spike or drop in the byte counts). This effect couldstics (€.g., unusual IP addresses), which may cause unre-
be captured with aescriptivenodel. We use, however, alistic detection results. Injection stibtractiveanoma-

a different approach that concentrates on the cause fdies requires the removal of flows with defined character-
an anomaly (e.g., an ongoing denial of service attack, ofstics from an existing flow trace. This requires a char-
a flash crowd). Hence, we aim at buildiegnstructive ~ acterization of the flows to be removed, as well as an
anomaly models for a list of known events. The effectalgorithm for the removal process (e.qg., deterministic or
on monitored traffic statistics (e.g., the size of a peak)Probabilistic selection). Finally, injection afiteractive

is only of secondary interest to us since it depends to &nomalies requires first the identification and removal of
large extent on the existing background traffic, and is inflows that are changed due to the injected anomaly, then
that sense not generic. Another advantage of constructiviée generation of anomalous flows and the re-generation
mode”ng is that it is agnostic with respect to the traffic of the flows to be modified with different characteristics
metrics used by the anomaly detector. (e.g., at a slower rate if the anomaly causes congestion).
These side-effects need of course to be included in the
anomaly model. In a last step, the generated anomalous
and normal traffic gets merged with the "cleaned” exist-
Each unusual event has a different effect on the observel#g background traffic.

network traffic. An outage event, for example, causes a

loss of flows with specific_ _character.istics, while a net-5 3 Building Anomaly Models

work scan generates additional traffic. Events of larger

scale, such as Denial of Service attacks, might even im¥e have identified two basic operations that the frame-
pact the background traffic due to congestion, networkvork needs to provide for anomaly modelirftpw gen-
element overload, or changes in user behavior caused tgration and flow deletion Both operations are specific
the anomaly. Accordingly, we distinguish three differentto the type of anomaly that is to be injected. Hence, for
classes of anomalies: Additive anomalies add flows, bueach type of anomaly we want to inject, a deleter model
do not interact with the baseline traffic. Examples for thisand/or a generator model need to be defined. Defining
type are alpha flows, network scans, or bot activity. Subsuch anomaly models requires expert knowledge. A deep
tractive anomalies are represented by removal of specifianderstanding of anomalies and close observation of real
flows from the baseline traffic. Examples for this classtraffic traces are essential prerequisites for buildingiacc

2.1 Classes of Traffic Anomalies
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Figure 1: Basic design of the anomaly injection framework

rate and realistic anomaly models. Fortunately, we have - Reader: The reader takes a flow trace file as input,

access to a comprehensive NetFlow archive, which pro-
vides a large reservoir of anomalies to study. This flow
archive, started in the DDoSVax project [2], records the
network traffic on flow level from all border routers of

a medium-sized ISP. We are continuously capturing this
unsampled flow data since 2003. The framework will
provide a basic set of anomaly models, but will also al-
low other users to define and share their own anomaly
models. In section 4, we will present anomaly definitions
for three examples, an ingress shift, a network scan, and
a denial of service attack. The models we present target
statistical anomaly detection systems with a temporal ac-
curacy of minutes to hours (e.g., [3, 11]), and a spatial
accuracy of single hosts (e.g., [12]) to Autonomous Sys-
tems (e.g., [4]). Consequently, the models we built will
be accurate with respect to the granularity provided by
the targeted anomaly detection system.

3 FLAME Prototype

In this section, we present the design and implementation

and converts it to an internal flow format.

Flow Deleter: The deleter has two inputs, the
deleter model that defines the flows to be deleted,
and the stream of input flows. It outputs the remain-
ing flows in an internal format. A detailed descrip-
tion of the flow deleter is presented in the next sec-
tion.

Flow Generator: The flow generator takes a gen-
erator model as input and outputs a stream of flows
in an internal format. A detailed description of our
flow generator is given in the next section.

Flow Merger: The flow merger has two inputs, one
stream of flows from the flow deleter and one from
the flow generator. It outputs the merged stream of
flows from both inputs. Merging is done based on
flow packet timestamps.

Writer: The writer takes flows in an internal format
and writes them to a flow trace file.

of our flame prototype. We also evaluate the performance while the flow generator and flow deleter are parame-
of the prototype. terized by the respective anomaly models, the writer and
reader need to be selected according to the format of the
3.1 Design input and output trace files.
The basic design of our framework is presented in Fig. 13_2
It identifies the main functional blocks, the in- and out-
puts of the framework and shows the data flow throughThe individual data processing modules from Fig. 1 are
the system. The depicted configuration illustrates théamplemented as separate processes. Communication is
case where all functional blocks are used, i.e., the indone via named pipes (Unix domain sockets). The data
jection of an interactive anomaly. In case of an ad-format used is always a stream of flows in an internal
ditive anomaly the deleter component is not requiredformat inspired by Cisco NetFlow version 5. This al-
whereas injection of a subtractive anomaly requires onlyfows removal and addition of individual components, for
a reader/deleter/writer chain. The main functional blocksexample the deleter module, with minimal changes. Ba-
of the framework are: sically only the set-up procedure, which is responsible

Implementation



for passing the individual parameterizations and the reTraffic Generator
spective socket names to the components on start-up, h i . .
to be adjusted. Synchronization between components i?-‘e task of the tratfic ggnerator module is to synthe3|ze
done in a producer-consumer fashion, with buffering by. ow streams repr_eser_mng one or several anpmahes. Its
the named pipes. This allows the use of multiple CF,Uslnternal structure is given in Fig. 3. Anomalies can be

concurrently without the need for complicated Synchro_generated on flow level or on packet level. If packet level

nization mechanisms. One extension to the frameworlﬁenerafpﬁn "?’ us;ad, th?tﬂaCket‘T‘(th; to %e aggre?ated Into
is to allow all internal connections between the compo- ows. the structure of Ineé packed-based anomaly gener-

nents to use TCP sockets as alternative to Unix domail"iltor substructure can be found in Fig. 4. The separation

sockets. This facilitates distribution to a set of netwarke ofthe pac_ket_generation and flow aggregation step allows
computers. Especially with complicated traffic genera—p""rameF”Za'[Ion of the ﬂOV\.’ aggregation process (e.g. to
tors, this possibility may prove valuable. The extension>Ct the timeouts for short-lived and long-lived flows used
can also be propagated to reader and writer component yC|sco routers). This facilitates adjusting the.g-en-er af[e
ow stream to the base data flow stream to minimize in-
jection artifacts. Still, in some cases direct generatibn o

Deleter Module flow-level anomalies might be accurate enough.

The task of the deleter module is to select which flows
are passed onwards and which ones are dropped. Its in-
ternal structure is shown in Fig. 2. Flows are grouped
into packets of flows (as specified by the NetFlow format
and the IPFIX standard). The deleter module employs
a Flow Extractorcomponent to extract each individual
flow and passes its fields to a decision function imple-
mented in Python. The decision function has a logical
value as result that directs the Flow Extractor to keep or
delete each individual flow. In case of deletion, the num-
ber of flows in the packet (sequence number) is adjusted

accordingly. If all flows from a flow packet are deleted, ,
then it is dropped.
|
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Each individualPacket Generatoand Flow Genera-
tor is modeled as a system process. This again allows for
Figure 2: Deleter Module Structure coarse grained parallelism without complicated synchro-
nization constructs. We use two priority queues that op-
The choice of embedded Python for the actual decisiorerate on timestamps, one for mixing the individual packet
procedure allows easy configuration and reconfiguratiostreams 1 to N, and one for mixing the flow streams
of the deleter functionality without recompilation. Itals 1 to N with the output of the packet-based generator.
allows access to a wealth of Python modules that impleThe advantage of this design is that the generator out-
ment advanced statistical distributions and other usefuputs are synchronized in a producer-consumer fashion,
helper functions for the decision process The downsidevhich facilitates their internal design significantly. Bas
is a negative impact on performance. For applicationgally, packets/flows can be generated on-demand, or all
where performance is critical, the deleter module pro-packets/flows can be generated initially and stored in a
vides a well defined interface that allows the use of alarge output buffer until consumption. It is also possible
deleter decision function implemented natively in C thatto read the packet or flow stream for a specific generator
replaces the Python script. However, use of this featurérom file. This approach has advantages when a packet
requires modification of the deleter source code and reer flow stream is used repeatedly. Individual traffic gen-
compilation. erators can be hard-coded in C or use embedded Python



for easy configuration, similar to the usage in the Deleteraddresses and selecting a random source port. The tar-
component. get port is used as destination port, and the flag is ei-
ther SYN/ACK or RST. For ICMP packets, the source IP
33 Perf address is set to the address of the last-hop router (e.g.,
) erformance same network but last 8 bits set to 1), a default source

In practical experiments with simple deleter functional-and destination port are used. The time stamp for the re-
ity, for example a prefix-match, we have measured dat®ly packet is set to the time stamp of the triggering TCP

processing rates of around 5’000 flow packets per secSYN packet plus a constant delay and a random offset.
ond. This corresponds to roughly 140°000 individual This is a basic model that makes several simplifying as-
flows per second, or around 500 million flows per Hour sumptions: 1) a given distribution of reply types, and 2)

The observed performance is h|gh enough to Suppor@ constant round-trip time plUS random offset. Whether
very large captured datasets as input data. Speed mels modelis correct with respect to the accuracy required
surements were done on a 4-way SMP Linux systemby target anomaly detection systems will be analyzed in
featuring two dual core AMD Opteron 275 CPUs, run- future work. In particular, we see two possible sources

ning at 2200 MHz and 8GB of RAM. for injection artifacts: first, the reply type might not be
appropriate for internal machines, and second, the con-

stant delay might not be realistic. In future work, we will
4 Use Cases provide the means to parameterize a model based on the

~information available in the existing background trace.
We now present three use cases for flame, and discuss

the artifacts created by the injection procedure. .
4.2 Subtractive Anomaly

4.1 Additive Anomaly We illustrate the case of a subtractive anomaly with the

) N _ example of aningress shift For subtractive anoma-
We illustrate the case of an additive anomaly with@P lies we need to define deleter model Moreover, the

SYN network scarfor additive anomalies we need to de- o] chain configuration contains the reader, writer, and

fine agenerator modelMoreover, the tool chain config- Jeleter module. Ingress shifts are caused by routing
uration contains the reader, writer, generator, and merg&fhanges in other Autonomous Systems that result in traf-
module. TCP SYN scans are well known and we haveic shifts to a different PoP [10]. Here, we model the
a precise idea of how they work: The host doing thejngress shift at the PoP (router) where traffic is shifted
scan sends TCP SYN packets to a large number of IRway from. At the router where traffic is shifted to, an
addresses. Each scan may eventually result in a replyqgitive model would be used instead. Our deleter model
packet. This reply can be either a TCP SYN/ACK, afor a "negative” ingress shift is thus the following: It
TCP RST, or an ICMP destination unreachable packege|etes each flow, which has its source IP address within
from the last-hop router. Consequently, our generatoghe (configured) IP address range that has been shifted to
model gets a target IP range, a scanning rate, a start anghother router. Moreover, the user needs to specify the
end time, and a target port as parameters. It selects &art and duration of the ingress shift anomaly. With this

destination IP address out of the given range and genype of anomaly we do not expect any injection artifacts.
erates the TCP SYN packet header with the source IP

address of the selected scanning host, a randomly chosen .

source port£ 1023), the targeted destination port, and a4-3  Interactive Anomaly
time stamp derived from the start time and the scanningy 11 the limited space, we only briefly illustrate the
rate. In this case, one could also generate the flows di

. . N case of an interactive anomaly with the example of a
rectly since each packet will form an individual flow any- TCP SYN flooding Denial of Service attadkor inter-

way (no two packets ha_lve the same 5—tup|§a that defineﬁctive anomalies we need to definganerator model
a flow). A reply packet is generated for a given fraction and adeleter model Moreover, the tool chain config-

of all sent TCP SYN packets. This fraction could alsouration contains the reader, deleter, generator, merger,
be configured by the user. Moreover, the type of reply

; ) . A nd writer module. The deleter model is parameterized
packet sent is chosen according to a given distribution oa

ith the start and end of the anomaly, the IP address
TCP SYN/ACK packets, TCP RST packets, and ICIv”Dof the attacked server, and the probability that replies

destination unreachable packets. A TCP reply packe re dropped by the server. It deletes each flow originat-

is generated by inversing the source and destination Iing from the attacked server with the given probability.

2We used Netflow v5 data, which aggregates 28-30 flows in a flow T N€ g_enerator model gen_erates TCP_ SYN packets at a
packet, for these tests. specified (constant or variable) flooding rate, and TCP




SYN/ACK replies with a constant delay plus random off- cussed architectural aspects, and gave performance fig-

set, and a defined probability that the server generatesuares. Finally, we presented three use cases for flame: the
reply. We expect this model to create several injectioninjection of a network scan, an ingress shift, and a denial
artifacts since the drop rate is not coupled to the load orof service attack, and discussed possible injection arti-
the server, and the load-induced slow-down of replies ifacts. Future work includes development and evaluation
not considered. of basic anomaly models, and the application of flame
to evaluate different anomaly detection approaches. Of
further interest is also the use of flame for an investiga-

5 Related Work tion into the effects of data reduction techniques, such as
_ o sampling and anonymization, on anomaly detection ap-
This present work was very much inspired by the paperqaches. The flame prototype implementation is avail-

on packet trace manipulation from Rupp et al [8]. The ypje ynder the GNU GPL upon request from the authors.
authors present several basic manipulation operations for

packet traces, namely, merging, adapting, stretching or
compressing, moving, and duplicating. The main dif-ACknowledgments

ference is that they work with packet traces, while we , )
rely on flow traces. Moreover, they do not provide meth- 1 Ne research leading to these results has received fund-

ods for generating anomalous traffic, but rely on exist-N9 from the European Community’s Seventh Frame-
ing packet traces that already contain attack traffic. InVerk Program (FP7/2007-2013) under grant agreement

contrast, our focus is to simulate the anomalous traffid'®: 216585 (INTERSECTION Project).

since this gives us full control about the characteristics

of the anomalous traffic. A second source of inspirationRéferences

was thg work by Mirkovic et al [7] on modeling Qenlal (1] BRAUCKHOFF, D., TELLENBACH, B., WAGNER, A., MAY, M.,

of service attacks and countermeasures. We will try to ~ anp LakHINA, A. Impact of packet sampling on anomaly de-

explore the knowledge about DoS attack characteristics  tection metrics. IHMC 2006(2006).

gained in this work. Our approach differs from this work [2] DDoSVax. http://www.tik.ee.ethz.ch/ ~ddosvax/ .

in two ways: first we use an existing trace as background[3] DiBENDORFER T., WAGNER, A., AND PLATTNER, B. A

traffic, and second we do not restrict ourself to denial Framework for Real-Time Worm Attack Detection and Backbone

of service attacks. Trident, developed by Sommers etal ~ Monitoring. InIWCIP 2005(2005). N

[9] is another tool for generating malicious and benign [4 LAKHINA, A., CROVELLA, M., AND DIoT, C. Mining Anoma-

IP packet traffic traces. Benian traffic is generated us- lies Using Traffic Feature Distributions. IACM SIGCOMM

= p ot oy g | 9 iled 2005(2005).

ing app |gat|on-spe0| ic automat_a and a tool called Har- [5] LiPPMANN, R.. FRIED, D., GRAF, I.. HAINES, J..

poon,yvhmh was deve_loped earherl?ythe authors. Attack ™~ kenpaLL, K., MCCLUNG, D., WEBER, D., WEBSTER S..

traffic is generated with MACE, which was extended to WYSCHOGROD D., CUNNINGHAM, R., AND ZISSMAN, M.

Support 21 dlﬁerent attacks (eg' Welchla, teardropT Syn Evaluating Intrusion Detection Systems: The 1998 DARPA: Off
. . . line Intrusion Detection Evaluation. DARPA Information Sur-

fl?od) fkort t|h|s ;Nﬁlrll;.STrldint fo;uses r?In the evaIL||e_1t|ct>n vivability Conferencé2000)

Ot packet-leve stich as oo, W e our goal Is 1o [6] MCHuUGH, J. The 1998 Lincoln Laboratory IDS Evaluation. In

evaluate flow-based anomaly detection systems. Ir_1 CON- " RAID 2000(2000).

trast to NIDS, these systems do no.t r_ely on mdn_ndual 71 MIRKOVIC, J., WEI S., HUSSAIN, A., WILSON, B., THOMAS,

packet header or payload characteristics but on link- or ~ R., scHwag, S., RAHMY, S., CGHERTOV, R., AND REIHER, P.

host-level statistics such as flow or packet counts. DDoS benchmarks and experimenter’s workbench for the DE-
TER testbed. IAridentcom 20072007).

[8] RuPR A., DREGER H., FELDMANN, A., AND SOMMER, R.
6 Conclusion Packet trace manipulation framework for test labsIMEC 2004
(2004).
We have presented flame, an anomaly injection frame-[8] SOMMERS, J., YEGNESWARAN, V., AND BARFORD, P. A
. . framework for malicious workload generation. INC 2004
work that allows to combine recorded real traffic data (2004).
with synthetic ar_10malous traffic for evaluating statlsitlca_ 10] TEIXEIRA, R.. DUFFIELD, N. G.. REXFORD, J.. AND
anomaly deteCt_'On systems. Flam_e USES & CONStructivé * roygHan, M. Traffic matrix reloaded: Impact of routing
anomaly modeling approach that simulates the cause of changes. IPPAM 2005(2005).
an anomaly rather than its effects. We have describe@l1] waenEeRr, A., AND PLATTNER, B. Entropy based worm and
our anomaly injection methodology, which relies on two anomaly detection in fast IP networks.\MET ICE 20052005).
modification operations applied to existing background(12] Xu, K., ZHANG, Z.-L., AND BHATTACHARYYA, S. Profiling
traces: flow deletion and flow generation/merging. We Internet backbone traffic: behavior models and applicatioim
) : . SIGCOMM 20052005).
also presented a prototype implementation of flame, dis-



