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Absract

There have been m any sudi  es ofhe m anage-
m entofpersonalseces such asP N codespass
wodset i n amess contolm edhani ans The
leakage of personal seges i s one of he m ot
s gnificant pobl em s in acess ontol . To e
ducsudch i sksw e suggesta w ay ofautient cat
ingausom eswi houttand eni ng expl idtaus
bm erseaes Futhem orew e gi ve a sealfe on-
linefansad  on schem e based on our aaess mn-
tolm echani  sm .

N eedham gave an exam pl e of Personal dent fi-
ai on Num ber (PN)m anagem entf or banki ng
sysem s N ee97]hatpresened a way b contol

PN oodes ti  ngired us b devel op an aaess
ontolm odelf  orel edoni ctansad ons whid
enfoesa & drml e defini f on for personal se-
aetgeneat  on and m ainenance. W eexend it
b a paym entm odel . Our sthem e provi  des en-
hanaed pi vagy f or ausom ers non-  repudi ai on
ofai gin for he ausbm er oder and paym ent
fansad onsand proed on from personalseaet
leakage. Si nce itdoes notrel yon e herpubl ic
key aypbsysem s orauxi liary hardw are such as
chi p cads and readersi sdepl oym entwi hi nex-
id ngenvi onmensmul dbewms effed ve

*This wok i s suppoed i n pat by he EPSRC, under
grantnum berG R/ L95809 on Res lientSeauii M echani sm s
The viewsand cond usonsin hi s paper are hat oftie au-
toral one.

1 htoducbn

For user auheni  ai on, tadi 1 onal passw ords
o PN mdesae & Ilone ofhe m o com m on

m ehodsal tough hey are nobi oud y wul nema-
ble b atbadks Even sysem s wi h sophi 9 caed
sali y pobol s ofen em pl oy such aubent -
cat on poedures s  nce hey ae easy and f a-
m liar b users For hi S feason, m any sudi es
of personalseaet m anagem enthave been done,
likesengheni ngpasswods[ ALN 97]enhance-
ment of exi s ng passvod prooml s [BM 92,
BM 93] poed on for pool y chosen passw ods
[GLN S93}one- t m e password schem es [ H al94,
R ub96] ,and so on.

h acess ontol ,we have baons  derwho gen-
eraes seaes and who m ai ndi ns hem. Som e
banks generae ausbm elSPN aodes and send

hem b asbm eis Som eon-  line shops ak aus
bm ers b generae passw ords f orhel rsevi oes
and keep he passwodsi  n hel rdagbase. Li S

mm m on hat personalseaes are know n b s

vie provi deissudh asbanksoron-  line shopsas
shared seaes betv een he sewi e povi desand
asbm eis Buthere i snorason f orausom ers
b tust sewvi e piovi deshi  sisdangeous

N eedham gave a § m ple PN oode m anagem ent
shem e for banki ng sysems [ Nee97], whi ch
showsa di dmo e definiion ofPN geneat on
and m anagem ent The PN ades are gener
aed and m ai ni ned by cusom es hem sl ves
Thisidea can be a bas sforbui Iding a pi vag-
enhanceed fansad on modelwi h sti  dml e defi-
nit on.

Oneofhem ogf requent yaskedqued onin s



i i spooed on versus wg Li sagood i dea
b have al enai veswith hesamef und on at
differentl evel sofoostPubl  ickey aypbsysem s
provi de high anfident allyauheni @i on,ec
buthey equi  reapubl ickeyi nfrastuaure. For
som e applicat onsi ti snota propersol  ui on ©
adopta publ ic key aypbsysem because ofhe

st

There have been m any aem ps b use hash
fund ons aher tan publ ic key aypbsys
ems BM' sKiypoKni ghti ssuch an exam pl e
[MTvH Z92] Flom a user s peped ve, Kiyp-
DK ni ght provi  des sevi ces and f ad lit es whid
aevelys m ilarphose ofK etberos | N T94]and
based on he wel |-known N eedham -Schioeder
shem e [N S78],buti tuses hash f und ons and
M essage Autent cat on Codes(M AC9W ealso
use onl y one- way hash fund ons b bui Id an ac
ess ontolm echani sm and a paym ent m ech-
anism. Sine iti s based on hash cal ailat ons
and nonesherqui  rdi nfasudure i sligher
than tatofa publ ic key ayposysem ,o w hi ch
itan provi dealow cmdgal emaf  ve.

W ewildevel op aausom er oi ened tansad  on
m odeli n which personal seaes are genetaed

and m ainti ned by cusbm els tsuppos aus
bmerregi sat on bohi nabankandi nan on-
line shop,and a tansad on procedure betv een
treepi  ndpalsaausomer ,am edchantand a
bank.

2 AnayssofNeedham’ sExam pe

N eedham 5PN omdem anagem entsysem di  ffers
flom aurentATM sysemsi nhegenemaf on and
handling ofhe PN wmde. M o ATM sysem s
use enaypi on b poed ausom esSPN s The

deti Isvay f rom onebank bancher ,butm any
usevali ansofasysem oi  ginally devel oped by
BM ,i n which he PN i sdei ved from the ac
count num ber by enaypt on. Thati sPNsare
generaed by banks Thi smakesitdi ffiaul to
fresol ve di spues beiveen banks and thei r as
bm es[ And94].

h N eedham ’s proposal ,banks do notknow s
bmesPNsA PN odei s generakd by a aus
bm er hersel f, and i s not sbeed by he bank.
Fiom tebank’ spa ntofvi ew,hi sfeaur! iber

aesi tf om therrespons biliy f ori nemall eak-
age ofP N sand assurance oftei rfairandwl vy
fandom genemai on. Banks tus have a def  enee
againgan al legat on hathey negl igent y per
m ied he PN b beoom e know n.Forausom ers,
hey can obbi  n m ore pi vacy by generat
keepi ngthel rown PN sf orhem sl ves

ng and

N eedham 5 shem e i s desai bed under he as
sum pt on hat a ausbm er has a personal com -

puer and a cad wi €. Let H be a one-way
hash fund on.Toi nit alise he sthem g he s

bm erwii eson hecad a@ndom num ber rand
a hash H(n,b) ofhername n and dae ofbi
b. She wii s H(n,b) and H(r,pin) on a floppy

dikwherehe pinischosenbyhesel f.Sheten
tkes he floppy b he bank and says Pl eae
wonned H(r,pin) b my peonaldedi  Is H(n,b)

and m y acountnum ber 401608 80614874".

W hen a cash m achi ne aceps her cad, i treads
H(n,b) and r,woks out H{(r pin) where pin is
he PN as enered,and sends he val ue H(n,b)
and H(r,pin) b te bank. N oe hathe PN i S
never sentb he bank and as ris@andom i tan-
notbe eoovered f 1om  H(r,pin). The bank | ooks
up H(r,pin) and ifi ti sfound,be Bbl e yields
H{(n,b) forchedki ng asw el las he acountnum -
ber.

hhi sexam pleher ar tv o pi nd pal sand one
inem edi ak:a ausbm erand a bank are pii nd -
pals and an ATM isan inemedi ae. A bank-
ingtansad  on ispef om ed betv een a cusom er
and a bank,and auhent @i on procedures are
done by an ATM and a bank. The ATM dedks
heval idiyy ofacad hol derby PN enerd,he
bank checksaausom e  sinfom ai on and herac
countnum berby  H(r, pin).

The sepaai  on ofcapabi lity betveen pi  nd pals
is welldefined, but here i sno such separat on
beiveen he ausom er and he ATM . The as

sum pt on hathe PN i sneversentb he bank
even in enayped f om requi res he ausom er
tusshe ATM andi sopeabr .Them eofhe
ATM B m or i m potant han at present and a
false-em i nalabdk us  ng a conuped ATM i s
4 llposs bleH oweverhi sisinheenti ntheuse
ofm agnef csi p chnol ogy.

A rplay abk f or he pai r of hash val ues
(H(n,b), H(r,pin)) is poss ble on a com m unica-
ton line betveen an ATM and a bank. Fan
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abker Bkes he hash pai rfrom hel ine he
an repl ay hi spairon hesam el ineand be au-
hoi sed as a val id cusbm er by a bank. Si nece
he o val ues are al ways he sam e hey an
beused atanyt meby abkes W ewul d pre-
ventsuch atacks ofoourse,by i nsal lingat me-
vayi ngenaypi on orauheni i on m edhani sm
on te |l ine betveen he bank and ATM s H ow -
ever ,he bank woul d tenj oin he ATM indde
heasomer stdpei meer,and heval ue of
he stheme woul d be lot Agai ns repl ay at
aksweussanonef oread tansad on in our
paym entschem e.

3 The Res®nt On- he Transac-

bn Schem e

We onsud an on- line tansad on stheme
based on he anal yssin he pevi ous sed on.
W edefine hree proceduresf  oraaess contoland
eledoni ctansad onsarg daf on proedure,
atansad on procedur,and a seaet revocai  on
procedure. The pi nd palsin hese tansad ons
aeaausomer C,amerhant M,and abank B.
M erhansi nd ude hemetshoppi ng m allshook
<l leison-  line tavelagensnew s provi derset

W e desai be four procedures wi
flows h he probol desai

h bi ef probol
pt on,he noaf  on

Registration
Transaction
Secret-Revocation

D,| C Ky

nd palsand hei ri nef aces

A <= B sandsf orpiobol shbetveen A and B,
A— Bamesagefoom Ab B.Thesmbad :=
denokesan ass gnmentThenoai on (z,y)i she
ona@enal  on of z and y.Fi gure 1 showsthei n-
ef acesbetveen hepi ndpals

3.1 The regsrabn procedure

Letus assum e hata ausbm er has an aaount

wih abank.Theregi dai on proedure hasivo
sepsarg daf onwih abank andarg da-
fonwih amerhant Fi  155he ausom er gen-
emes a mndom num ber  r,,dhooses a seaet P,
and @l aulaes a hash C := H(n,b) ofhernam e

n and dae ofbi t 5. Fhe combi nat on of
n and b isnotsuf fidentbi dent fy a cusom er
flom ohers one m ay add m ore dehi led infor

maton. The usomerwi €S r, B,and C on a
diskeef orpi vaeusesay D.andwi es ¢ and
Kep := H(rp,p) on adiffeentdi skeef oreg s
faf on,say D,.Then shesends D, b the bank
B wit heracountnum ber  «,e. g.byreg sered
m ailor personaldel ively b a branch oftie bank.

W hen he diskee D, is e ved, he bank
m akesalink betv een heausbm e saacountand
K.p,and sends an acknow!| edgem entwi b a an-
dom b, badkk bheausbm er . The ausbm ersbres

b. on herpi vaedi kee D..Thisisherg s
taf on poedurwi h he bank.



Thergi dai on poedurwi t hem edhanti s
as follows The cusom er genelaes a rmndom

num ber r,,,soesi  ton herpi  vaedi ek D,
and hen sends he m erchanta di skee D, on-
& ning C and K, = H(rm,be,p) in he same
way as i n he above proecedure. Then he m er
chantregi  seishe ausom er sinfom af ononhis
dabbase,and sendsan adknow | edgem entwi b a
unique m ehantseaet  m. badk b he ausom er

m. isa uni quely issued val ue foreach cusomer
and willbeused f orveii ficai on ofbhe m emchant

in ansad ons by a bank. The cusbom er sbres

me on D.,ca alaes Ky = H(me, Ke), and
ends (C,m:) wih hem echantname M bthe
bank. Then te bank constuds K Wi m,
and K.,and adds K,,;, and M bheasomel s
infom at on.

h hi s poedur,§ ne we have not assum ed
seaure com m uni cat on pahs betveen he as
bm erand he m echanf  bank,we used phys @l
fand er of shared seaes by di skeke. fa =

are pah i savai lable such as SSL/ TLS [DA97]
orSSH [Y1096] we can repl ace di keetansd  er
by such apah.Asaf umeral emai vehe s
bmercan send K., bhemechanti n aphys
icaltansad on betveen her am attad and he

m ehanterm i nal.

Thus he ausom er can esqbl
wih a m edhantei

ish arl ai onship
herwhen shei son hem er

chant s prem i sesorwhen she has a seaure | ink
b e m echantorw hen tie bank i son-line. At
hesamet mehe awsomercoul d eshbl ish a

paym entl im if orhe m ehant( thoughweomiit

hededi Is).

h som ecases| iked osed usergoup sevi eshe

m erchant needs b auhent e he usomer s
eligibiliyf orhesevi e Dui nghergi sai  on

procedurehe m erchantcan requestappropti ae
infom ai on such asam em beshi p,ageec ,for

hevei fial on and povi ded ass fied sevi cesin
hetansad  on pocdure up b cusom esel igi-
bilit.

P roocol

C<— 1B

C: generaes  rp and p

calaulaes C := H(n,b) and K., := H(rs,p)
sores C, Bandr,ondiskee D.
sores C and K., ondiskee D,

C —+ B Dy, a

B: sores C and K. wrt a
generaesa random num ber b,

B — C: be

C: sores  b.on D,

C<—= M

C: generaes  ry,
soes M and r,,, ondiskee D.
cal aul as Kevm := H(rm,be,p)
soes C and K., Ondiskee D,

C — D,

M: generaes acoountf o Cwih K¢

generaesa random num ber  m.
M — C: Me

C: sores  m.on D,
cal aul aes Ky := H(K b, me)
C — B: C, M, m.
B: oonstuds Kms Wit m. and K.p

adds K., and M b C’sinfom af on

3.2 The ckntsofwv are dstbubn

ti sneessayf orheausom erbtusthed ient
sofvare she uses Thi  sdientsof tware can be
a plug-in forweb bowsesai  n-house progam ,
et ,and obai ned by downl oad, m ai Idel ivew,
or whasoever . Forsuch sof war e ped  fi-
cat on shoul d be publ icand anyone can provi  de
it h heoy,he ausom er coul d im plem enthe
softvae f or hesel f, 0 she can ws her code

and doesnotneed b ons dermalidous ad on
orcom prom i seduti ngdownload.h pad  ceshe
hasbobdi n he sof waref om vendos she can
tust W hoever hie code provi deri si tshoul dbe

guataneed hat he acode does not conti nma-
lid ous and emoneous awode. The way b aci eve
proper veli  ficai on isa contoves aland i ner

ed ngopi cand 0i swseddi o bui on.Ne -

heri sam ain foaus ofour paper

3.3 The ransacbn procedure

Thetansad on procedurei sasfodlowsW hen a
asbm er wans b m ake a tansad on, she es
abl ishesamnned on bhem edhantbyi  nvok-
ing hed ientsof ware Thi s sof ivae asks he
ausbm er o ype he seqet p,and esabl ishes



a onned on! b he m ethant Then he m er
chant generaes a tansad on ident fier ¢ and
s£nds i thak b he ausom er . Thisvalueisa
none f or prevent ng from repl ay atks and
itoond ss of tansad on t medag and a se-

fi alnum ber . Af erreadi  ng he mndom num ber
rm flom hedi skee D.besof waea alaes
H(t,Kem),and sends  (C), H(t, K.»)) D he mer

chant tshoul d be guamaneed hat he d ient
progam does not send he ausbm er seaet po
he m erchant

Them erchantl ooksup hi sdaabasewi t searth-
ing key C,and cheks val idiy of H (¢, K.n,) for
ausom erautent it on. Fi  ti sval id,hem er
dantal wlaes H(t, me, Kepn),and sendsi to
he ausbom erwi h an aknow! edgem ent Af €r
aacept ng he adknow! edgem ent e cusbm er
checkshe hash val  uewih m, form erhantau-
hent cai on.

W hen te ausom er m akes an oder ,the mer
chant requess her b pay,and sends a paym ent

seii alnum ber y and paym entam ount «.Theaus
bm er generaes a nonce ne, @ alaes Ty =
H(t,y, u, Kmp, Kep),and confim s paym ento he

m ehantby sendi  ng (C, B, a, u, y, ne, Tems ). The
m erhant asks he bank B bd earhe am ount
by sendi ng (M,C,a,u,t,y,ne, Tems). b Tomp 1S
ored, he bank tansf es he money b he

m echantwi h an acknow!| edgem ent 2 ind uding
H(ne,be, Kep). Theval ue H(n.,b., K.) isused by
he m ehant b generae an adknow| edgem ent
f ketf orhe cusbom er . The bank has b sbe
Temp'shati thasrecei ved fora pre- defined pe-
i od in oder b dekd repl ays h aurent aedi t
cad sysem s he m erhant m ugt request hat
hebankd earfansad onswihi naged fied pe-

1The seaure conned on isnotnecessai |y requi red, s noe
wehave hesoes K., and K,,;. fwe have a seaure | ink
betv een e cusbm erand he m erchanthe tansad onid¢
al 0 can be used as a shared seaet

2fwearebomns deradopi nghi sschemeinbexi s ng
sysem si ti sdui nghi smoneytansd ersagehatwewoul d
ovel ay ourm echani sms There i susual ly an inem edi ae
cedi tcad com pany and he m erchant s bank betv een he
aisom ef sbank and he m erchant Transad ondeaingis
donevi a hi spah.There are tv o tpi clauhent caf on sys
emsford eai ng:oneuses s gnaure m echani  an s betv een
banks and aedi tcad com pani esthe oher uses segetkey
m echanism s betveen hem . h boh cases such an i nfras-
tudure i s alrady used f or banks and cedi tcad com pa-
niesbutm erchans and cusbm ers are noti n hei rnetvok.

fhey exend he i nfrastudure b al lausom ersand m er
chans he cot wi I1be enom ous and such exens on m ay
notbesai  ghf oward. fourschem ei sadopedwi hi nthei r
infrastudure,no addi f onali nvesm enti s needed.

i od fom hetansad  on dae -such as 21 days

in UEPSVISA COPAC And92]-chewi e pay-
m entw illnotbe m ade. The sbrage of Temp does
notrequi e mud resoure. Af  erecei ving be
adknow | edgem entf om the bank,he m erchant

al alaes Time := H(t, u, Kem, H(ne, be, Kep)) and
sends hi s val ue asan adknow!| edgem entb he
ausbm er .The ausbm ercheds hi sval uewhi ch
can be used as a proofofhe purchase oder and

ofa proofofpaym enti n caxe ofdi spue.

W em ay oonddera f alse m echantwhowans
cause pobl em s for he ralm erhantby ki ng
oders and notdel ivei ng. Si ne 7.,, ONA NS
Kme,he annotgai n monetai ly. Futhem ore,

he hasb send 7., condi ning K., bak b e
ausbm er ,s0 hathe ausom er can chedk he el -
igibiliy ofhe m echant Such a f alse m emchant

cannotsepi  nb he mnsad on.
P roocol
C = M: v ceinvoaai onviadientsof ware
M: generaesa fansad onid ¢
M= C: t
C: al aulaes H(t, Kem)
C— C H(t, Kem)
M: cheks H(t, Kem)
cal aul aes H(t, me, Kem)
M= C: H(t,me, Kem)
C = M: m akes an order
M= C: Yy, u
C: genemksa nonee  n.
cal alaes Temp := 1"’[(t7 y, u, Ko, I(cb)
C = M: C,B,a,u,y,nc, Temp
M — B: M, Cra,u, t,y,ne, Tems

B: d’led(S Tcmb
cal aul aes H(ne, be, Ke)

B = M: H(ne,be, Kep)
tand esthem oney ofam ount
M: cal aulaes Tyme := H (b, u, Kem, H(ne, be, Keb))
M= C: Tome
C: dheks Tome

3.4 Thesecret revocabn procedure

W hen a ausbm er wans b change her seaet

she has b send previ oudy used i nfom at on
wih a new seaet W e suggest a way of re-

vocat on and updak of seaes he ausbm er

sends a nonee n, wihh C' b he bank,hen he
bank sends bak T, = H(ny, Ke). The as
bmer chedks T, i fitis valid, she requess



b updae her shared i nfom af on by sendi ng
(C, H(np, Kep, be) @ K., H(K,,,np)), Where K,
is he new seaet I he ausbm er wans

b change p as well, she caan do i tin the
sam e pocedure, but does not have b. W hen

H(ny, Kep, be) is comed he bank dhanges he
asom ef sinfom ai on. Si mial yhe cusom er
an dhange heri nfom af on in am echantby us
ing Thne := H(nm, Kem) and (C, H(np, Kem, me)
K, H(K,  ny,)whee n,isanoneand K,
is he new seaet Fhe ausom er cannot re-

m em ber her previ ous i nfom af on,bhei nfom a-
f on cannot be revoked on-  ling and he revoca-

f on shoul d be done i n off-line com m unicat on
w ih boh te bank and he m erchant

P robcol
C<— 1B
C — B: C,ne
B = C: Tye := H(np, Kep)
C: cheks Tie
generaesthe new seaet K;b
C = B: C, H(np, Koo, be) & Koy, H(K Ly, 1)
B: cheks H(ny, Kcp,be) and H(Kéb, ny)
updaes C's seqet
B — C: ack
C—= M
C = M: C,nm
M= C: Tpe = H(nm, Kem)
C: cheks Tine
generaesthe new seaet K;m
C — M: C,H(nn“[(cwumc) @ [(;wuH([(;mvnm)

M: cheks H (nm, Kem, me) and H(Kém,nm)
updaes C's seqet
M — C: ack

4 D scussbn

h geneal ,PN wdes ar genermed by banks

and passwods f or sevi ces ae mai ngi ned by
senvi e provi ders hough hey are generaed by

NV e users Personalseaes| ikePN codesare

notpoeced by separat on ofdut,and i s ae-

aesa sswii ¥ gap. W e showed how b tand er
respons  biliy f or seaes b cusbm ers i n a prc
f calsysem . Cusbm ers genefae and m ai ngai n

hei rpersonalseaetb acess a sewi e Asatre
althe sevi @ provi deri sless exposed b he

m ainenance of cusbm ers seaet dab. There

ae no a 1 cal ausbm er seaes on he sewi ®
provi derf ss de.

Tom inim ke com m unicat on wssof f-line tans
ad ons ae pref emed i n som e cases To m ake
fansad ons of f-line,one hasb be abl e b post
pone procedures betv een hie m erchant and he

bank f or somet m e and e proof of purthase
hasb be i ssued b he acusbom er when te pur
chasei sm adeAf errecel  ving 7¢.,,s flom te aus
bm er hem edhantan i  ssue H (¢, u, Kem, Tems)
as he proofofpurthase,and he tansad on be-
tv een he ausbm erand he m erchanti sdone.h
hi s ase, he m erchantdoes nothave a guaran-

eef om hebank,s noetherei snoom m unica-
f onwih hebank.Asi naentof f-linetansac

f onsus ng a cheque and cheque guaranee card,
wean sstachi  n oedi tlimitf orsuc tans
ad ons and guarantee he m echant hi S m oney.
The m erchantcannotrequesta di fferentam ount
ofm oneybbank f rom teamounti n 7,9 nce
Temp ONBI NS K.p,and boh he ausbom erand he
bank willhave a hash quanum @nhgi ning he
am ount v.Theausom eri  sal so proeced.

Exid ngeledoni chanki ng sysem skeep afil eof
m erhant cusbm er ipl esforauhoi  sed ans
ad ons Thus te sbrage of Tempy Willnotbe a
probl em in pad ce hdeed,] imi ng he ans
ad on benefid ai es is an i m poant contol of
fraud,and des bl e in he case ofof f-line m er
chant tansad ons h ef feqourshemeal Ilows
new merchansbbergi sered qui &l ybutonl 'y
provi ded he ausom er , he m exhant and he
bank are al lon- line atonce.

As an alemnai ve of hash f und ons for our
shem e, we coul d use M essage Auhent it on
Codes (M ACg) Dui ng he egi sai  on proce-
dure,pii  ndpals share seqes K., betveen te
ausbm er and te bank, and K. bewveen te
ausbm er and he m erchant W hen we adopta

M AC ér he sthem e hese seaes can be used
askeysf orhe M AC withoutf umheref fot By
he naure ofM ACshashed val ues can be seen
only by key sharers B uti tdoesnothel p reduce
he com pl exi ¥ ofhe schem e.

Thissthem e provi desnon- repudi af on ofboh or
dei ng and paym ent A m erhant cannot m ake
afasstmansad on wihoutacusomer spat d-



pai on,because he does nothave he cusom er S
saetsuch as K and K. Since a ausom er
has b send a m exhant be hash Temp Ofa pay-
mentid and herpi vae i nfom at on regi sered
in he bank,be ausom er annot deny hat he
tansad on wasdone by her .Forboh pii
am echantand a ausom er  ,hey cannotf
fansad on by deni alf orhe ansad on.

nd pals
oge a

One of he undel vying ideas is a ausbm er
oi ened tansad  on;aausom erpl  aysa cental
ol ein ssf ng up el ai ons b a bank and m er
chansand m aki ng tansad  ons and keeps her

seaes agai ngoherpi  ndpals Coa luson be
tveen a bank and a m echanti s notso hel pful
inhi sm odel.

5 Sum m ary and Fuure W ork

W e piovi ded a scal able and res lientaaess oon-
tolsthem e based onl y on hash f und ons pre-
sened appl icai ons b el edoni ¢ paym ent and
gave a di suss on of he sheme. Si nce hi s
shem e doesnotshare he ausom e sseaetwi h
eiter he bank or he m edhant we can de-

vel op pii vagy- enhanced and ausbm er  oii ened
fansad ons As he sthem e does not depl oy a
lage publ ickeyi nfrasudure,he i m plem ent-
t on wmgtan bel owerhan convent  onalsthem es
such as SET [ VM 97] Our sthem e can be ap-
pliedbheexi do ngpaym enti nfastucduewi  h
am inim um ofchange.

W e consder appl icat ons ofour schem e. Paper
based paym ensus ngadequeared Ilpopul ar,
but expens ve for banks b proeess An on- line
eledoni ¢ cheque c@an be a sysem hat @ans

fesf unds from the payer s bank acountb he
payee' s bank acount at he 1 m e he tansac
fon ekespl ace Ourshemei sal s appliable
here,by repl  ad ng he m echantwi  h he payee
wit sui 8bl e m odifiai ons One can al s on-
s dersophi o caed of f-line feaures such as de-
fered paym ent bound ng deques et El  ec
oni ccheque ansad  ons are a bpi ¢ off uure
w oK.
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