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Abstract

Traditionalfile systemdevelopmentis difficult. Stack-
ablefile systemspromiseto easethe developmentof file
systemsby offeringa mechanismfor incrementaldevelop-
ment. Unfortunately, existing methodsoften requirewrit-
ing complex low-level kernelcodethat is specificto a sin-
gleoperatingsystemplatformandalsodifficult to port.

We proposea new language,FiST, to describestackable
file systems.FiST usesoperationscommonto file system
interfaces.Froma singledescription,FiST’scompilerpro-
ducesfile systemmodulesfor multipleplatforms.Thegen-
eratedcodehandlesmany kerneldetails,freeingdevelopers
to concentrateon themainissuesof theirfile systems.

This paperdescribesthe design, implementation,and
evaluationof FiST. We extendedfile systemfunctionality
in a portableway without changingexisting kernels. We
built severalfile systemsusingFiST on Solaris,FreeBSD,
andLinux. Ourexperienceswith theseexamplesshowsthe
following benefitsof FiST: averagecodesize over other
stackablefile systemsis reducedtentimes;averagedevel-
opmenttimeis reducedseventimes;performanceoverhead
of stackingis 1–2%.

1 Introduction

File systemshave provento beusefulin enrichingsystem
functionality. Theabstractionof folderswith files contain-
ing datais naturalfor usewith existing file browsers,text
editors,and other tools. Modifying file systemsbecame
a popularmethodof extendingnew functionality to users.
However, developingfile systemsis difficult andinvolved.
Developersoftenuseexisting codefor native in-kernelfile
systemsasa startingpoint[15, 23]. Suchfile systemsare
difficult to write andportbecausethey dependonmany op-
eratingsystemspecifics,andthey oftencontainmany lines
of complex operatingsystemscode,asseenin Table1.

User-level file systemsareeasierto developandportbe-
causethey resideoutsidethe kernel[16]. However, their

Media Common Avg. Code Size
Type File System (C lines)
HardDisks UFS,FFS,EXT2FS 5,000–20,000
Network NFS 6,000–30,000
CD-ROM HSFS,ISO-9660 3,000–6,000
Floppy PCFS,MS-DOS 5,000–6,000

Table1: CommonNative Unix File SystemsandCodeSizesfor
EachMedium

performanceis poordueto theextracontext switchesthese
file systemsmustincur. Thesecontext switchescanaffect
performanceby asmuchasanorderof magnitude[26, 27].

Stackablefile systems[19] promiseto speedfile system
developmentby providing an extensiblefile systeminter-
face. This extensibility allows new featuresto be added
incrementally. Severalnew extensibleinterfaceshavebeen
proposedanda few have beenimplemented[8, 15, 18, 22].
To improveperformance,thesestackablefile systemswere
designedto run in the kernel. Unfortunately, usingthese
stackableinterfacesoftenrequireswriting lots of complex
C kernelcodethat is specificto a singleoperatingsystem
platformandalsodifficult to port.

More recently, we introduceda stackabletemplatesys-
temcalledWrapfs[27]. It easesupfile systemdevelopment
by providing somebuilt-in supportfor commonfile system
activities. It alsoimprovesportability by providing kernel
templatesfor several operatingsystems. While working
with Wrapfsis easierthanwith otherstackablefile systems,
developersstill haveto write kernelC codeandportit using
theplatform-specifictemplates.

In previous approaches,performanceand portability
couldnotbeachievedtogether. To performwell, afile sys-
temshouldrun in thekernel,notatuserlevel. Kernelcode,
however, is muchmoredifficult to write andport thanuser-
level code. To easethe problemsof developingandport-
ing stackablefile systemsthatperformwell, we proposea
high-level languageto describesuchfile systems.There
arethreebenefitsto usinga language:
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1. Simplicity: A file systemlanguagecan provide fa-
miliar higher-level primitivesthatsimplify file system
development. The languagecanalsodefinesuitable
defaults automatically. Thesereducethe amountof
codethat developersneedto write, and lessentheir
needfor extensive knowledgeof kernelinternals,al-
lowing evennon-expertsto developfile systems.

2. Portability: A languagecandescribefile systemsus-
ing an interfaceabstractionthat is commonto oper-
atingsystems.The languagecompilercanbridgethe
gapsamongdifferentsystems’interfaces.Fromasin-
gledescriptionof afile system,wecouldgeneratefile
systemcodefor different platforms. This improves
portability considerably. At the sametime, however,
the languageshouldallow developersto take advan-
tageof system-specificfeatures.

3. Specialization: A languageallowsdevelopersto cus-
tomizethefile systemto theirneeds.Insteadof having
onelargeandcomplex file systemwith many features
thatmaybeconfiguredandturnedon or off, thecom-
piler canproducespecial-purposefile systems.This
improvesperformanceandmemoryfootprint because
specializedfile systemsincludeonly necessarycode.

This paperdescribesthe designandimplementationof
FiST, a File SystemTranslator languagefor stackablefile
systems.FiST lets developersdescribestackablefile sys-
temsat a high level, usingoperationscommonto file sys-
tem interfaces.With FiST, developersneedonly describe
the corefunctionality of their file systems.The FiST lan-
guagecodegenerator, fistgen, generateskernelfile system
modulesfor several platformsusing a single description.
We currentlysupportSolaris,FreeBSD,andLinux.

To assist fistgen with generatingstackablefile sys-
tems,we createda minimal stackablefile systemtemplate
calledBasefs.Basefsaddsstackingfunctionality missing
from systemsandrelievesfistgenfrom dealingwith many
platform-dependentaspectsof file systems. Basefsdoes
not requirechangesto the kernelor existing file systems.
Its main function is to handlemany kerneldetailsrelating
to stacking. Basefsprovidessimple hooksfor fistgento
insertcodethatperformscommontasksdesiredby file sys-
tem developers,suchasmodifying file dataor inspecting
file names.Thatway, fistgencanproducefile systemcode
for any platformwe port Basefsto. The hooksalsoallow
fistgento includeonly necessarycode,improving perfor-
manceandreducingkernelmemoryusage.

We built several examplefile systemsusingFiST. Our
experienceswith theseexamplesshows thefollowing ben-
efits of FiST comparedwith otherstackablefile systems:
averagecodesizeis reducedten times; developmenttime
is reducedseventimes;performanceoverheadof stacking
is lessthan2%,andunlikeotherstackingsystems,thereis
no performanceoverheadfor nativefile systems.

Our focusin this paperis to demonstratehow FiST sim-
plifiesthedevelopmentof file systems,provideswrite-once
run-anywhere portability acrossUNIX systems,and re-
ducesstackingoverheadthroughfile systemspecialization.
Therestof thispaperis organizedasfollows. Section2 de-
tails thedesignof FiST, anddescribestheFiST language,
fistgen,and Basefs. Section3 discusseskey implemen-
tation andportability details. Section4 describesseveral
examplefile systemswritten usingFiST. Section5 evalu-
atestheeaseof development,theportability, andtheperfor-
manceof our file systems.Section6 surveys relatedwork.
Finally, Section7 concludesandexploresfuturedirections.

2 Design

FiST is a high level languageproviding a file systemab-
straction. Figure 1 shows the hierarchyfor different file
systemabstractions. At the lowest level residefile sys-
temsnativeto theoperatingsystem,suchasdiskbasedand
network basedfile systems.They areat the lowest level
becausethey interactdirectly with device drivers. Above
native file systemsare stackablefile systemssuchas the
examplesin Section4, aswell asBasefs. Thesefile sys-
temsprovide a higherabstractionthannative file systems
becausestackablefile systemsinteractonly with otherfile
systemsthroughawell definedvirtual file systeminterface
(VFS)[11]. The VFS providesvirtual nodes(vnodes),an
abstractionof files acrossdifferentfile systems.However,
boththeselevelsaresystemspecific.

Basefs templates

FiST Language

Low-Level File Systems (UFS, NFS, etc.)

(lofs, cryptfs, aclfs, unionfs, etc.)
Stackable (VFS) File Systems

Figure1: FiST StructuralDiagram. Stackablefile systems,in-
cludingBasefs,areat theVFS level, andareabove low-level file
systems.FiST descriptionsprovide a higherabstractionthanthat
providedby theVFS.

At thehighestlevel, we definetheFiST language.FiST
abstractsthedifferentvnodeinterfacesacrossdifferentop-
eratingsystemsintoasinglecommondescriptionlanguage,
becauseit is easierto write file systemsthisway. Wefound
that while vnodeinterfacesdiffer from systemto system,
they sharemany similar features. Our experienceshows
that similar file systemconceptsexist in other non-Unix
systems,andour stackingwork canbe generalizedto in-
clude them. Therefore,we designedthe FiST language
to be asgeneralaspossible:we mirror existing platform-
specific vnode interfaces,and extend them through the
FiST languagein a platform independentway. This al-
lowsusto modify vnodeoperationsandtheargumentsthey
passin an arbitrary way, providing greatdesignflexibil-
ity. At thesametime, this abstractionmeansthatstackable
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file systemscannoteasilyaccessdevicedriversandcontrol,
for example,block layoutof files on disksandtheexisting
structureof meta-data(inodes).

FiST doesnot requirethatapplicationsbechanged.The
default behavior of producedcodemaintainscompatibility
with existing file systemAPIs. FiST doesallow, however,
thecreationof special-purposefile systemsthatcanextend
new functionalityto applications.

fistgen

Stackable File System Sources

Basefs Templates

FiST Input File

Figure2: FiSTOperationalDiagram.FistgenreadsaFiST input
file, andwith the Basefstemplates,producessourcesfor a new
file system.

The overall operationof the FiST systemis shown in
Figure2. Thefigureillustrateshow thethreepartsof FiST
work together:theFiSTlanguage,fistgen,andBasefs.File
systemdeveloperswrite FiST input files to implementfile
systemsusing the FiST language.Fistgen, the FiST lan-
guagecodeparserand file systemcodegenerator, reads
FiST input files that describethe new file system’s func-
tionality. Fistgenthenusesadditionalinputfiles,theBasefs
templates. Thesetemplatescontain the stackingsupport
codefor eachoperatingsystemandhooksto insertdevel-
oper code. Fistgencombinesthe functionality described
in the FiST input file with the Basefstemplates,andpro-
ducesnew kernelC sourcesasoutput. The latter imple-
mentthe functionality of the new file system.Developers
can, for example,write simple FiST codeto manipulate
file dataand file names. Fistgen,in turn, translatesthat
FiSTcodeinto C codeandinsertsit at theright placein the
templates,alongwith any additionalsupportcodethatmay
berequired.Developerscanalsoturn on or off certainfile
systemfeatures,andfistgenwill conditionallyincludecode
thatimplementsthosefeatures.

2.1 A Quick Example: Snoopfs

To illustratethe FiST developmentprocess,we contrastit
with traditionalfile systemdevelopmentmethodsusinga
simple examplesimilar to Watchdogs[2]. Supposea file
systemdeveloperwantsto write afile systemthatwill warn
of any possibleunauthorizedaccessto users’files. The
main ideais thatonly the files’ owneror the root userare
allowedaccess.Any otheruserwhomightbeattemptingto
find files thatbelongto anotheruser, would normallygeta
“permissiondenied”errorcode.However, thesystemdoes
not producean alert whensuchan attemptis made. This
new snoopingfile system(Snoopfs)will log thesefailed
attempts.

Theoneplacewheresucha checkshouldbemadeis in
the lookup routinethat is usedto find a file in a directory.
To do sowithout FiST, thedeveloperhasto do thefollow-
ing:

1. locateanoperatingsystemwith availablesourcesfor
onefile system

2. readandunderstandthecodefor thatfile systemand
any associatedkernelcode

3. makeacopy of thesources,andcarefullymodify them
to includethenew functionality

4. compile the sourcesinto a new file system,possibly
rebuilding a new kernelandrebootingthesystem

5. mountthenew file system,test,anddebugasneeded

After completingthis,thedeveloperis left with onemod-
ified file systemfor oneoperatingsystem.Theamountof
codethathasto bereadandunderstoodrangesin thethou-
sandsof lines(Table1). Theprocesshasto berepeatedfor
eachnew port to a new platform. In addition,changesto
native file systemareunlikely to beacceptedby operating
systemmaintainers,and have to be maintainedindepen-
dently.

In contrast,the normal procedurefor developingcode
with FiST is:

1. write thecodein FiST once
2. runfistgenon theinputfile
3. compile the producedsourcesinto a loadablekernel

module,andloadit into a runningsystem
4. mountthenew file system,test,anddebugasneeded

Debuggingcodecanbeturnedon in FiSTto assistin the
developmentof the new file system. Thereis no needto
have kernelsourcesor be familiar with them; thereis no
needto write or port codefor eachplatform; andthereis
no needto rebuild or rebootthe kernel. Furthermore,the
samedevelopercanwrite Snoopfsusingasmallnumberof
linesof FiST code:

%op:lookup:postcall �
if ((fistLastErr() == EPERM ||

fistLastErr() == ENOENT) &&
$0.owner != %uid && %uid != 0)

fistPrintf("snoopfs detected access by uid %d, �
pid %d, to file %s � n", %uid, %pid, $name);�

This shortFiST codeinsertsan “if ” statementafter the
normalcall to the lookup routine. The codechecksif the
previous lookup call failed with oneof two particularer-
rors, who the owner of the directoryis, who the effective
runninguseris, andthendecideswhetherto print thewarn-
ing message.

ThissingleFiSTdescriptionis portable,andcanbecom-
piledoneachplatformthatwehaveportedour templatesto
(currentlythree).
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2.2 The File System Model

A FiST-producedfile systemrunsin thekernel,asseenin
Figure3. FiSTfile systemsmirror thevnodeinterfaceboth
above and below. The interfaceto userprocessesis the
systemcall interface.FiST doesnot changeeitherthesys-
temcall interfaceor thevnodeinterface.Instead,FiST can
changeinformationpassedandreturnedthroughthe inter-
faces.

A userprocessgenerallyaccessesa file systemby exe-
cutinga systemcall, which trapsinto thekernel. Theker-
nel VFS thentranslatesthe systemcall to a vnodeopera-
tion, andcalls the correspondingfile system. If the latter
is a FiST-producedfile system,it maycall anotherstacked
file systembelow. Oncethe executionflow hasreached
the lowestfile system,errorcodesandreturnvaluesbegin
flowing upwards,all theway to theuserprocess.

System Call

Interface

user process

Vnode

Interface

Vnode

Interface

system calls
mount() data
ioctl() data

file system data,
operations, and
error codes.

Kernel
and error codes.
file system data

Usererror codes

Lower File System

Virtual File System (VFS)

FiST−produced file system

Figure3: Informationandexecutionflow in a stackablesystem.
FiST doesnot changethesystemcall or vnodeinterfaces,but al-
lows for arbitrarydataandcontroloperationsto flow in bothdi-
rections.

In FiST, we model a file systemas a collection of
mounts,files, and userprocesses,all running underone
system.Severalmounts, mountedinstancesof file systems,
can exist at any time. A FiST-producedfile systemcan
accessandmanipulatevariousmountsand files, dataas-
sociatedwith them,their attributes,andthe functionsthat
operateon them. Furthermore,the file systemcanaccess
attributesthat correspondto the run-timeexecutionenvi-
ronment: the operatingsystemand the userprocesscur-
rentlyexecuting.

Information(both dataandcontrol) generallyflows be-
tweenuserprocessesandthemountedfile systemthrough
the systemcall interface. For example, file data flows
betweenuserprocessesand the kernelvia the read and
write systemcalls. Processescan pass specific file

systemdata using the mount systemcall. In addition,
mountedfile systemsmay returnarbitrary (even new) er-
ror codesbackto userprocesses.

SinceaFiST-producedstackablefile systemis thecaller
of otherfile systems,it hasa lot of controloverwhattran-
spiresbetweenit and the onesbelow through the vnode
interface.FiST allows accessto multiple mountsandfiles.
Eachmountor file mayhave multiple attributesthatFiST
canaccess.Also, FiST candeterminehow to applyvnode
functions on each file. For maximum flexibility , FiST
allows the developer full control over mountsand files,
their data, their attributes,and the functionsthat operate
on them; they may be createdor removed, dataand at-
tributescanbechanged,andfunctionsmaybeaugmented,
replaced,reordered,or evenignored.

Ioctls (I/O Controls)havebeenusedasanoperatingsys-
tem extensionmechanismas they canexchangearbitrary
informationbetweenuserprocessesandthekernel,aswell
as in betweenfile systemlayers,without changinginter-
faces.FiST allows developersto definenew ioctls andde-
finetheactionsto takewhenthey areused;thiscanbeused
to createapplication-specificfile systems.FiST alsopro-
videsfunctionsfor portablecopying of ioctl databetween
userandkernelspaces.For example,our encryptionfile
system(Section4.1)usesanioctl to setcipherkeys.

Traditionalstackablefile systemscreatea single linear
stackof mounts,eachonehiding theonefile systembelow
it. Moregeneralstackingallowsfor atree-likemountstruc-
ture,aswell asfor direct accessto any layer[8, 18]. This
interestingaspectof stackablefile systemsis called fan-
ning, asshown in Figure4. A fan-outallows themounted
file systemto accesstwo or more mountsbelow. A fan-
out is useful for example in replicated, load-balancing,
unifying[15], or cachingfile systems[22].

$1

$0 $0

$1 $2

X

Y Y Z

X

Fan-OutFan-In

Figure4: Fanningin stackablefile systems

A fan-in allows a processto accesslower level mounts
directly. This canbe usefulwhenfastaccessto the lower
level datais needed.For example,in anencryptionfile sys-
tem,a backuputility canbackupthedatafaster(andmore
securely)by accessingtheciphertext files in thelowerlevel
file system.If fan-in is not used,the mountedfile system
will overlay the mounteddirectorywith the mountpoint.
An overlaymounthidesthe lower level file system.This
canbeusefulfor somesecurityapplications.For example,
our ACL file system(Section4.2) hidescertainimportant
files from normalview andis ableto controlwho canma-
nipulatethosefilesandhow.
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2.3 The FiST Language

The FiST languageis a high-level languagethat usesfile
systemfeaturescommonto several operatingsystems.It
providesfile systemspecificlanguageconstructsfor sim-
plifying file systemdevelopment. In addition, FiST lan-
guageconstructscanbeusedin conjunctionwith additional
C codeto offer thefull flexibility of asystemprogramming
languagefamiliar to file systemdevelopers.Theability to
integrateC andFiST codeis reflectedin thegeneralstruc-
tureof FiST input files. Figure5 shows thefour mainsec-
tionsof a FiST inputfile.

% �
1 C Declarations

% �
2 FiSTDeclarations

%%
3 FiSTRules

%%
4 AdditionalC Code

Figure5: FiSTGrammarOutline

The FiST grammarwas modeledafter yacc[9] input
files,becauseyaccis familiar to programmersandthepur-
posefor eachof its four sections(delimited by “%%”)
matcheswith four differentsubdivisionsof desiredfile sys-
tem code: raw includedheaderdeclarations,declarations
that affect the producedcodeglobally, actionsto perform
whenmatchingvnodeoperations,andadditionalcode.

C Declarations (enclosedin “ � % % � ”) areusedto in-
cludeadditionalC headers,definemacrosor typedefs,list
forward function prototypes,etc. Thesedeclarationsare
usedthroughouttherestof thecode.

FiST Declarations defineglobal file systemproperties
thataffect theoverall semanticsof theproducedcodeand
how a mountedfile systemwill behave. Theseproperties
areusefulbecausethey allow developersto makecommon
globalchangesin a simplemanner. In this sectionwe de-
clareif thefile systemwill beread-onlyor not,whetheror
not to includedebuggingcode,if fan-in is allowedor not,
andwhatlevel (if any) of fan-outis used.

FiSTDeclarationscanalsodefinespecialdatastructures
usedby therestof thecodefor thisfile system.Wecande-
fine mount-timedatathatcanbepassedwith themount(2)
systemcall. A versioningfile system,for example,canbe
passeda numberindicatingthe maximumnumberof ver-
sionsto allow perfile. FiSTcanalsodefinenew errorcodes
thatcanbereturnedto userprocesses,for the latter to un-
derstandadditionalmodesof failure. For example,anen-
cryptionfile systemcanreturna new errorcodeindicating
thatthecipherkey in usehasexpired.

FiST Rules defineactionsthat generallydeterminethe
behavior for individualfiles. A FiSTrule is apieceof code
thatexecutesfor aselectedsetof vnodeoperations,for one

operation,or even a portion of a vnodeoperation. Rules
allow developersto controlthebehavior of oneor morefile
systemfunctionsin aportablemanner. TheFiSTrulessec-
tion is theprimarysection,wheremostof theactionsfor the
producedcodearewritten. In thissection,for example,we
canchooseto changethe behavior of unlink to rename
the target file, so it might be restoredlater. We separated
the declarationsandrulessectionsfor programmingease:
developersknow thatglobaldeclarationsgo in theformer,
andactionsthataffect vnodeoperationsgo in thelatter.

Additional C Code includesadditionalC functionsthat
might be referencedby codein the restof the file system.
We separatedthis sectionfrom the rulessectionfor code
modularity:FiSTrulesareactionsto takefor agivenvnode
function,while theadditionalC codemaycontainarbitrary
codethatcouldbecalledfrom anywhere.Thissectionpro-
vides a flexible extensionmechanismfor FiST-basedfile
systems.Codein thissectionmayuseany basicFiSTprim-
itives(discussedin Section2.3.1)whicharehelpful in writ-
ing portablecode.We alsoallow developersto write code
that takesadvantageof system-specificfeatures;this flexi-
bility, however, mayresultin non-portablecode.

The remainderof this sectionintroducesthe FiST lan-
guageprimitives,the variousparticipantsin a file system
(suchasfiles, mounts,andprocesses),their attributesand
how to extendthemandstorethempersistently, andhow to
control the executionflow in a file system.The examples
in Section4 arealsohelpful becausethey further illustrate
theFiST language.

2.3.1 FiST Syntax

FiST syntaxallows referencingmountedfile systemsand
files, accessingattributes, and calling FiST functions.
Mount referencesbegin with $vfs, while file references
usea shorter“$” syntaxbecausewe expectthemto appear
moreoften in FiST code. Referencesmaybe followedby
a nameor numberthat distinguishesamongmultiple in-
stances(e.g.,$1, $2, etc.) especiallyusefulwhenfan-out
is used(Figure4). Attributesof mountsandfilesarespeci-
fiedby appendingadot andtheattributenameto therefer-
ence(e.g.,$vfs.blocksize, $1.name, $2.owner,
etc.) The scopeof thesereferencesis the currentvnode
functionin which they areexecuting.

Thereis only one instanceof a runningoperatingsys-
tem. Similarly, thereis only oneprocesscontext executing
that the file systemhasto be concernedwith. Therefore
FiSTneedonly referto theirattributes.Theseread-onlyat-
tributesaresummarizedin Table2. Thescopeof all read-
only “%” attributesis global.

FiST codecancall FiST functionsfrom anywherein the
file system,someof whichareshown in Table3. Thescope
of FiST functions is global in the mountedfile system.
Thesefunctionsform a comprehensive library of portable
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Global Meaning
%blocksize nativedisk blocksize
%gid effectivegroupID
%pagesize nativepagesize
%pid processID
%time currenttime (secondssinceepoch)
%uid effectiveuserID

Table2: GlobalRead-OnlyFiST Variables

routinesusefulin writing file systems.Thenamesof these
functionsbegin with “fist.” FiST functionscantake a vari-
able numberof arguments,omit someargumentswhere
suitabledefaultsexist, andusedifferenttypesfor eachar-
gument. Theseare true functionsthat canbe nestedand
mayreturnany singlevalue.

Function Meaning
fistPrintf print messages
fistStrEq stringcomparison
fistMemCpy buffer copying similar
fistLastErr getthelasterrorcode
fistSetErr setthereturnerrorcode
fistReturnErr returnanerrorcodeimmediately
fistSetIoctlData setioctl valueto passto a userprocess
fistGetIoctlData getioctl valuefrom auserprocess
fistSetFileData write arbitrarydatato a file
fistGetFileData readarbitrarydatafrom a file
fistLookup find afile in a directory
fistReaddir reada directory
fistSkipName hidea nameof a file in a directory
fistOp executeanarbitraryvnodeoperation

Table3: A sampleof FiST functionsusedin this paper

Each mount and file has attributes associatedwith it.
FiST recognizescommonattributesof mountedfile sys-
temsandfiles that aredefinedby the system,suchasthe
name,owner, last modificationtime, or protectionmodes.
FiST also allows developersto definenew attributesand
optionally storethempersistently. Attributesareaccessed
by appendingthenameof theattributeto themountor file
reference,with asingledotin between,muchthesameway
thatC dereferencesstructurefield names.For example,the
native block sizeof a mountedfile systemis accessedas
$vfs.blocksize andthenameof a file is $0.name.

FiST allows usersto createnew file attributes. For ex-
ample,an ACL file systemmay wish to addtimed access
to certainfiles. Thefollowing FiST Declarationcandefine
thenew file attributesin sucha file system:

per_vnode �
int user; /* extra user*/
int group; /* extra group*/
time_t expire; /* accessexpiration time*/�

;

With the above definition in place,a FiST file system
mayreferto theadditionaluserandgroupwhoareallowed

to accessthe file as $0.user and$0.group, respec-
tively. Theexpirationtime is accessedas$0.expire.

Theper vnode declarationdefinesnew attributesfor
files, but thoseattributesareonly kept in memory. FiST
alsoprovidesdifferentmethodsto define,store,andaccess
additionalattributespersistently. This way, a file system
developerhasthe flexibility of decidingif new attributes
needonly remainin memoryor savedmorepermanently.

For example,anencryptingfile systemmaywantto store
anencryptionkey, cipherID, andInitializationVector(IV)
for eachfile. Thiscanbedeclaredin FiST using:

fileformat SECDAT �
char key[16]; /* cipherkey */
int cipher; /* cipherID */
char iv[16]; /* initialization vector*/�

;

Two FiST functionsexist for handlingfile formats:fist-
SetFileDataandfistGetFileData.Thesetwo routinescan
storepersistentlyandretrieve (respectively) additionalfile
systemand file attributes, as well as any other arbitrary
data. For example,to save the cipher ID in a file called
.key, use:

int cid;
/* setcipherID */
fistSetFileData(".key", SECDAT, cipher, cid);

The above FiST function will producekernel code to
open the file named“.key” and write the value of the
“cid” variableinto the“cipher” field of the“SECDAT” file
format, as if the latter hadbeena datastructurestoredin
the“.key” file.

Finally, the mechanismfor adding new attributes to
mountsis similar. For files, thedeclarationis per vnode
while for mountsit is per vfs. The routinesfistSetFile-
Data andfistGetFileDatacanbe usedto accessany arbi-
trarypersistentdata,for bothmountsandfiles.

2.3.2 Rules for Controlling Execution and Informa-
tion Flow

In theprevioussectionswe consideredhow FiST cancon-
trol theflow of informationbetweenthevariouslayers.In
this sectionwe describehow FiST cancontrol the execu-
tion flow of variousoperationsusingFiSTrules.

FiST doesnot changetheinterfacesthatcall it, because
suchchangeswill notbeportableacrossoperatingsystems
andmay requirechangingmany userapplications. FiST
thereforeonly exchangesinformationwith applicationsus-
ing existing APIs (e.g., ioctls) andthosespecificapplica-
tionscanthenaffect change.

ThemostcontrolFiST file systemshave is over thefile
system(vnode)operationsthat executein a normalstack-
ablesetting. Figure6 highlightswhat a typical stackable
vnodeoperationdoes:(1) find thevnodeof thelower level
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mount, and (2) repeatthe sameoperationon the lower
vnode.

int fsname_getattr(vnode_t *vp, args...)�
int error;
vnode_t *lower_vp = get_lower(vp);

/* (1) pre-call codegoeshere */
/* (2) call sameoperation on lower file system*/
error = VOP_GETATTR(lower_vp, args...);
/* (3) post-callcodegoeshere */
return error;�

Figure6: A skeletonof typicalkernelC codefor stackablevnode
functions.FiSTcancontrolall threesectionsof everyvnodefunc-
tion: pre-call,post-call,andthecall itself.

The examplevnode function receives a pointer to the
vnodeon which to apply the operation,and other argu-
ments.First, thefunctionfindsthecorrespondingvnodeat
thelower level mount.Next, thefunctionactuallycallsthe
lower level mountedfile systemthrougha standardVOP *
macrothatappliesthesameoperation,but on thefile sys-
tem correspondingto the type of the lower vnode. The
macrousesthelower level vnode,andtherestof theargu-
mentsunchanged.Finally, thefunctionreturnsto thecaller
the statuscodewhich the lower level mountpassedto the
function.

Therearethreekey partsin any stackablefunction that
FiST can control: the code that may run before calling
the lower level mount(pre-call),thecodethatmayrun af-
terwards(post-call),andthe actualcall to the lower level
mount. FiST caninsertarbitrarycodein the pre-calland
post-callsections,aswell asreplacethecall partitself with
anythingelse.

By default, thepre-callandpost-callsectionsareempty,
andthe call sectioncontainscodeto passthe operationto
the lower level file system. Thesedefaultsproducea file
systemthat stackson anotherbut doesnot changebehav-
ior, and that was designedso developersdo not have to
worry aboutthebasicstackingbehavior—only abouttheir
changes.

For example,a usefulpre-callcodein anencryptionfile
systemwould be to verify the validity of cipherkeys. A
replicationfile systemmay insertpost-callcodeto repeat
the samevnodeoperationon otherreplicas.A versioning
file systemcould replacethe actualcall to remove a file
with acall to renameit; anexampleFiSTcodefor thelatter
might be:

%op:unlink:call �
fistRename($name, fistStrAdd($name, ".unrm"));�

Thegeneralform for aFiST rule is:

�	��
������������������������� ��
"!�� � ���$#"� � (1)

Table4 summarizesthepossiblevaluesthata FiST rule
canhave. Callsetdefinesa collectionof operationsto op-
erateon. Optypefurtherdefinesthe call setto a subsetof
operationsor asingleoperation.Part definesthepartof the
call that the following coderefersto: pre-call,call, post-
call, or the nameof a newly definedioctl. Finally, code
containsany C codeenclosedin braces.

Call Sets
op to referto a singleoperation
ops to referto all operations
readops to referto nonstatechangingoperations
writeops to referto statechangingoperations

Operation Types
all all operations
data operationsthatmanipulatefile data
name operationsthatmanipulatefile names
Therestof theoperationtypesspecifyoneof the
following vnodeoperations:create,getattr, l/stat,
link, lookup,mkdir, read,readdir, readlink,rename,
rmdir, setattr, statfs,symlink,unlink, andwrite.

Call Part
precall partbeforecalling thelowerfile system
call theactualcall to thelowerfile system
postcall partaftercalling thelowerfile system
ioctl nameof anewly definedioctl

Table4: PossibleValuesin FiSTRules

2.3.3 Filter Declarations and Filter Functions

FiST file systemscanperformarbitrarymanipulationsof
the datathey exchangebetweenlayers. The most useful
andat the sametime mostcomplex datamanipulationsin
a stackablefile systeminvolve file dataandfile names.To
manipulatethemconsistentlywithout FiST or Wrapfs,de-
velopersmustmake carefulchangesin many places. For
example, file data is manipulatedin read, write, and all
of the MMAP functions;file namesalsoappearin many
places:lookup,create,unlink, readdir, mkdir, etc.

FiST simplifiesthetaskof manipulatingfile dataor file
namesusingtwo typesof filters. A filter is a function like
Unix shellfilters suchassedor sort: they take someinput,
andproducepossiblymodifiedoutput.

If developersdeclarefilter:data in their FiST file,
fistgenlooks for two datacoding functions in the Addi-
tionalC Codesectionof theFiSTFile: encode data and
decode data. Thesefunctionstake an input datapage,
andan allocatedoutputpageof the samesize. Develop-
ersareexpectedto implementthesecodingfunctionsin the
Additional C Codesectionof theFiST file. Thetwo func-
tionsmustfill in theoutputpageby encodingor decoding
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it appropriatelyandreturna successor failurestatuscode.
Our encryptionfile systemusesa datafilter to encryptand
decryptdata(Section4.1).

With the FiST declarationfilter:name, fistgenin-
sertscode and calls to encodeor decodestrings repre-
sentingfile names.The file namecodingfunctions(en-
code name anddecode name) take an input file name
stringandits length. They mustallocatea new stringand
encodeor decodethefile nameappropriately. Finally, the
codingfunctionsreturnthe numberof bytesin the newly
allocatedstring, or a negative error code. Fistgeninserts
codeat the caller’s level to free the memoryallocatedby
file namecodingfunctions.

Using FiST filters, developerscan easily producefile
systemsthat perform complex manipulationsof data or
namesexchangedbetweenfile systemlayers.

2.4 Fistgen

Fistgenis theFiST languagecodegenerator. Fistgenreads
in aninput FiST file, andusingtheright Basefstemplates,
producesall the files necessaryto build a new file system
describedin theFiST input file. Theseoutputfiles include
C file systemsourcefiles, headers,sourcesfor userlevel
utilities, anda Makefile to compilethemon thegivenplat-
form.

Fistgenimplementsa subsetof the C languageparser
anda subsetof theC preprocessor. It handlesconditional
macros(suchas#ifdef and#endif). It recognizesthebegin-
ning of functionsafter the first setof declarationsandthe
endingof functions.It parsesFiST tagsinsertedin Basefs
(explainedin thenext section)usedto markspecialplaces
in the templates. Finally, fistgenhandlesFiST variables
(beginningwith $ or %) andFiST functions(suchasfist-
Lookup)andtheir arguments.

After parsingan input file, fistgenbuilds internal data
structuresandsymbol tablesfor all the keywordsit must
handle. Fistgenthen readsthe templates,and generates
output files for eachfile in the templatedirectory. For
eachsuchfile, fistgeninsertsneededcode,excludesunused
code,or replacesexisting code. In particular, fistgencon-
ditionally includeslargeportionsof codethatsupportFiST
filters: codeto manipulatefile dataor file names.It also
producesseveralnew files (includingcomments)usefulin
the compilationfor the new file system:a headerfile for
commondefinitions,andtwo sourcefilescontainingauxil-
iary code.

Thecodegeneratedbyfistgenmaycontainautomatically
generatedfunctions that are necessaryto supportproper
FiST function semantics.EachFiST function is replaced
with one true C function—not a macro, inlined code, a
block of codestatements,or any featurethat may not be
portableacrossoperatingsystemsandcompilers.While it
might havebeenpossibleto useothermechanismssuchas

C macrosto handlesomeof the FiST language,it would
haveresultedin unmaintainableandunreadablecode.One
of the advantagesof the FiST systemis that it produces
highly readablecode. Developerscaneven edit that code
andaddmorefeaturesby hand,if they sochoose.

Fistgenalso producesreal C functions for specialized
FiSTsyntaxthatcannotbetrivially handledin C.Forexam-
ple, thefistGetIoctlDatafunctiontakesargumentsthatrep-
resentnamesof datastructuresandnamesof fieldswithin.
A C function cannotpasssucharguments;C++ templates
wouldbeneeded,but weoptedagainstC++to avoid requir-
ing developersto know anotherlanguage,becausemodern
Unix kernelsarestill written in C, andto avoid interoper-
ability problemsbetweenC++ producedcodeandC pro-
ducedcodein a runningkernel. Preprocessormacroscan
handledatastructurenamesandnamesof fields,but they
do not have exact or portableC function semantics. To
solve this problem,fistgenreplacescalls to functionssuch
asfistGetIoctlDatawith automaticallygeneratedspecially
namedC functionsthat hard-codethe namesof the data
structuresandfieldsto manipulate.Fistgengeneratesthese
functionsonly if neededandonly once.

2.5 Basefs

Basefs is a template system which was derived from
Wrapfs[27]. It providesbasicstackingfunctionality with-
out changingotherfile systemsor the kernel. To achieve
this functionality, the kernel must supportthreefeatures.
First, in eachof theVFS datastructures,Basefsrequiresa
field to storepointersto datastructuresat the layerbelow.
Second,new file systemsshouldbeableto call VFS func-
tions.Third, thekernelshouldexport all symbolsthatmay
be neededby new loadablekernelmodules.The last two
requirementsareneededonly for loadablekernelmodules.

% & ' ( ) '

EXT2FS

* + , + - . /
0 1 2 3 4 5 4 3
6 2 7 2 8 4 3
9 : + / . ; . /

< ) '

Figure7: WhereBasefsfits insidethekernel

Basefshandlesmany of theinternaldetailsof operating
systems,thusfreeingdevelopersfrom dealingwith kernel
specifics.Basefsprovidesa stackinglayer that is indepen-
dent from the layersabove andbelow it. Figure7 shows
this. Basefsappearsto theupperVFS asa lower level file
system. Basefsalsoappearsto file systemsbelow it asa
VFS. All thewhile, Basefsrepeatsthesamevnodeopera-
tion on thelower level file system.

Basefsperformsall datareadingandwriting on whole
pages.Thissimplifiesmixing regularreadsandwriteswith
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memory-mappedoperations,andgivesdevelopersa single
paged-basedinterfaceto work with. Currently, file systems
derived from Basefsmanipulatedatain whole pagesand
maynot changethedatasize(e.g.,compression).

To improveperformance,Basefscopiesandcachesdata
pagesin its layer and the layersbelow it.1 Basefssaves
memoryby cachingat the lower layer only if file datais
manipulatedandfan-inwasused;thesearetheusualcon-
ditionsthatrequirecachingat eachlayer.

Basefsis different from Wrapfs in four ways. First,
substantialportions of code to manipulatefile data and
file names,aswell asdebuggingcodearenot includedin
Basefsby default. Theseareincludedonly if the file sys-
temneedsthem. By includingonly codethat is necessary
we generateoutput codethat is more readablethancode
with multi-nested#ifdef/#endif pairs. Conditionally
includingthiscodealsoresultedin improvedperformance,
asreportedin Section5.3. Matchingor exceedingtheper-
formanceof otherlayeredfile systemswasoneof the de-
signgoalsfor Basefs.

Second,Basefsaddssupportfor fan-outfile systemsna-
tively. This codeis alsoconditionallyincluded,becauseit
is morecomplex thansingle-stackfile systems,addsmore
performanceoverhead,and consumesmore memory. A
completediscussionof theimplementationandbehavior of
fan-outfile systemsis beyondthescopeof this paper.

Third, Basefsincludes(conditionallycompiled)support
for many other featuresthat hadto be written by handin
Wrapfs. This addedsupportcan be thought of as a li-
brary of commonfunctions: opening,readingor writing,
andthenclosingarbitraryfiles; storingextendedattributes
persistently;user-level utilities to mountandunmountfile
systems,aswell asmanipulateioctls; inspectingandmod-
ifying file attributes,andmore.

Fourth,Basefsincludesspecialtags thathelpfistgenlo-
cate the proper placesto insert certain code. Inserting
codeat the beginning or the end of functions is simple,
but in somecasesthe code to add has to go elsewhere.
For example, handling newly definedioctls is done (in
the basefs ioctl vnode function) at the end of a C
“switch” statement,right beforethe“default:” case.

3 Implementation

We implementedthe FiST systemin Solaris,Linux, and
FreeBSDbecausethesethreeoperatingsystemsspanthe
most popularmodernUnix platformsand they are suffi-
ciently different from eachother. This forced us to un-
derstandthe genericproblemsin addition to the system-
specificproblems.Also, we hadaccessto kernelsources
for all threeplatforms,which proved valuableduring the

1Heidemannproposeda solution to the cachecoherency problem
througha centralizedcachemanager[6]. His solution,however, required
modificationsto existingfile systemsandtherestof thekernel.

developmentof our templates.Finally, all threeplatforms
supportloadablekernelmodules,which spedup thedevel-
opmentanddebuggingprocess.Loadablekernelmodules
area conveniencein implementingFiST; they arenot re-
quired.

Theimplementationof Basefswassimpleandimproved
on previously reportedefforts[27]. No changeswere re-
quiredto eitherSolarisor FreeBSD.No changesto Linux
wererequiredif usingstaticallylinkedmodules.To usedy-
namicallyloadablekernelmodulesunderLinux, only three
lines of codewerechangedin a headerfile. This change
waspassiveanddid not haveany impacton theLinux ker-
nel.

Theremainderof this sectiondescribestheimplementa-
tion of fistgen. FistgentranslatesFiST codeinto C code
which implementsthefile systemdescribedin theFiST in-
put file. Thecodecanbecompiledasa dynamicallyload-
ablekernelmoduleor staticallylinkedwith akernel.In this
sectionwe describethe implementationof key featuresof
FiST thatspanits full rangeof capabilities.

We implementedread-onlyexecutionenvironmentvari-
ables(Section2.3.1) suchas%uid by looking for them
in one of the fields from struct cred in Solaris or
struct ucred in FreeBSD. The VFS passesthese
structuresto vnode functions. The Linux VFS simpli-
fiesaccessto credentialsby readingthat informationfrom
the disk inode and into the in-memory vnode structure,
struct inode. SoonLinux wefind UID andothercre-
dentialsby referencinga field directly in the inodewhich
theVFS passesto us.

Mostof thevnodeattributeslistedSection2.3.1aresim-
ple to find. OnLinux they arepartof themainvnodestruc-
ture.OnSolarisandFreeBSD,however, wefirst performa
VOP GETATTR vnodeoperationto find them,andthenre-
turn theappropriatefield from thestructurethatthegetattr
functionfills.

Thevnodeattribute“name”wasmorecomplex to imple-
ment,becausemostkernelsdonotstorefile namesafterthe
initial namelookuproutinetranslatesthenameto a vnode.
OnLinux, implementingthevnodenameattributewassim-
ple,becauseit is partof astandarddirectoryentrystructure,
dentry. On SolarisandFreeBSD,however, we addcode
to thelookupvnodefunctionthatstorestheinitial file name
in the privatedataof the vnode. That way we canaccess
it asany othervnodeattribute,or any otherper-vnodeat-
tribute addedusingtheper vnode declaration.We im-
plementedall otherfieldsdefinedusingtheper vfs FiST
declarationin a similar fashion.

TheFiSTdeclarationsdescribedin Section2.3affect the
overall behavior of the generatedfile system. We imple-
mentedtheread-onlyaccessmodeby replacingthecall part
of every file systemfunction that modifiesstate(suchas
unlink andmkdir) to returnthe error code“read-onlyfile
system.” We implementedthe fan-in mount style by ex-
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cludingcodethatusesthemounteddirectory’s vnodealso
asthemountpoint.

Theonly difficult partof implementingtheioctl dec-
larationand its associatedfunctions,fistGetIoctlDataand
fistSetIoctlData(Section2.2), was finding how to copy
data betweenuser spaceand kernel space. Solaris and
FreeBSDusethe routinescopyin andcopyout; Linux 2.3
usescopy from user andcopy to user.

The last complex feature we implementedwas the
fileformat FiST declarationand the functions used
with it: fistGetFileDataandfistSetFileData(Section2.3.1).
Considerthissmallcodeexcerpt:

fileformat fmt � datastructure;
�

fistGetFileData( file, fmt, field, out);

First, we generatea C datastructurenamedfmt. To im-
plementfistGetFileData,we openfile, readasmany bytes
from it as the sizeof the datastructure,map thesebytes
ontoa temporaryvariableof the samedatastructuretype,
copy the desiredfield within that datastructureinto out,
closethefile, andfinally returnaerror/successstatusvalue
from the function. To improve performance,if fileformat
relatedfunctionsare called several times inside a vnode
function, we keepthe file they refer to openuntil the last
call thatusesit.

Fistgen itself (excluding the templates) is highly
portable,andcanbe compiledon any Unix system. The
totalnumberof sourcelinesfor fistgenis 4813.Fistgencan
processeach1KB of templatedatain under0.25seconds
(measuredon thesameplatformusedin Section5.3).

4 Examples

This sectiondescribesthe designand implementationof
several samplefile systemswe wrote usingFiST. The ex-
amplesgenerallyprogressfrom thosewith a simpleFiST
designto thosewith amorecomplex design.Eachexample
introducesa few moreFiST features.

1. Cryptfs: is anencryptionfile system.

2. Aclfs: addssimpleaccesscontrollists.

3. Unionfs: joins thecontentsof two file systems.

Theseexamplesareexperimentalandintendedto illus-
trate the kinds of file systemsthat can be written using
FiST. We illustrate and discussonly the more important
partsof theseexamples—thosethatdepictkey featuresof
FiST. Whenever possible,we mentionpotentialenhance-
mentsto ourexamples.Wehopeto convincereadersof the
flexibility andsimplicity of writing new file systemsusing
FiST. An additionalexample,Snoopfs,was describedin
Section2.1.

4.1 Cryptfs

Cryptfs is a strong encryptionfile system. It usesthe
Blowfish[21] encryption algorithm in Cipher Feedback
(CFB) mode[20]. We usedonefixed Initialization Vector
(IV) andone128-bitkey permountedinstanceof Cryptfs.
Cryptfs encryptsboth file dataandfile names. After en-
cryptingfile names,Cryptfsalsouuencodesthemto avoid
charactersthatareillegal in file names.Additional design
andimportantdetailsareavailableelsewhere[26].

The FiST implementationof Cryptfs shows threeaddi-
tional features: file dataencoding,using ioctl calls, and
usingper-VFSdata.Cryptfs’sFiST codeusesall four sec-
tionsof a FiST file. Someof themoreimportantcodefor
Cryptfsis:

% �
#include <blowfish.h>
%
�

filter:data;
filter:name;
ioctl:fromuser SETKEY � char ukey[16];

�
;

per_vfs � char key[16];
�
;

%%
%op:ioctl:SETKEY �

char temp_buf[16];
if (fistGetIoctlData(SETKEY, ukey, temp_buf)<0)
fistSetErr(EFAULT);

else
BF_set_key(&$vfs.key, 16, temp_buf);�

%%
unsigned char global_iv[8] = �

0xfe,0xdc,0xba,0x98,0x76,0x54,0x32,0x10
�
;

int cryptfs_encode_data(const page_t *in,
page_t *out)�

int n = 0; /* blowfishvariables*/
unsigned char iv[8];

fistMemCpy(iv, global_iv, 8);
BF_cfb64_encrypt(in, out, %pagesize,

&($vfs.key), iv, &n,
BF_ENCRYPT);

return %pagesize;�
...

The above exampleomits the call to decodedataand
thecallsto encodeanddecodefile namesbecausethey are
similar in behavior to dataencoding. Cryptfs definesan
ioctl namedSETKEY, usedto set128-bitencryptionkeys.
We wrotea simpleuser-level tool which promptsthe user
for a passphraseandsendsanMD5-hashof it to thekernel
usingthis ioctl. WhentheSETKEY ioctl is called,Cryptfs
storesthe(cipher)key in theprivateVFS datafield “key”,
to beusedlater.

Thereareseveralpossibleextensionsto Cryptfs: storing
per-file or per-directorykeys in auxiliary files that would
otherwiseremainhiddenfrom users’view, muchthesame
asAclfs does(Section4.2.);usingseveraltypesof encryp-
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tion algorithms,anddefiningmountflagsto selectamong
them.

4.2 Aclfs

Aclfs allowsanadditionalUID andGID to shareaccessto
a directoryasif they weretheownerandgroupof thatdi-
rectory. Aclfs shows threeadditionalfeaturesof FiST: dis-
allowing fan-in (moresecure),usingspecialpurposeaux-
iliary files, and hiding files from users’view. The FiST
codefor Aclfs usestheFiST DeclarationsandFiST Rules
sections:

fanin no;
ioctl:fromuser SETACL � int u; int g;

�
;

fileformat ACLDATA � int us; int gr;
�
;

%%
%op:ioctl:SETACL �

if ($0.owner == %uid) �
int u2, g2;
if (fistGetIoctlData(SETACL, u, &u2) < 0 ||

fistGetIoctlData(SETACL, g, &g2) < 0)
fistSetErr(EFAULT);

else �
fistSetFileData(".acl", ACLDATA, us, u2);
fistSetFileData(".acl", ACLDATA, gr, g2);��

else
fistSetErr(EPERM);�

%op:lookup:postcall �
int u2, g2;
if (fistLastErr() == EPERM

&&
fistGetFileData(".acl", ACLDATA, us, u2)>=0
&&
fistGetFileData(".acl", ACLDATA, gr, g2)>=0
&&
(%uid == u2 || %gid == g2))

fistLookup($dir:1, $name, $1,
$dir:1.owner, $dir:1.group);�

%op:lookup:precall �
if (fistStrEq($name, ".acl") &&

$dir.owner != %uid)
fistReturnErr(ENOENT);�

%op:readdir:call �
if (fistStrEq($name, ".acl"))
fistSkipName($name);�

Whenlookingupafile in adirectory, Aclfs firstperforms
thenormalaccesschecks(in lookup). We insertpostcall
codeafter the normal lookup that checksif accessto the
file wasdeniedandif anadditionalfile named.acl exists
in that directory. We then readone UID and GID from
the.acl file. If theeffective UID andGID of thecurrent
processmatchthoselisted in the.acl file, we repeatthe
lookupoperationontheoriginally looked-upfile, but using
theownershipandgroupcredentialsof theactualownerof
thedirectory. We mustusetheowner’s credentials,or the
lowerfile systemwill deny our request.

The.acl file itself is modifiableonly by thedirectory’s
owner. We accomplishthis by usinga specialioctl. Fi-
nally, wehide.acl files from anyonebut theirowner. We
insertcodein thebeginningof lookupthatreturnstheerror
“no suchfile” if anyoneother than the directory’s owner
attemptedto lookup theACL file. To completethehiding
of ACL files, we skip listing .acl files whenreadingdi-
rectories.

Aclfs shows the full setof argumentsto the fistLookup
routine. In order, the five argumentsare: the directoryto
lookupin, thenameto lookup,thevnodeto storethenewly
lookedup entry, andthecredentialsto performthelookup
with (UID andGID, respectively).

Thereareseveralpossibleextensionsto this implemen-
tation of Aclfs. Insteadof using the UID andGID listed
in the.acl file, it cancontainan arbitrarily long list of
userandgroupIDs to allow accessto. The.acl file may
alsoincludesetsof permissionsto deny accessfrom, per-
hapsusingnegative integersto distinguishthemfrom ac-
cesspermissions.Thegranularityof Aclfs canbemadeon
a per-file basis;for eachfile = , accesspermissionscanbe
readfrom afile . = .acl, if oneexists.

4.3 Unionfs

Unionfs joins the contentsof two file systemssimilar to
the union mounts in BSD-4.4[15] and Plan 9[17]. The
two lowerfile systemscanbeconsideredtwo branchesof a
stackablefile systemtree.Unionfsshowshow to mergethe
contentsof directoriesin FiST, andhow to definebehav-
ior on a setof file systemoperations.The FiST codefor
Unionfs usesthe FiST DeclarationsandFiST Rulessec-
tions:

fanout 2;
%%
%op:lookup:postcall �

if (fistLastErr() == ENOENT)
fistSetErr(fistLookup($dir:2, $name));�

%op:readdir:postcall �
fistSetErr(fistReaddir($dir:2, NODUPS));�

%delops:all:postcall �
fistSetErr(fistOp($2));�

%writeops:all:call �
fistSetErr(fistOp($1));�
Normallookupwill try thefirst lowerfile systembranch

($1). We add codeto lookup in the secondbranch($2)
if the first lookup did not find the file. If a file exists in
both lower file systems,Unionfswill usetheonefrom the
first branch.Normaldirectoryreadingis augmentedto in-
cludethecontentsof thesecondbranch,but settingaflagto
eliminateduplicates;thatway files thatexist in bothlower
file systemsarelisted only once. Sincefiles may exist in
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both branches,they mustbe removed (unlink, rmdir, and
rename)from all branches.Finally wedeclarethatall writ-
ing operationsshouldperformtheir respective operations
only on thefirst branch;this meansthatnew files arecre-
atedin the first branchwherethey will be found first by
subsequentlookups.

Thereareseveralotherissuesfile systemsemanticsand
especiallyconcerningerror propagationand partial fail-
ures,but thesearebeyond the scopeof this paper. Exten-
sionsto our Unionfs include larger fan-outs,maskingthe
existenceof a file in $2 if it was removed from $1, and
ioctls or mountoptionsto decidetheorderof lookupsand
writing operationson theindividual file systembranches.

5 Evaluation

We evaluatethe effectivenessof FiST usingthreecriteria:
codesize,developmenttime, andperformance.We show
how codesize is reduceddramaticallywhen using FiST,
andthe correspondingimprovementsin developmentand
portingtimes. We alsoshow thatperformanceoverheadis
small andcomparableto otherstackingwork. We report
resultsbasedon thefour examplefile systemsdescribedin
this paper: Snoopfs,Cryptfs, Aclfs, andUnionfs. These
weretestedon threedifferentplatforms:Linux 2.3,Solaris
2.6,andFreeBSD3.3.

5.1 Code Size

Codesizeis onemeasureof thedevelopmenteffort neces-
saryfor a file system.To demonstratethesavings in code
sizeachievedusingFiST, we comparethenumberof lines
of codethatneedto bewrittento implementthefour exam-
ple file systemsin FiST versusthreeotherimplementation
approaches:writing C codeusinga stand-aloneversionof
Basefs,writing C codeusingWrapfs,andwriting the file
systemsfrom scratchaskernelmodulesusingC. In partic-
ular, wefirst wroteall four of theexamplefile systemsfrom
scratchbeforewriting themusingFiST. For theseexample
file systems,theC codegeneratedfrom FiST wasidentical
in size(modulowhite-spacesandcomments)to the hand-
written code. We choseto includeresultsfor both Basefs
andWrapfsbecausethe latter wasreleasedlast year, and
includescodethatmakeswriting somefile systemseasier
with WrapfsthanBasefsdirectly.

When countinglines of code,we excludedcomments,
emptylines,and%% separators.For Cryptfswe excluded
627 linesof C codeof theBlowfish encryptionalgorithm,
sincewe did not write it. Whencountinglinesof codefor
implementingthe examplefile systemsusing the Basefs
and Wrapfsstackabletemplates,we excludecodethat is
partof thetemplatesandonly countcodethatis specificto
thegivenexamplefile system.We thenaveragedthecode

sizesfor the threeplatformswe implementedthe file sys-
temson: Linux 2.3, Solaris2.6, andFreeBSD3.3. These
resultsareshown in Figure8. For reference,weincludethe
codesizesof BasefsandWrapfsandalsoshow thenumber
of linesof coderequiredto implementWrapfsin FiST and
Basefs.
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Figure8: Averagecodesizefor variousfile systemswhenwritten
in FiST, writtengiventheBasefsor Wrapfstemplates,andwritten
from scratchin C.

Figure 8 shows large reductionsin code size when
comparingFiST versuscodehand-writtenfrom scratch—
generallywriting tensof lines insteadof thousands.We
alsoincluderesultsfor the two templates.Sizereductions
for thefour examplefile systemsrangefrom a factorof 40
to 691, with an averageof 255. We focus thoughon the
comparisonof FiSTversusstackabletemplatesystems.As
Wrapfs representsthe most conservative comparison,the
figureshows for eachfile systemtheadditionalnumberof
lines of codewritten usingWrapfs. The smallestaverage
codesizereductionin usingFiST versusWrapfsor Basefs
acrossall four file systemsrangesfrom a factorof 1.3 to
31.1;theaveragereductionrateis 10.5.

Figure8 suggeststwo sizereductionclasses.First,mod-
erate(5–6times)savingsareachievedfor Snoopfs,Cryptfs,
andAclfs. The reasonfor this is that somelines of FiST
codefor thesefile systemsproducetenor morelinesof C
code,while othersresultin almosta one-to-onetranslation
in termsof numberof lines.

Second,the largestsavingsappearedfor Unionfs,a fac-
tor of 28–33times. The reasonfor this is that fan-outfile
systemsproduceC codethat affectsall vnodeoperations;
eachvnode operationmust handlemore than one lower
vnode. This additionalcodewasnot part of the original
Wrapfsimplementation,andit is not usedunlessfan-outs
of two or morearedefined(to save memoryandimprove
performance).If we excludethe codeto handlefan-outs,
Unionfs’s addedC codeis still over 100 lines producing
savings of a factorof 7–10. FreeBSD’s Unionfs is 4863
lines long, which is 50% larger than our Unionfs (3232
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lines). FreeBSD’s Unionfs is 2221lines longerthantheir
Nullfs, while oursis only 481lineslongerthanourBasefs.2

Figure 8 shows the codesizesfor each platform. The
savings gainedby FiST aremultiplied with eachport. If
we sumup the savings for the above threeplatforms,we
reachreductionfactorsrangingfrom 4 to over 100 times
whencomparingFiST to codewritten usingthetemplates.
This aggregatedreductionfactorexceeds750 timeswhen
comparingFiST to C codewritten from scratch.Themore
portsof Basefsexist, the betterthesecumulative savings
wouldbe.

5.2 Development Time

Estimatingthetime to developkernelsoftwareis very dif-
ficult. Developers’experiencecanaffect this time signifi-
cantly, and this time is generallyreducedwith eachport.
In this sectionwe report our own personalexperiences
given thesefile systemexamplesand the threeplatforms
weworkedwith; thesefiguresdonot representacontrolled
study. Figure9 shows thenumberof dayswe spentdevel-
opingvariousfile systemsandportingthemto threediffer-
entplatforms.
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Figure9: Averageestimatedreductionin developmenttime

We estimatedthe incrementaltime spentdesigning,de-
veloping,anddebuggingeachfile system,assuming8 hour
work days,andusingour sourcecommit logs andchange
logs. We estimatedthe time it took us to developWrapfs,
Basefs,andthe examplefile systems.Thenwe measured
the time it took us to develop eachof thesefile systems
usingtheFiST language.

Formostfile systems,incrementaltimesavingsareafac-
tor of 5–15becausehandwriting C codefor eachplatform
canbe time consuming,while FiST providesthis aspart
of the basetemplatesandthe additionallibrary codethat
comeswith Basefs.For Cryptfs,however, therearenotime
savingsperplatform,becausethevastmajorityof thecode
for Cryptfs is in implementingthe four encodingandde-
codingfunctions,which areimplementedin C codein the

2Unfortunately, the stackinginfrastructurein FreeBSDis currently
broken, so we wereunableto comparethe performanceof our stacking
to FreeBSD’s.

Additional C Codesectionof theFiST file; the restof the
supportfor Cryptfsis alreadyin Wrapfs.

Theaverageperplatformreductionin developmenttime
acrossthe four file systemsis a factor of seven in using
FiST versusthe Wrapfstemplates.If we assumethat de-
velopmenttime correlatesdirectly to productivity, we can
corroborateour resultswith Brooks’s reportthathigh-level
languagesareresponsiblefor at leasta factorof five in im-
provedproductivity[3].

An additionalmetric of productivity is comparingthe
numberof lines of C codedevelopedfor eachman-day,
giventhe templates.Theaveragenumberof linesof code
wewroteperman-daywas80. Oneuserof ourWrapfstem-
plateshadusedthemto createa new migrationfile system
calledmfs3. Theaveragenumberof linesof codehewrote
per man-daywas68. The differencebetweenhis rateof
productivity andoursis only 20%,which canbeexplained
becausewe are more experiencedin writing file systems
thanheis.

The most obvious savings in developmenttime come
when taking into accountmultiple platforms. Then it is
clearerthateachadditionalplatform increasesthe savings
factorof FiST versusothermethodsby onemore.

5.3 Performance

To evaluatethe performanceof file systemswritten using
FiST, wetestedeachof theexamplefile systemsby mount-
ing it on top of a disk basednative file systemand run-
ningbenchmarksin themountedfile system.Weconducted
measurementsfor Linux 2.3,Solaris2.6,andFreeBSD3.3.
The native file systemsusedwereEXT2, UFS, andFFS,
respectively. We measuredtheperformanceof our file sys-
temsby building a largepackage:am-utils-6.0,whichcon-
tainsabout50,000lines of C codein several dozensmall
files andbuilds eight binaries;the build processcontains
a large numberof reads,writes, andfile lookups,aswell
as a fair mix of most other file systemoperations.Each
benchmarkwas run onceto warm up the cachefor exe-
cutables,libraries,andheaderfiles which areoutsidethe
testedfile system;this resultwasdiscarded.Afterwards,
we took 10 new measurementsandaveragedthem. In be-
tweeneachtest,we unmountedthe testedfile systemand
the onebelow it, and thenremountedthem; this ensured
that we startedeachteston a cold cachefor that file sys-
tem. The standarddeviationsfor our measurementswere
lessthan 2% of the mean. We ran all testson the same
machine:a P5/90,64MB RAM, anda QuantumFireball
4.35GBIDE harddisk.

Figure10 shows the performanceoverheadof eachfile
systemcomparedto theoneit wasbasedon. Theintentof
thesefiguresis two-fold: (1) to show thatthebasicstacking
overheadis small,and(2) to show theperformancebenefits

3http://www-internal.alphanet.ch/̃ schaefer/mfs.html
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Figure10: Performanceoverheadof variousfile systemsfor the
largecompilebenchmark,acrossthreeoperatingsystems

of conditionallyincludingcodefor manipulatingfile names
andfile datain Basefs.Basefs+refersto Basefswith code
for manipulatingfile namesandfile data.

The most important performancemetric is the basic
overheadimposedby our templates. The overheadof
Basefsover thefile systemsit mountson is just 0.8–2.1%.
This minimum overheadis below the 3–10%degradation
previously reportedfor null-layerstacking[8, 22]. In addi-
tion, the overheadof the examplefile systemsdueto new
file systemfunctionality is greaterthanthe basicstacking
overheadimposedby our templatesin all cases,even for
very simplefile systems.With regardto performance,de-
veloperswho extendfile systemfunctionality usingFiST
primarily needto beconcernedwith theperformancecost
of new file systemfunctionality asopposedto the costof
theFiSTstackinginfrastructure.For instance,theoverhead
of Cryptfsis thelargestof all thefile systemsshown dueto
thecostof theBlowfish cipher. Note that theperformance
of individualfile systemscanvarygreatlydependingonthe
operatingsystemin question.

Figure 10 also shows the benefitsof having FiST cus-
tomize the generatedfile systeminfrastructurebasedon
the file systemfunctionality required. The comparisonof
Basefs+versusBasefsshowsthattheoverheadof including
codefor manipulatingfile namesandfile datais 4.2–4.9%
overBasefs.Thisaddedoverheadis not incurredin Basefs
unlessthefile systemsderivedfrom it requiresfile dataor
file namemanipulations.While Cryptfs requiresBasefs+
functionality, Snoopfs,Aclfs, andUnionfs do not. Com-
paredto a stackablefile systemsuch as Wrapfs, FiST’s
ability to conditionally include file systeminfrastructure
codesavesan additional4% of performanceoverheadfor
Snoopfs,Aclfs, andUnionfs.

We alsoperformedseveralmicro-benchmarkswhich in-
cludeda seriesof recursive copies(cp –r), recursive re-

movals(rm –rf), recursive find, and“find-grep” (find /mnt
–print| xargsgreppattern) usingthesamefile setusedfor
thelargecompile.Thefocusof this paperis not on perfor-
mance,but on savings in codesizeanddevelopmenttime.
Sincethemicro-benchmarksconfirmedour previousgood
results,we do not repeatthemhere[27].

Finally, sincewe did not changetheVFS,andall of our
stackingwork is in the templates,thereis no overheadon
the restof the system;performanceof native file systems
(NFS, FFS,etc.) is unaffectedwhen our stackingis not
used.

6 Related Work

Rosenthalfirst implementedstackingin SunOS4.1 in the
early 1990s[19]. A few other projectsfollowed his, in-
cluding further prototypesfor extensiblefile systemsin
SunOS[22], andtheFicuslayeredfile system[5, 7]. Web-
berimplementedfile systeminterfaceextensionsthatallow
user-level file servers[25]. Unfortunately, theseimplemen-
tationsrequiredmodificationsto eitherexistingfile systems
or the rest of the kernel, limiting their portability signif-
icantly, and affecting the performanceof native file sys-
tems.FiST achievesportability usinga minimal stackable
basefile system,Basefs,which can be portedto another
platformin 1–3weeks.No changesneedto bemadeto ex-
isting kernelsor file systems,andthereis no performance
penaltyfor nativefile systems.

Newer operating systems, such as the HURD[4],
Spring[13], andthe Exokernel[10] have an extensiblefile
systeminterface.TheHURD is asetof serversrunningun-
der the Mach 3.0 microkernel[1] that collectively provide
a Unix-like environment.HURD translatorsareprograms
thatcanbeattachedto apathnameandperformspecialized
serviceswhenthatpathnameis accessed.Writing transla-
tors entailsimplementinga well definedfile accessinter-
faceandfilling in stuboperationsfor readingfiles,creating
directories,listing directorycontents,etc.

SunMicrosystemsLaboratoriesbuilt Spring,anobject-
orientedresearchoperatingsystem[13]. Spring was de-
signedasasetof cooperatingserverson topof amicroker-
nel. It providesgenericmodulesthatoffer servicesuseful
for a file system:caching,coherency, I/O, memorymap-
ping, object naming,and security. Writing a file system
for Spring involvesdefining the operationsto be applied
on the objects. Operationsnot definedare inheritedfrom
their parentobject. One work that resultedfrom Spring
is the SolarisMC (Multi-Computer)File System[12]. It
borrowed the object-orientedinterfacesfrom Spring and
integratedthem with the existing Solarisvnodeinterface
to provide a distributedfile systeminfrastructurethrough
a specialProxy File System. SolarisMC providesall of
Spring’sbenefits,while requiringlittle or no changeto ex-
istingfile systems;thosecanbeportedgraduallyovertime.
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SolarisMC wasdesignedto performwell in a closelycou-
pled clusterenvironment(not a generalnetwork) and re-
quireshighperformancenetworksandnodes.

The Exokernel is an extensibleoperatingsystemthat
comes with XN, a low-level in-kernel stable storage
system[10]. XN allows usersto describethe on-diskdata
structuresandthemethodsto implementthem(alongwith
file systemlibraries called libFSes). The Exokernel re-
quiressignificantporting work to eachnew platform, but
thenit canrunmany unmodifiedapplications.

The main disadvantagesof the HURD, Spring,andthe
Exokernelare that they arenot portableenough,not suf-
ficiently developedor stable,or they arenot availablefor
generaluse.In comparison,FiST providesportablestack-
ing onwidely availableoperatingsystems.Finally, noneof
the relatedextensiblefile systemscomewith a high-level
languagethatdeveloperscanuseto describefile systems.

High level languageshave seldombeenusedto gener-
atecodefor operatingsystemcomponents.FiST is thefirst
major languageto describea large componentof the op-
eratingsystem,the file system.Previouswork in the area
of operatingsystemcomponentlanguagesincludesa lan-
guageto describevideodevicedrivers[24].

7 Conclusions

The main contribution of this work is the FiST language
which candescribestackablefile systems.This is a first
timeahigh-level languagehasbeenusedto describestack-
ablefile systems.Froma singleFiST descriptionwe gen-
eratecodefor differentplatforms.We achievedthis porta-
bility becauseFiST usesan API that combinescommon
featuresfrom severalvnodeinterfaces.FiST savesits de-
velopersfrom dealingwith many kernelinternals,andlets
developersconcentrateonthecoreissuesof thefile system
they aredeveloping. FiST reducesthe learningcurve in-
volved in writing file systems,by enablingnon-expertsto
write file systemsmoreeasily.

The most significantsavings FiST offers is in reduced
developmentandportingtime. Theaveragetime it took us
to develop a stackablefile systemusing FiST was about
seven times faster than when we wrote the code using
Basefs.We showedhow FiST descriptionsaremorecon-
cisethanhand-writtenC code:5–8timessmallerfor aver-
agestackablefile systems,andasmuchas33timessmaller
for morecomplex ones. FiST generatesfile systemmod-
ulesthat run in the kernel,thusbenefitingfrom increased
performanceover user level file servers. The minimum
overheadimposedby our stackinginfrastructureis 1–2%.

FiSTcanbeportedto otherUnix platformsin 1–3weeks,
assumingthedevelopershaveaccessto kernelsources.The
benefitsof FiST aremultiplied eachtime it is portedto a
new platform: existing file systemsdescribedwith FiST
canbeusedon thenew platformwithoutmodification.

7.1 Future Work

We are developing support for file systemsthat change
sizessuchasfor compression.The maincomplexity with
supportingcompressionis that thefile offsetsat theupper
andlower layersareno longeridentical,andsomeform of
efficientmappingis neededfor operationssuchasappend-
ing to afile or writing in themiddle.Thiscodecomplicates
thetemplates,but makesno changeto thelanguage.

Wearealsoexploringlayercollapsingin FiST: amethod
to generateone file systemthat mergesthe functionality
from several FiST descriptions,thus saving the per-layer
stackingoverheads.

We plan to port our systemto Windows NT. NT hasa
differentfile systeminterfacethanUnix’s vnodeinterface.
NT’s I/O subsystemdefinesits file systeminterface. NT
Filter Driversareoptionalsoftwaremodulesthatcanbein-
sertedaboveor below existing file systems[14]. Their task
is to interceptandpossiblyextendfile systemfunctionality.
Oneexampleof anNT filter driver is its virussignaturede-
tector. It is possibleto emulatefile systemstackingunder
NT. We estimatethat porting Basefsto NT will take 2–3
months,not 1–3weeksaswe predictfor Unix ports.
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