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Abstract

Theprotectionrmechanismsf currentmainstreanop-
eratingsystemsreinadequatéo supportconfidentiality
andintegrity requirementgor endsystems.Mandatory
accesgontrol(MAC) is neededo addressuchrequire-
ments,but the limitations of traditional MAC have in-
hibited its adoptioninto mainstreanoperatingsystems.
The National SecurityAgeng/ (NSA) worked with Se-
cure ComputingCorporation(SCC)to develop a flexi-
ble MAC architecturecalledFlaskto overcomethe lim-
itationsof traditionalMAC. The NSA hasimplemented
this architecturén the Linux operatingsystem produc-
ing a Security-Enhancetinux (SELinux) prototype to
male the technologyavailable to a wider community
andto enablefurtherresearchnto secureoperatingsys-
tems.NAI Labshasdevelopedanexamplesecuritypol-
icy configurationto demonstratehe benefitsof the ar
chitectureandto provide a foundationfor othersto use.
This paperdescribeghe securityarchitecture security
mechanismsapplicationprogramminginterface, secu-
rity policy configurationandperformancef SELinux.

1 Intr oduction

End systemsmustbe able to enforcethe separation
of informationbasedon confidentialityandintegrity re-
guirementgto provide systemsecurity Operatingsys-
tem securitymechanismsre the foundationfor ensur
ing suchseparationUnfortunately existing mainstream
operatingsystemslack the critical security featurere-
quiredfor enforcingseparationmandatoryaccesson-
trol (MAC) [17]. Insteadthey rely on discretionaryac-
cesscontrol (DAC) mechanismsAs a consequencep-
plicationsecuritymechanismsrevulnerableto tamper
ing andbypassandmaliciousor flawedapplicationsan
easilycausefailuresin systemsecurity

DAC mechanismare fundamentallyinadequateor
strongsystemsecurity DAC accesdecisionsare only
basedon useridentity and ownership, ignoring other
security-releantinformationsuchastherole of theuser
thefunctionandtrustworthinessof theprogramandthe
sensitvity andintegrity of the data.Eachuserhascom-
pletediscretionover his objects,makingit impossibleto

enforcea system-widesecuritypolicy. Furthermoregv-
ery programrun by auserinheritsall of thepermissions
grantedto the userandis free to changeaccesgo the
users objects,so no protectionis provided againstma-
licious software. Typically, only two major cateyories
of usersaresupportecdy DAC mechanisms;ompletely
trustedadministratorandcompletelyuntrustedrdinary
users. Many systemservicesand privileged programs
mustrun with coarse-grainegrivilegesthatfar exceed
their requirementsso that a flaw in ary one of these
programscanbeexploitedto obtaincompletesystemac-
cess.

By addingMA C mechanism$o theoperatingsystem,
thesevulnerabilitiescanbe addressedMAC accesgle-
cisionsarebasedon labelsthat cancontaina variety of
security-releantinformation. A MAC policy is defined
by a systemsecuritypolicy administratorand enforced
overall subjectgprocessesandobjects(e.qg.files, sock-
ets,network interfaces)n thesystem MAC cansupport
awide variety of catggoriesof userson a systemandit
canconfinethedamagehatcanbe causedy flawed or
malicioussoftware.

Traditional MAC mechanismshave typically been
tightly coupledto a multi-level security(MLS) [7] pol-
icy which basests accesglecisionson clearancegor
subjectsandclassificationdor objects. This traditional
approachs too limiting to meetmary securityrequire-
ments[8, 9, 10]. It providespoor supportfor dataand
applicationintegrity, separatiorof duty, andleastpriv-
ilege requirements.It requiresspecialtrustedsubjects
that act outsideof the accessontrol model. It fails to
tightly controltherelationshipbetweerasubjectandthe
codeit executes.This limits the ability of the systento
offer protectionbasedon the function and trustworthi-
nessof the code, to correctly managepermissiongre-
quiredfor execution,andto minimize the likelihood of
maliciouscodeexecution.

To addresshelimitationsof traditionalMA C, theNa-
tional SecurityAgeng/ (NSA), with the help of Secure
ComputingCorporation(SCC), beganresearchingnen
waysto provide strongmandatoryaccesscontrolsthat
could be acceptabldor mainstreanoperatingsystems.
An importantdesigngoal for the NSA wasto provide



flexible supportfor security policies, since no single
MAC policy modelis likely to satisfyeveryones secu-
rity requirements. This goal was achieved by cleanly
separatingthe security policy logic from the enforce-
ment mechanism. Through the developmentof two

Mach-basegrototypesDTMach[12] andDTOS[20],

the NSA and SCCdevelopeda strong,flexible security
architecture Although high assurancgvasnot a goal of

theresearchformal methodsvereappliedto thedesign
to help validatethe securitypropertiesof the architec-
ture[23, 24]. Likewise, performanceoptimizationwas
not a goal, but significantstepsweretakenin thearchi-
tectureto minimize the performanceverheachormally
associateavith MAC. NSA and SCCthenworkedwith

the University of Utah’s Flux researchgroupto trans-
fer the architectureto the Fluke researcloperatingsys-
tem[25]. DuringthetransferwhathasbecomeheFlask
architecturevasenhancedo provide bettersupportfor

dynamicsecuritypolicies.

The NSA created Security-Enhanced Linux, or
SELinux for short, by integrating this enhancedarchi-
tectureinto the Linux operatingsystem.It hasbeenap-
plied to the major subsystem®f the Linux kernel,in-
cludingtheintegrationof mandatoryaccesontrolsfor
operationson processesfiles, and soclets. NAI Labs
has since joined the effort and hasimplementedsev-
eraladditionalkernelmandatoryaccesgontrols,includ-
ing controlsfor the procfs anddevpts file systems.The
MITRE Corporationand SCC have contributedto the
developmentof someapplicationsecurity policies and
have modified utility programs,but their contributions
arenotdiscussedurtherin this paper

Usingtheflexibility of SELinux, it is possibleto con-
figure the systemto supporta wide variety of security
policies. The systemcansupport:

e separationpolicies that can enforcelegal restric-
tions on data, establishwell-defineduserroles, or
restrictaccesdo classifieddata,

e containmentpolicies usefulfor suchthingsasre-
strictingweb sener accesgo only authorizeddata
and minimizing damagecausedby viruses and
othermaliciouscode,

e integrity policies that are capableof protecting
unauthorizedmodificationsto data and applica-
tions,and

e invocationpoliciesthat can guarantealatais pro-
cesseasrequired.

The flexibility of SELinux meetsthe goal of enabling
mary differentmodelsof securityto be enforcedwith
the samebasesystem.

The NSA releasedhe SELinuxto make the technol-
ogy availableto a wider communityandenablefurther
researchinto secureoperatingsystems. To help intro-
ducethe systemin a moreimmediatelyusefulform that
helps demonstratehe addedvalue of SELinux, NSA
contractedNAI Labsto developanexamplesecuritypol-
icy configuratiorfor thesystendesignedo meetanum-
berof commongeneral-purpossecurityobjectves.The
exampleconfigurationgreatlyreduceghe complexity of
SELinuxthatwould otherwisebe presenif building the
policy specificatiorfrom scratchwererequired.The ex-
ampleconfiguratiorreleasedvith the SELinuxprovides
a customizabldoundationwith which a securesystem
canbebuilt.

The remainderof this paperdescribesSELinux. It
begins by providing an overview of the Flaskarchitec-
ture andits SELinuximplementatiorin Section2. The
securitymechanismsaddedto the systemare then de-
scribedin Section3. The SELinuxapplicationprogram-
minginterface(API) is discussedh Sectiord. Section5
describeshe examplesecuritypolicy configurationcre-
atedfor the system. The performanceoverheadof the
SELinuxmechanismss describedn Section6. Related
work is discussedn Section?.

2 Security Ar chitecture

This sectionprovidesan overview of the Flaskarchi-
tectureandthe SELinuximplementatiorof thearchitec-
ture. The Flask architectureprovides flexible support
for mandatoryaccessontrol policies. In a systemwith
mandatoryaccessontrols,a securitylabel is assigned
to eachsubjectand object. All accessefrom a subject
to anobjector betweertwo subjectanustbe authorized
by the policy basedon theselabels. The Flaskarchitec-
ture cleanly separateshe definition of the policy logic
from the enforcementmechanism.The securitypolicy
logic is encapsulatedithin a separateomponenof the
operatingsystemwith well-definedinterfacedor obtain-
ing securitypolicy decisions.This separateomponent
is referredto asthe security server dueto its origins as
a userspacesener running on a microkernel. In the
SELinuximplementationthe securitysener is merely
akernelsubsystem.

Componentsn the systemthat enforcethe security
policy are referredto as object managers in the Flask
architectureObjectmanagersremodifiedto obtainse-
curity policy decisionsfrom the securitysener andto
applythesedecisiongo labelandcontrolaccesgo their
objects. In the SELinuximplementationthe otherker-
nel subsystemge.g. processmanagementfilesystem,
socletIPC, SystemV IPC) areobjectmanagersAppli-
cationobjectmanagersanalsobe supportedsuchasa
windowing systemor a databasenanagementystem.



The Flask architecturealso provides an accessvec-
tor cache(AVC) componenthat storesthe accessde-
cision computationgrovided by the securitysener for
subsequentseby the objectmanagersThe AVC com-
ponentalso supportsrevocationof permissionsas de-
scribedaterin Section2.4. An objectmanagemayfur-
ther reducethe costof a permissioncheckby storing
referenceso the appropriateentry in the AVC with its
objects. As aresult, most permissioncheckscanoccur
withoutevenincurringthe costof anextra functioncall.

Theremaindeof this sectionfurtherelaboratesnthe
Flask architectureandits SELinux implementation. It
begins by discussinghow security labelsare encapsu-
latedin Flask. This sectionthendiscussesiow Flask
supportdlexibility in labelingandaccesslecisionsThe
ability of Flaskto supportpolicy changess then de-
scribed.

2.1 Encapsulationof Security Labels

Since the contentand format of security labels are
dependenbn the particular security policy, the Flask
architecturedefinestwo policy-independentiatatypes
for securitylabels:the securitycontext andthe security
identifier A securitycontext is a variable-lengttstring
representatiorf the securitylabel. Internally, the se-
curity sener storesa securitycontext asa structureus-
ing a privatedatatype. A securityidentifier (SID or se-
curity_id_t) is anintegerthatis mappedby the security
sener to a securitycontext. Flaskobjectmanagerare
responsibleor binding securitylabelsto their objects,
sothey bind SIDsto active kernelobjects. Thefile sys-
temobjectmanagemustalsomaintainapersistenbind-
ing betweerfiles andsecuritycontexts. Sincethe object
managerfandleSIDsandsecuritycontexts opaquelya
changein the format or contentof securitylabelsdoes
notrequireary changego theobjectmanagers.

The Flaskarchitecturemerelyspecifiegheinterfaces

provided by the securitysener to the objectmanagers.

The implementationof the security sener, including
ary policy languageit may support,are not specified
by the architecture. The SELinux example security
sener definesa security policy that is a combination
of Type Enforcemen{(TE) [8], role-basedaccesson-
trol (RBAC) [11], and optionally multi-level security
(MLS) [7]. The exampleconfigurationfor the TE and
RBAC policy componentss describedn Sections. The
SELinuxexamplesecuritysenerdefinesa securitycon-
text ascontaininga useridentity, arole, atype,andop-
tionally a MLS level or range. Rolesare only relevant
for processesso file security contexts have a generic
object_r role. Thesecurityseneronly providesSIDsfor
securitycontets with legal combinationsof user role,
type,andlevel or range.Theindividual attributesof the

int security_transition_sid(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
security_id_t *out_sid);

ret = security_transition_sid(
current->sid,
dir->i _sid,
SECCLASS_FI LE,
&si d);

Figurel: Interfaceandexamplecall to obtaina securitylabel. The
input parametersirethe subjectSID, the SID of arelatedobject(e.g.
the parentdirectory),andthe classof the new object. The SID for the
new objectis returnedasan outputparameter

securitycontext arenot manipulatedy the objectman-
agers.

Theuseridentity attributein the securitycontext is in-
dependenof theordinaryLinux useridentity attributes.
Modificationsto the Linux login programandcrondae-
mon are provided to setthis new useridentity attribute
appropriatelyfor login session@andusercron jobs. By
using a separateuser identity attribute, the SELinux
mandatoryaccesontrolsremaincompletelyorthogo-
nal to the existing Linux accessontrols. SELinuxcan
enforcerigorouscontrolsover changesn its useriden-
tity attribute without affecting compatibility with exist-
ing applications.

2.2 Flexibility in Labeling Decisions

When a Flask object managerequiresa label for a
new object,it consultsthe securitysener to obtainala-
belingdecisiorbasednthelabelof thecreatingsubject,
thelabelof arelatedobject,andthe classof the new ob-
ject. For programexecution,the Flaskprocessnanager
obtainsthe label for the transformedprocesshasedon
the currentlabel of the processaandthelabel of the pro-
gramexecutable For file creation the Flaskfile system
objectmanagerbtainsthe label for the new file based
onthelabelof thecreatingprocessthelabel of the par
entdirectory andthekind of file beingcreated.The se-
curity sener may computethe new labelbasedn these
inputsandmayalsouseotherexternalinformation. Fig-
ure 1 shaws the securitysener’s security_transition_sid
interfacefor obtainingalabelandanexamplecall to this
interfaceto obtainthelabelof a new file.

The SELinuxexamplesecuritysener may be config-
uredto automaticallycausechangesn the role or do-
mainattributesof aprocesdbasedntheroleanddomain
of the processandthe type of the program.By default,
therole anddomainof a processs not changedy pro-
gramexecution. The SELinux securitysener may also
be configuredto usespecifiedtypesfor new files based



int security_conpute_av(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t requested,
access_vector_t *all owed,
access_vector _t *decided,
__u32 *seqgno);

Figure2: Interfacefor obtainingaccesslecisionsfrom the secu-
rity sener. The input parametersre a pair of SIDs, the classof the
object, andthe setof requestegermissions.The pair of SIDs may
be subject-to-objectsubject-to-subjecipr even object-to-object.The
grantedpermissiongrereturnedasoutputparameters.

on the domainof the processthe type of the parentdi-

rectory andthekind of file. A new file inheritsthesame
typeasits parentdirectoryby default. For objectswhere
thereis only onerelevantSID, objectmanagersypically

do not consultthe securitysener. Instead they merely
usethis SID asthe SID for the new object. Pipes,file

descriptions,and soclets inherit the SID of the creat-
ing processandoutputmessagemheritthe SID of the
sendingsoclet.

2.3 Flexibility in AccessDecisions

Object managersconsultthe AVC to checkpermis-
sions basedon a pair of labels and an object class,
andthe AVC obtainsaccesglecisiondrom the security
sener as needed. Figure 2 shows the securitysener’s
security_compute_av interfacefor obtainingaccessleci-
sions. Figure 3 shows the AVC’s avc_has_perm_ref in-
terfacefor checkingpermissionsandanexamplecall to
thisinterfaceto checkbind permissiorto asoclet.

Eachobjectclasshasa setof associateghermissions.
Thesepermissiorsetsarerepresentety abitmapcalled
an access vector (access_vector_t). Flaskdefinesa dis-
tinct permissiorfor eachservice andwhenaserviceac-
cessemultiple objects Flaskdefinesa separat@ermis-
sionto controlaccess$o eachobject. For example when
afile is unlinked, Flaskchecksremove_name permission
to thedirectoryandunlink permissiorto thefile.

Theuseof objectclassesn accessequestallowsdis-
tinct permissionsetsto be definedfor eachkind of ob-
ject basedon the particularservicesthat are supported
by the object. It alsoallows the securitypolicy to make
distinctionsbasedon the kind of object, so thataccess
to adevice specialffile canbedistinguishedrom access
to aregular file and accessto a raw IP soclket can be
distinguishedrom accesdo a UDP or TCP soclet.

2.4 Support for Policy Changes

The Flask AVC provides an interface to the secu-
rity sener for managinghe cacheasneededor policy
changesSequencaumbersareusedto addresghe po-

extern inline
int avc_has_permref(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t requested,
avc_entry_ref_t *aeref);

ret = avc_has_permref(
current->sid,
sk->si d, sk->sclass,
SOCKET__BI ND,
&sk->avcr) ;

Figure3: AVC interfaceand examplecall to checkpermissions.
Theinput parameterarethe sameasfor securitycomputeav, except
for theadditionalaerefparameterOnits first use,the aerefparameter
is setto referto the AVC entry usedfor the permissiorcheck,andon
subsequenthecksthis references usedto optimizethe lookup. The
references revalidatedon eachuseto ensurets correctness.

tentialinterleaving of accesslecisioncomputationand
policy changenatifications. Whenthe AVC recevesa
policy changenotification, it updatests own stateand
theninvokescallbackfunctionsregisteredby the object
managerso updateary permissionsetainedn thestate
of the objectmanagersFor example,permissionsnay
be retainedin the accesgightsin pagetablesor in the
flagsonanopenfile description After updatingthe state
of the objectmanagerandthe stateof the AVC to con-
form to the policy changethe AVC notifiesthe security
senerthatthetransitionto thenew policy hasbeencom-
pleted.

In SELinux,mary permissionsrerevalidatedonuse,
such as permissiongfor readingand writing files and
permissiondor communicatingon an establishedcon-
nection.Consequentlypolicy changedor thesepermis-
sionsareautomaticallyrecognizedaindenforcedwithout
the needfor objectmanagercallbacks.Permissiongan
be efficiently revalidatedby objectmanagersisingref-
erencego entriesin the AVC. However, therevalidation
of permissionon useis not adequatdor revoking ac-
cessto mappedile pagesn the Linux pagecache.The
currentSELinuximplementatiordoesinvalidatethe ap-
propriatepagecacheentrieswhenafile is relabeledput
a callbackhasnot yet beendefinedto invalidatethe ap-
propriatepagecacheentrieswhena policy changenoti-
ficationis receved.

The SELinuxexamplesecuritysener providesanin-
terfacefor changingthe securitypolicy configurationat
runtime. The security_load_policy call may be usedto
reada new policy configurationfrom afile. After load-
ing the new policy configurationthe securitysenerup-
datesits SID mapping,invalidatingary SIDs that are
no longer authorized,and resetsthe AVC. Subsequent
permissiorcheckson processeandobjectswith invalid



PERMISSION(S)| DESCRIPTION
execute Execute
transition Changdabel
entrypoint Entervia program
sigkill Signal

sigstop

sigchld

signal

fork Fork

ptrace Trace

getsched Getschedulénfo
setsched Setschedulenfo
getsession Getsession
getpgid Getprocesgroup
setpgid Setprocesgroup
getcap Getcapabilities
setcap Setcapabilities

Tablel: Permissiongor the proces®bjectclass.

SIDs always fail, preventing ary further accessedy
suchprocesseandary furtheraccesse® suchobjects.
Supportfor automaticallyrelabelingtheseprocesseand
objectsto alabelthatis accessibléo administratordas
notyetbeenimplemented.

3 Security Mechanisms

This sectiondescribegshe security mechanismsie-
fined by the Flaskarchitectureandthe SELinuximple-
mentationof thesemechanismsit beginswith adiscus-
sion of the mandatoryaccessontrolsfor procesanan-
agementMandatoryaccesgontrolsfor file systemob-
jectsarethendescribed.This sectionconcludeswith a
discussiorof soclket mandatoryaccessontrols.

3.1 Proces<Lontrols

Tablel shavs the permissionslefinedfor theprocess
managementomponent. The processexecute permis-
sion is usedto control the ability of a processto exe-
cute from a given executableimage. This permission
is checledbetweerthelabel of thetransformedprocess
andthe labelof the executableon every programexecu-
tion. It is alsochecledwhenanELF or scriptinterpreter
is executedandwhenafile is memory-mappewith ex-
ecuteaccesgi.e. asharedibrary). This processxecute
permissionis distinct from the file execute permission
whichis usedto controlthe ability of a procesgo initi-
atethe executionof aprogram.

The transition permissionis usedto control the abil-
ity of a procesgo transitionfrom onesecurityidentifier
(SID) to another The entrypoint permissionis usedto
control what programsmay be usedasthe entry point
for a given processSID. This permissionis similar to
the processexecute permission,exceptthat it is only
checledwhenaprocesdransitiongo anew SID. Hence,

the security policy can distinguishbetweenwhat pro-
gramsmaybeusedto initially enteragivenprocessSID
andthefull setof programghatmaybeexecutedoy that
processSID.

This entrypoint permissionis especiallynecessaryn
an ervironmentwith sharedlibraries, since most pro-
cessesustbeauthorizedo executethesystendynamic
loader Without separatecontrol over entry point pro-
grams,ary securitylabelcould be enterecby executing
the systemdynamicloader Separatentry point control
is alsonecessaryn orderto supportsecuritylabeltran-
sitions on scripts,sincethe new securitylabel mustbe
authorizedo executetheinterpreterandthe script.

Separatgermissiondor eachsignal could easilybe
defined put until empiricalevidencesuggestshisis nec-
essarythis will notbedone.Separatgpermissionsvere
definedfor the SGKILL and SGSTOP signals,sigkill,
sigstop respectiely, sincethesesignalscannotbe caught
orignored. A separatg@ermissiongsigchld wasalsode-
finedto controlthe SGCHLD signhalbecausexperience
demonstratethatit wasusefulto controlthis signalsep-
arately A singlepermissionsignal, is usedto control
theremainingsignals.

The ptrace permissionis usedto control the ability
of a processto trace anotherprocess. The getsched,
setsched, getsession, getpgid, setpgid, getcap, and set-
cap permissionsareusedto controlthe ability of a pro-
cesgo obsene or modify thecorrespondingttributesof
anotherprocess.

In addition to the permissionslisted in this table,
SELinux provides an equivalent permissionfor each
Linux capability This allows the securitypolicy to con-
trol the useof capabilitiesbhasedon the SID of the pro-
cess.SELinuxcouldalsobeextendedo provide afiner-
grainedreplacemeninechanisnior capabilities.Sucha
mechanisnwasdevelopedfor oneof SELinux’s prede-
cessorsthe DTOS system[20]. This mechanisnper
mitted privilegesto be grantedbasedon both the at-
tributesof the processandthe attributesof the relevant
object,e.g. discretionaryreadoverridecouldbe granted
to a particular set of files. Sincethe mechanismob-
tainedprivilegedecisiondrom the securitysener, man-
agementof privilegeswas centralizedand verification
that privilegeswere grantedappropriatelywas straight-
forward.

3.2 File Controls

Table 2 lists the permissionsfor controlling access
to openfile descriptionobjects. Since openfile de-
scriptionsmay be inheritedacrossexecve or transferred
throughUNIX soclet IPC, SELinuxlabelsandcontrols
openfile descriptionsAn openfile descriptioris labeled
with the SID of its creatingprocesssinceits stateis usu-



PERMISSION(S) | DESCRIPTION
create Create

getattr Getattributes
setattr Setattributes

inherit Inheritacrossxecwe

receve Receve viaIPC

Table2: Permissiongor the openfile descriptionobjectclass.

ally treatedaspartof the privatestateof the process.It
is importantto distinguishbetweerthe label of anopen
file descriptionandthe label of thefile it referencesA
readoperatioronafile changeshefile offsetin theopen
file descriptionsoit maybenecessaryo preventa pro-
cessfrom readinga file usingan openfile description
receved or inheritedfrom anotherprocessventhough
theprocesss allowedto directly openandreadthefile.

Permissiongor controllingaccesgo file systemsare
shavn in Table 3. SELinux labels file systemsand
controls servicesthat manipulatefile systems,includ-
ing callsfor mountingandunmountingfile systemsthe
statfs call andthe file creationcalls. SELinux controls
themountingof file systemghroughseveralpermission
checks. It requiresthat the processhave mounton per
missionto the mountpoint directoryandmount permis-
sionto thefile system.It alsorequiresthatthe mountas-
sociate permissiorbegrantecbetweertherootdirectory
of thefile systemandthe mountpoint directory

SELinux bindssecuritylabelsto files anddirectories
andcontrolsaccesdo them. It storesa persistentabel-
ing tablein eachfile systenthatspecifieghesecurityla-
belfor eactfile anddirectoryin thatfile system.For effi-
cientstorage SELinuxassignsanintegervaluereferred
to asapersistent D (PSID)to eachsecuritylabelused
by anobjectin afile system.The persistentabelingta-
bleis partitionedinto amappingbetweereachPSIDand
its securitylabelanda mappingbetweereachobjectand
its PSID.Sincethetableis storedin eachfile systemfile
labelsarepreseredif thefile systems mountedatadif-
ferentlocationor if thefile systems movedto adifferent
system.

The mappingbetweereachPSID andits securityla-
bel is implementedusingregularfiles in a fixed subdi-
rectory of the root directory of eachfile system. This
mappingis loadedinto memorywhenthefile systemis
mountedandis updatedothin memoryandonthedisk
whenanew securitylabelis usedfor anobjectin thefile
system.The mappingbetweeneachobjectandits PSID
isimplementedy storingthe PSIDin anunusedield of
theon-diskinode. Sincethe PSIDis availablein theon-
diskinode,no extraoverheads incurredeitherto obtain
thePSIDwhenafile is accessedr to setthe PSIDwhen
a file is created. Additionally, sincethe mappingbe-

PERMISSION(S)| DESCRIPTION
mount Mount

remount Changeoptions
unmount Unmount
getattr Getattributes
relabelfrom Relabel
relabelto

transition

associate Associatefile

Table3: Permissiongor thefile systemobjectclass.

tweeneachobjectandits PSIDis inode-basedghanges
to thefile systernamespacedo not affectthe mapping.

SELinux currently only implementsfile labeling for
theext2 file system.However, only the bindingbetween
on-diskinodesandPSIDsis filesystem-specificsosup-
portfor otherlocalfile systemypescanbeeasilyadded.
For NFSfile systemsa singlelabelis currentlyusedfor
all files mountedfrom a given NFS sener. A design
hasbeendevelopedo provide completefile labelingand
controlsfor NFSfilesystemshut this designhasnot yet
beenimplemented SELinuxalsoimplementdile label-
ing for the specialprocfs and devpts file systemsased
onthelabelsof theassociategrocessbut thesespecial
file systentypesdonotrequiretheuseof persistentabel
mappings.

Whenanunlabeledile systemis first mounted aper
sistentlabelingtableis createdfor the file system,us-
ing adefaultlabelfor all files obtainedfrom the security
sener. Subsequenthexisting files mayberelabeledus-
ing new systemcalls. A programcalledsetfil es is
usedto initially setfile labelsfrom a configurationfile
that specifiedabelsbasedon pathnameegular expres-
sions. This programand configurationfile may alsobe
usedto reseffile labelsto awell-definedstate.However,
unlesstheconfiguratiorfile is updatedo reflectruntime
changesdn file labels,thesechangesawill be lost when
the programis executed Runtimechangesnayoccuras
a resultof new files being created existing files being
relabeledpr changeto the namespace.

Table 4 shaws the permissionsdefinedfor control-
ling accessto files, and Table 5 shows the additional
permissionglefinedfor controllingaccesgo directories.
SELinuxdefinesa separatg@ermissiorfor eachfile and
directoryservice.For example,SELinux definesan ap-
pend permissiorfor filesin additionto thewrite permis-
sion,andit definesseparatedd_name andremove_name
permissiondor directoriesto supportappend-onlyfiles
and directories. SELinux also definesa reparent per
missionfor directoriesthat controlswhetherthe parent
directorylink canbe changedy arename.

SELinux provides control over eachobject affected
by afile or directoryservice.For example,in additionto



PERMISSION(S)| DESCRIPTION

read Read

write Write or append PERMISSION(S)| DESCRIPTION

append Append addname Add aname

poll Poll/select remove_name Remae aname

ioctl 10 control reparent Changeparentdirectory

create Create search Search

execute Execute rmdir Remawe

access Checkaccessibility mounton Useasmountpoint

getattr Getattritutes mountassociate

setattr Setattributes

unlink Remave hardlink

link Createhardlink Table5: Additional permissiongor thedirectoryobjectclass.

rename Renamehardlink

lock Lock or unlock

relabelfrom Relabel

relabelto

transition
PERMISSION(S)| DESCRIPTION
bind Bind name

Table4: Permissiongor the pipeandfile objectclasses. namebind Useportorfile
connect Initiate connection
getopt Getsoclet options
: : : - setopt Setsoclet options
checkingaccesdgo theparentdirectory SELinuxdefines ~Fotdemn Shutdonm connecion

permissiondor controlling accesgo the individual file

recvfrom Receve from soclet
itself for operationssuchas stat, link, rename, unlink, sendto Sendto soclet
andrmdir. recv.msg Receve message

sendmsg Sendmessage

3.3 Socket Controls

SELinux providescontrol over soclket IPC througha
setof layeredcontrolsover soclets, messagesnodes,
and network interfaces. Currently the SELinux proto-
type only provideslabelingand controlsfor INET and
UNIX domainsoclets. At the soclet layer, SELinux

Table6: Additional permissiongor thesoclet objectclasses.

controlsthe ability of processeso perform operations PERMISSION(S)| DESCRIPTION _

. listen Listenfor connections
on's.oclets.At thetransporﬂgyer, SELlnuxcontroISthe accept Accepta connection
ability of socletsto communicatavith othersoclets. At newconn Createnav soclket for connection
the network layer, SELinux controlsthe ability to send connectto Connecto sener soclet
andreceve messagesn network interfaces andit con- acceptfrom Acceptconnectiorfrom client soclet

trols theability to sendmessageto nodesandto receve
messagefrom nodes. SELinux also controlsthe abil-
ity of processeso configurenetwork interfacesandto
manipulatehekernelroutingtable.

Sincesocletsare accessedhroughfile descriptions,
the soclet objectclassesnherit the permissionslefined
for controlling accesdo thefile objectclasses.Only a

Table 7:  Additional permissionsfor the TCP and Unix stream
soclet objectclasses.

subsetf thesepermissionsare meaningfulfor soclets. g(i':m'ss'o'\'(s) gg;ftﬁg;'so'\‘
Table 6 §h0Ns addltlongl permissionghat are speqﬂ- Setallr Setatribiies
cally definedfor controlling accesgo the soclet object icp_recv Receve TCPpaclet
classes. The connection-orientedervice provided by tcp.send SendTCP paclet
streamsoclets requiresseveral additional permissions, “gmec‘; zngLeDL;DP plae:bt

H H H H udap.sen en pac
asshowvnin Table7. Eerm|35|on$or network interfaces rawip_recy Receie Raw 1P packet
andnodesareshawvn in Table8. rawip_send SendRaw 1P paclet

Soclets effectively sene as communicationproxies
for processesn the SELinux control model. Conse-
qguently socletsarelabeledwith the label of the creat-
ing procesdy default. A procesanay createandusea
socletwith a differentlabelto performsoclet IPC with

Table 8: Permissiongor the network interface and node object
classes.



a differentsourcesecuritylabel. A processnay setup
alisteningsoclet sothatsener socletscreatedby con-
nectionsarelabeledwith eithera specifiedabelor with
thelabelof theconnectingclientsocletto actasasener
for multiple labels.

SELinuxallows the securitypolicy to distinguishbe-
tween clients and seners for streamsoclet connec-
tionsthroughthe connectto andacceptfrom permissions.
SELinuxallows the securitypolicy to basedecisionson
thekind of socletthroughthe useof objectclassesand
it allowsthesecuritypolicy to basedecisiononthemes-
sageprotocolthroughtheperprotocolnodeandnetwork
interfacepermissions.

SELinux provides control over the associationbe-
tweenINET domainsocletsand port numbersandthe
associationbetweenUNIX domain soclets and files.
Hence, the security policy can restrictthe use of port
numbersandpathname$or useby particularprocesses.
SELinuxalsoprovidescontroloveropenfile description
transfervia UNIX domainsoclets.

In SELinux,messageareassociateavith boththela-
bel of their sendingsocletanda separatenessagéabel.
By default, this messagéabelis the sameasthe sending
soclet label. A processmay explicitly labelindividual
messaged the underlying protocol supportsmessage
boundariesj.e. datagransoclets. Messagesenton a
streamsoclet all have the samelabel,whichis thelabel
of the streamsoclet.

Supportfor communicatingnessagéabelsacrosghe
network hasnotyetbeenimplementedn SELinux. The
Fluke implementationof the Flask architectureused
IPSEC/ISAKMP both to label and protect messages,
storing the labeling information in the IPSEC secu-
rity association. During an ISAKMP negotiation, the
appropriatesecurity contexts are sent acrossthe net-
work andthe peerobtainsSIDs for thesesecuritycon-
texts and storesthem in its IPSEC security associa-
tion. Whenmessagearesubsequentlyecevedthatuse
the IPSEC securityassociationthe messagesre vali-
datedandthenlabeledwith the SIDs from the associa-
tion. Similar supportwill be providedin SELinuxusing
theFreeSVAN [14] IPSECimplementationintegrating
FreeSVWAN with the SELinuxnetwork mandatonaccess
controlsis the next major phasefor SELinux develop-
ment.

4 Application Programming Interface

Typically, the SELinuxmandatoryaccesontrolsop-
eratetransparentlyo applicationsandusers.Thelabel-
ing decisionsof the Flaskarchitecturgorovide appropri-
atedefault behaviors sothatthe existing Linux applica-
tion programminginterface (API) calls canbe left un-
changed. The mandatoryaccessontrolsare only vis-

ible to applicationsand usersupon accessfailures, in
which casethey return the normal Linux error codes
(e.g. EACCES, EPERM ECONNREFUSED, ECONNRE-
SET) for suchfailures. In mostcasesthe potentialfor
thesesameerror conditionsalreadyexistedwith the or-
dinaryLinux kernel,somostapplicationsshouldhandle
theseconditions. Only a few controls,suchasthe con-
trolsonindividualread andwrite calls,cancauseaccess
failureswherean accesgailurewasnot previously pos-
sible.

Although existing applicationscan be usedunmodi-
fied, it is desirableto provide new API calls to allow
modifiedandnew applicationdo bedevelopedthathave
somedegreeof awarenes®f the new securityfeatures.
EachSELinux kernel subsystenprovidesa setof new
API callsthat extendexisting API calls with additional
parameter$or SIDs. The procesamanagemensubsys-
tem providescalls to getthe currentandold SIDs of a
processandacall to executea programwith a specified
SID. The filesystemsubsystenprovides calls to create
fileswith particularSIDs,callsto obtainthe SIDsof files
andfilesystemsandcallsto changehe SIDsof filesand
file systemsThesocletIPC subsystenprovidescallsto
createsocletsandmessagewith particularSIDs, calls
to obtainthe SIDs of soclketsandmessagesndcallsto
specifythedesiredSID for peersoclets. Thesamesetof
controlsusedfor the existing API callsarealsoapplied
to theseextendedAPI calls,with theonly differencebe-
ing the useof anapplication-pr@idedSID ratherthana
defaultSID.

Applicationsthat usethesenaw calls needto be able
to convertbetweerSIDsandsecuritycontexts. Further
more, it is desirableto allow applicationsto obtainse-
curity policy decisionsfrom the securitysener so that
security policies can be definedthat control accessto
applicationabstractionsFor example,awindowing sys-
tem might be enhancedo provide labelingandsepara-
tion of windows, with controlledcut-and-pastbetween
windows, or a databasesystemmight be enhancedo
provide labeling and separatiorof individual database
recordsmaintainedin a single file. Such application
policy enforcerswould still be controlledby the kernel
mandatoryaccesscontrolsbut could further refine the
granularityof protectionprovidedby thekernel.To sup-
port suchapplicationsthe securitysener providesa set
of new API callsthatexport its servicesfor corverting
betweenSIDs and contexts and obtainingsecuritypol-
icy decisions.A setof controlsis definedfor thesenew
API callsto ensurehatthepolicy cancontroltheability
to usethem. An applicationacceswectorcachelibrary
couldeasilybe createcbasedn the SELinuxkernelac-
cessvectorcache@mplementationio provide securityde-
cisioncachingfor applications.



5 Security Policy Configuration

This section describesthe example security policy
configurationthat hasbeendevelopedfor the Security-
Enhanced.inux. At a high level, the goalsof the ex-
amplesecuritypolicy configurationareto demonstrate
theflexibility andsecurityof themandatoryaccesson-
trols andto provide a simpleworking systemwith mini-
mal modificationsto applications The examplesecurity
policy configurationconsistsof a combinationof Role-
BasedAccessControl (RBAC) [11] and Type Enforce-
ment[8]. The configurationdravs from the Domain
and Type Enforcement(DTE) configurationdescribed
in [26], althoughit usesa different configurationlan-
guagedescribedn [16].

The example securitypolicy configurationdefinesa
setof Type Enforcementiomainsandtypes. Eachpro-
cesshasanassociatedomain andeachobjecthasanas-
sociatedtype. The policy configurationspecifieghe al-
lowableaccesseby domainsto typesandthe allowable
interactionsamongdomains. It specifieswhat program
typescanbe usedto entereachdomainandthe allow-
abletransitionsbetweendomains. It also specifiesau-
tomatic transitionsbetweendomainswhen certainpro-
gramtypesare executed. Thesetransitionsensurethat
systemprocessesind certainprogramsare placedinto
their own separatelomainsautomatically

The configurationalso definesa set of roles. Each
proceshasanassociatedole. All systemprocessesun
in the system.r role. Two rolesarecurrentlydefinedfor
users,user_r for ordinary usersand sysadm.r for sys-
tem administrators.Theseuserrolesareinitially setby
thel ogi n programandcanbechangedy anew ol e
programsimilarto thesu program.

The policy configurationspecifiesthe setof domains
that can be enteredby eachrole. Eachuserrole has
an associatednitial login domain, the user_t domain
for the user_r role and the sysadm_t domain for the
sysadm.r role. This initial login domainis associated
with the users initial login shell. As the userexecutes
programs,transitionsto other domainsmay automati-
cally occurto supportchangesn privilege. Often,these
other domainsare derived from the users initial login
domain. For example,the user_t domaintransitionsto
the user_netscape_t domain and the sysadm.t domain
transitionsto the sysadm_netscape_t domainwhen the
net scape programis executecto restrictthe browser
to a subsebf the users permissions.

Figure 4 shows a portion of the policy configuration
that allows the administratordomain (sysadm_t) to run
theinsmodprogramto insertkernelmodules. Theins-
mod programis labeledwith theinsmod_exec_t typeand
runsin theinsmod_t domain. The first rule allows the
sysadm_t domainto run the insmodprogram. The sec-

al l ow sysadmt insnod_exec_t:file x_file_pernmns;
al |l ow sysadmt insnpd_t:process transition;

al low i nsnod_t insnod_exec_t:process { entry-
poi nt execute };

allow i nsnod_t sysadmt:fd inherit_fd_perns;
allow i nsnod_t sel f:capability sys_nodul e;

all ow i nsnmpbd_t sysadm t: process sigchld;

Figure4: Configurationfor runninginsmod.

ondrule allows the sysadm_t domainto transitionto the
insmod_t domain.Thethird rule allows theinsmod_t do-
mainto beenteredy theinsmodprogramandto execute
codefrom this program.The fourth rule allows theins-

mod_t domainto inheritandusefile descriptorgrom the
sysadm_t domain.Thefifth rule allows theinsmod_t do-
mainto usethe CAP_SYS_MODULE capability Thelast
rule allows theinsmod_t domainto sendthe SI GCHLD
signalto sysadm_t whenit exits.

Fromthis small portion of the policy configurationijt
is clearthatthe flexibility of the mandatoryaccesson-
trols alsoyields a correspondingncreasein the com-
plexity of managingthe securitypolicy. Creatingand
maintaininga configurationto meeta setof securityre-
guirementsand verifying that the configurationis con-
sistentwith those requirementscan be a challenging
task. In orderfor SELinuxto be widely deployed and
used,a collectionof basepolicy configurationamustbe
developedo meetcommonsetsof securityrequirements
to allow its useby enduserswith no securityexpertise.
Furthermore higherlevel configurationlanguagesand
policy analysistools are neededio addresghesechal-
lenges.

The security policy configuration controls various
forms of raw accesdo data. The policy configuration
definesdistinct typesfor kernel memory devices, disk
devices, and/ pr oc/ kcor e. It definesseparatedo-
mainsfor processeshat requireaccesgo thesetypes,
suchasklogd_t andfsadm.t.

The configurationprotectsthe integrity of thekernel.
The policy configurationdefinesdistinct typesfor the
bootfiles, moduleobjectfiles, moduleutilities, module
configurationfiles and sysctl parametersandit defines
separatelomainsfor processethatrequirewrite access
to thesefiles. As illustratedby the examplein Figure4,
the configurationdefinesseparatelomainsfor the mod-
ule utilities, andit restrictsthe use of the module ca-
pability to thesedomains. It only allows a small setof
privilegeddomaingo transitionto themoduleutility do-
mains.

The integrity of systemsoftware, systemconfigura-
tion information and systemlogs is protectedby the
configuration. The policy configurationdefinesdistinct



typesfor systemlibrariesandbinariesto controlaccess
to thesefiles. It only allows administratordo modify
systemsoftware. It definesseparataypesfor system
configurationfiles andsystemlogs anddefinesseparate
domaingfor programghatrequirewrite access.

The configurationconfinesthe potentialdamagehat
canbecausedhroughtheexploitationof aflaw in apro-
cessthat requiresprivileges,whethera systemprocess
or privilege-enhancingsetuidor setgid)program. The
policy configurationplacestheseprivilegedsystempro-
cessesand programsinto separatedomains,with each
domain limited to only those permissionsit requires.
Separateypesfor objectsaredefinedin the policy con-
figurationasneededo supportleastprivilege for these
domains.

Privilegedprocesseareprotectedrom executingma-
licious code. The policy configurationdefinesan exe-
cutabletypefor theprogramexecutedby eachprivileged
processandonly allows transitionsto the privilegeddo-
main by executingthat type. When possible,it limits
privilegedprocessdomainsto executingtheinitial pro-
gramfor thedomain thesystemdynamiclinker, andthe
systemsharedibraries. The administratoldomainis al-
lowedto executeprogramscreatedby administratorsas
well assystemrsoftware,but not programscreatedy or-
dinary usersor systemprocesses.

The configurationensureghat the administratorole
and domaincannotbe enteredwithout userauthentica-
tion. The policy configurationonly allows transitionsto
the administratorrole and domainby the |l ogi n pro-
gram, which requiresthe userto authenticatebefore
startinga shell with the administratorrole anddomain.
It preventstransitionsto the administratorrole and do-
mainby remotdoginsto preventunauthenticatetemote
loginsvia . r host s files. A newr ol e programwas
addedo permitauthorizedusergo entertheadministra-
tor role anddomainduring a remotelogin sessionand
this programre-authenticatethe user To provide con-
fidentiality of secretauthenticatiorinformation,the pol-
icy configurationlabelsthe shadev passverd file with
its own type andrestrictsthe ability to readthis typeto
authorizedorogramssuchasl ogi n andsu.

Ordinaryuserprocessesre preventedfrom interfer

ing with systemprocesse®r administratorprocesses.

Thepolicy configuratioronly allows certainsystenpro-
cessesmndadministratorgdo accesghe procfs entriesof
processem otherdomains.It controlsthe useof ptrace
on other processesandit controlssignal delivery be-
tweendomains. It definesseparatdypesfor the home
directoriesof ordinaryusersandthe homedirectoriesof
administratorslt ensureghatfiles createdn shareddi-
rectoriessuchas/ t np areseparatelyypedbasednthe
creatingdomain. It definesseparataypesfor terminals

basedntheowner’'sdomain.

The configurationprotectsusersand administrators
from theexploitationof flawsin thenet scape browser
by malicious mobile code. The policy configuration
placesthe browserinto a separatelomainandlimits its
permissions.It definesa type that userscanuseto re-
strict readaccesdy the browserto local files, andit de-
fines a type that userscan useto grantwrite accesgo
localfiles.

6 Performance

This sectiondiscusseshe impactof the SELinux se-
curity mechanism®n the performancenf the the Linux
kernel. The setof benchmarksisedwasinfluencedby
the Linux Benchmarking HOWTO [6]. Microbenchmark
testswvereperformedo determingheperformancever
headdueto the SELinux changedor variouslow-level
systemoperations. Macrobenchmarkestswere per
formedto determingheimpactof the SELinuxchanges
ontheperformancef typical workloads.

Each test was performedwith two different kernel
configurations. The base kernel configurationcorre-
spondsto anunmodifiedLinux 2.4.2kernel. This con-
figuration was measuredto provide the performance
baselingfor eachbenchmarkThe selinux configuration
corresponddo an enforcing Security-Enhanced.inux
2.4.2 kernel. The performancemeasurementsf the
selinux configurationcanbe comparecdhgainsthe base-
line to determinethe overheadmposedby the SELinux
securitymechanisms.

6.1 Micr obenchmarks

The microbenchmarktests were dravn from the
UnixBench 4.1.0 benchmark[21] and the Imbench?2
benchmark[18] suites. Thesemicrobenchmarkests
wereusedto determinehe performanceverheadf the
SELinux changedor variousprocessfile, and soclet
low-level operations.Thesebenchmarksvereexecuted
on a 333MHz Pentiumll with 128M RAM. The Im-
benchnetwork testsran sener programson a 166MHz
Pentiumwith 64MB RAM. Both the client and sener
machinegan the samekernelfor the Imbenchnetwork
benchmarksothattheresultsshow thetotal costof the
SELinuxoverheadn both systems.

6.1.1 UnixBench Theresultsfor theUnixBenchsys-
tem microbenchmarksre shavn in Table 9. The file
copy benchmarkneasuregherateat which datacanbe
transferredrom onefile to anotherusingvariousbuffer
sizes. For small buffer sizes,the systemcall overhead
dominateghetime to copy thefile. The SELinuxover-
headconsistsof revalidating permissiondor eachread
andwrite for thefile copy. As thebuffer sizeincreases,



Microbenchmark| Base SELinux Overhead
file copy 4KB 495 48.6 2%
file copy 1KB 40.4 38.6 5%
file copy 256B 23.0 21.0 10%
pipe 6.17 7.17 16%
pipeswitching 12.7 15.0 18%
proces<reation 485 494 2%
execl 2480 2610 5%
shellscripts(8) 659 684 4%

Table9: unixBenchsystemmicrobenchmarksFile copy through-
put is in megabytesper second. The other UnixBenchmicrobench-
marksarein microsecondper loop iteration (or millisecondsfor the
shell scriptsbenchmark) Theseresultswere cornvertedinto unitsthat
canbemoreeasilycomparedvith thelmbenchresults.

thetimeto copy thefile becomesiominatedy theunaf-
fectedmemorycopying costs,sothe SELinuxoverhead
becomesgjligible.

The pipe benchmarkmeasureshe numberof times
a processcanwrite 512 bytesto a pipe andreadthem
back per second. The pipe switchingbenchmarkmea-
suresthe numberof timestwo processeganexchange
anincreasingntegerthroughapipe. The SELinuxover-
headconsistsof revalidating permissiongor eachread
andwrite on thepipe.

The processcreationtest measureghe number of
timesa processanfork andreapa child thatimmedi-
ately exits. The SELinux overheacconsistsof perform-
ing apermissiorcheckon eachfork andwait operation.
Theexeclbenchmarkneasurethenumberof execlcalls
that can be performedper second. The SELinux over
headconsistsof computingthelabelfor thetransformed
processandperformingpermissiorchecksor searching
the path,executingthe program,andinheritingopenfile
descriptions.

The shell scriptstest measureshe numberof times
perminuteaprocessanstartandreapa setof 8 concur
rentcopiesof ashellscript,wheretheshellscriptapplies
a seriesof transformationgo a datafile. The SELinux
overheadconsistsof computingthe label for processes
for eachprogramexecution,computingthelabelfor new
files createdby the scripts,and performingpermission
checksfor thevariousprocessandfile operations.

6.1.2 Imbench The results for the Imbench mi-
crobenchmarksre shovn in Table 10. The null I/O
benchmarkmeasureshe averageof the times for a
one-bytereadfrom /dev/izero and a one-bytewrite to
/devinull. The SELinux overheadconsistsof revalidat-
ing permission®n eachreadandwrite.

The statbenchmarksneasureshetime to invoke the
stat systemcall on a temporaryfile. The SELinux
overheadconsistsof performingpermissionchecksfor
searchinghe pathandobtainingthefile attributes. The

Microbenchmark| Base SELinux Overhead
null /O 1.45 1.93 33%
stat 8.06 10.3 28%
open/close 11.0 14.0 27%
OKB create 22.0 26.0 18%
OKB delete 1.72 1.90 10%
fork 499 505 1%
execwe 2730 2820 3%
sh 10K 11K 10%
pipe 12.5 14.0 12%
AF_UNIX 20.6 24.6 19%
UDP 310 356 15%
RPC/UDP 441 519 18%
TCP 389 425 9%
RPC/TCP 667 726 9%
TCPconnect 675 738 9%
Table10: Imbenchmicrobenchmarks Measurementsrein mi-

crosecondsMeasurementbelown the barrepresentound-triplateny
for variousformsof IPC.

open/closaestmeasureshe time to opena temporary
file for readingandimmediatelycloseit. The SELinux
overheadconsistsof performingpermissionchecksfor

searchinghepathandopeningthefile with readaccess.

TheOK createandOk deletebenchmarksneasurehe
time requiredto createanddeletea zero-lengtHile. For
the OK create,the SELinux overheadconsistsof com-
putingthelabelfor the new file andperformingpermis-
sionchecksfor searchinghe path,modifying thedirec-
tory, andcreatingthefile. The SELinuxoverheador the
OK deleteconsistof performingpermissionchecksfor
searchinghe path,modifying the directory andunlink-
ing thefile.

The fork, execwe, and sh benchmarksneasurehree
increasinglyexpensve forms of processcreation: fork
and exit, fork and execwe, and fork and execlp of the
shellwith the new programasa commando the shell.
For the fork benchmark,the SELinux overheadcon-
sists of permissioncheckson fork and wait, as with
the UnixBenchprocessreationbenchmarkFor the ex-
ecwe benchmarkthe SELinux overheadconsistsof the
fork overheadplus the label computationand permis-
sionchecksassociatedavith programexecution,aswith
theUnixBenchexeclbenchmarkFor theshbenchmark,
this overheads furtherincreasedy the additionallayer
of procesgreation programexecution,andpathsearch-
ing by theshell.

The remaininglmbenchtestsmeasureound-trip la-
tengy in microsecond$or variousforms of interprocess
communicationbetweena pair of processes.The Im-
benchbandwidthbenchmarkresultsare omitted since
they did notshaw ary significantdifferencebetweerthe
base andselinux configurationsasexpected.

The SELinux overheadon the pipe benchmarkcon-
sistsof revalidatingpermission®n eachreadandwrite,



aswith the UnixBenchpipe switchingbenchmark.For

the AF_UNIX benchmarkthe SELinux overheadcon-

sistsof checkingpermissionto eachsocket andrevali-

dating the permissiongor the connectionbetweenthe

socletson eachsendandreceve. For eachof the net-

working benchmarksthe SELinux overheadincludes
checkingpermissionto eachsoclet, host,and network

interfacefor eachpaclet. Theoverheador theUDP and
RPC/UDPbenchmarkslsoincludescheckingpermis-
sion betweernthe soclet pair on eachsendandreceve.

Forthe TCPandRPC/TCPbenchmarksSELinuxreval-

idatesthe permissiongyrantedduring connectiorestab-
lishmentbetweenthe soclet pair on eachsendandre-

ceive. The SELinux overheadfor the TCP connection
benchmarkincludesthe permissionchecksbetweerthe

soclet pair for the connectioron conneciandaccept.

6.1.3 Conclusion Althoughthepercentageverhead
for someof the microbenchmarkesultsis large, thereal
differencein absoluteimesis typically quite smalland
becomesnsignificantfor macro operations,as shavn
by theresultsin Section6.2. Furthermoretheseresults
mustbe viewed asan upperboundon the performance
overheadsinceneitherthe AVC nor the securitysener
implementatiorhave beenoptimized. Otherknown ar-
easwherethe performancecould be improved include
makingbetteruseof AVC entryreferencesandimprov-
ing the AVC locking scheme.

6.2 Macrobenchmarks

Thefirst macrobenchmarkonsistedf compilingthe
Linux 2.4.2 kernel sources sincethis involves signifi-
cantfile systemactivity andis representatie of a work-
load experiencedcommonlyby Linux users. The sec-
ondmacrobenchmanwasthe WebStone2.5benchmark
for webseners[19], whichis representatie of atypical
workloadfor awebsener.

For thekernelcompilationmacrobenchmarkhetime
to execute“make” was measured. The 2.4.2 kernel
sourceswere configuredwith the default options, and
a “make dep” wasdoneprior to the testing. Threeker-
nel compilationswere performed eachimmediatelyaf-
ter arebootinto single-usemode,andtheresultswere
averaged.This benchmarkwvas executedon a 333MHz
Pentiumll with 128M RAM.

For the WebStonenacrobenchmarlgnehundredL0-
minute trials were run with 32 web clients requesting
the standardWebStondfile set. A SunUltra 5 running
Sun0S5.6 with 128M RAM was usedasthe testcon-
troller and client machine. This machinewas directly
connectedisinga 10Mbit Ethernetcrosseer cableto a
133MHz Pentiumwith 64M RAM runningthe Apache
websener providedwith RedHat6.1.

Base SELinux Overhead
elapsed 11:14 11:15 0%
system 00:49 00:51 4%
lateny 0.56 0.56 0%
throughput | 8.29 8.28 0%

Tablel11: Macrobenchmarkesults.The elapsedandsystentimes
for a“time make” ontheLinux 2.4.2kernelsourcesareshavn in min-
utesandsecondsThelateng in secondsindthroughputin MBits per
secondareshavn for the WebStonebenchmark.

Tablel1ldisplaystheresultsof themacrobenchmarks.
Therewasnosignificantchangen thetotalelapsedime,
andtherewasonly a4% increasen the systemtime for
a kernelcompilation. Therewas no significantchange
in eitherthelateng or thethroughputmeasurement®r
WebStone At the macrolevel, thereappeargo belittle
noticeablalifference.

7 RelatedWork

The project that is most similar to SELinux is the
RuleSetBasedAccessControl (RSBAC) [22] for Linux
project. RSBAC is basednthe Generalizedrrameavork
for AccessControl (GFAC) [4]. LiketheFlaskarchitec-
ture, the GFAC separatepolicy from enforcementand
cansupporta variety of securitypolicies. RSBAC pro-
vides a Role Compatibility policy modulethatis very
similar to the SELinux Type Enforcemenipolicy mod-
ule.

However, RSBAC also differs from SELinux in a
numberof ways. The GFAC doesnot specificallyad-
dressthe issueof atomic policy changes,so RSBAC
lacksthe SELinuxsupportffor dynamicsecuritypolicies.
Sincethe GFAC placesthe responsibilityfor managing
securitylabelsin its AccessControl Information (ACI)
module, RSBAC doesnot provide policy-independent
datatypesfor securitylabels. The RSBAC AccessDe-
cision Facility (ADF) dependson kernel-specificdata
structuresand RSBAC doesnot provide a securityde-
cisioncachemechanismbecausehe RSBAC ADF was
directlyimplementedasa kernelsubsystemln contrast,
since SELinux’s predecessosystemsmplementedthe
securitysener asa userspacesener runningon a mi-
crokernel,the SELinuxsecurityseneris cleanlydecou-
pled from the kerneland SELinux providesthe access
vectorcache.

SinceRSBAC wasnot designedwith security-avare
applicationsand applicationpolicy enforcersin mind,
it lacksequivalentsfor the extendedAPI calls and new
API calls of SELinux, only providing calls for setting
and getting attributes of existing subjectsand objects.
RSBAC useshelLinux realuseridentity attributefor its
decisionsandmustcontrolchangego this attribute,soit
is notcompletelyorthogonato theexisting Linux access



controls.Finally, RSBAC lacksa numberof the controls

providedby SELinuxfor eachof thekernelsubsystems.

TypeEnforcemeni8] (TE) andDomainandTypeEn-
forcement(DTE) [5] have a numberof similaritiesto
SELinux,sinceSELinuxprovidesageneralizatiorof TE
in its examplesecuritysener. Two projectsareintegrat-
ing DTE into Linux [15, 1]. SELinuxwasdesignedo
provide flexible supportfor a variety of policy models,
while DTE wasonly designedo implementanenhanced
form of TE. DTE is distinguishedrom traditional TE by
the DTE LanguaggDTEL) for expressingaccesson-
trol configurationsandby animplicit typing mechanism
basedon the directoryhierarchyfor labelingfiles. The
SELinuxTE policy modulelikewise hasa configuration
languagefor expressingaccessontrol rules. SELinux
storesfile labelsexplicitly, but allows labelsto be man-
agedusing a higherlevel specificationbasedon path-
nameregular expressions. NAl Labs’ DTE prototype
alsoprovidedlabelingandcontrolsfor NFSandwasin-
tegratedwith IPSEC.

The TrustedBSDprojectis developing a variety of
trustedoperatingsystemfeatures,jncluding mandatory
accessontrolsfor FreeBSO27]. SELinuxdiffersfrom
TrustedBSDin that SELinux is a more maturesystem,
that it addresse®nly mandatoryaccesscontrols, and
that it usesa flexible mandatoryaccesscontrol archi-
tectureratherthanhardcodedolicies. The TrustedBSD
projectplansto migrateto amoreflexible mandatoryac-
cesscontrolarchitecturen thefuture [28].

The MedusaDS9[3] projectis similarto SELinuxat
a high level in thatit is alsodevelopinga kernelaccess
control architecturethat separategolicy from enforce-
ment.However, Medusais very differentin its specifics.
In Medusa,the kernel consultsa userspaceauthoriza-
tion sener for accessdecisions. The Medusaaccess
controlsareprimarily basecnlabelingsubjectsandob-
jectswith setsof virtual spaceso whichthey belongand
definingwhatvirtual spacesanbe seenyead,andwrit-
ten by eachsubject. The authorizationsener canalso
requireexplicit authorizationin additionto the virtual
spacechecking,in which caseit canapply otherkinds
of policy logic andcanevenoverridetheordinaryLinux
accesgontrols. MedusaDS9 alsoprovidessupportfor
systemcall interceptionby the authorizationsener and
for forcing a processto executecode provided by the
authorizatiorsener.

The Linux Intrusion Detection System (LIDS) [2]
providesa setof additionalsecurityfeaturesfor Linux.
It supportsadministratvely-definedaccessontrol lists
for files that identify subjectsbasedon their program.
Like Medusa,LIDS cancontrol the ability to seefiles
andprocessef directorylistings. LIDS alsosupports
definingcapabilitysetsfor programspreventingcertain

processe$rom beingkilled, sendingsecurityalertson
accesdailures,anddetectingport scans.

TheLOMAC [13] projecthasimplementecda form of
mandatoryaccessontrolbasednthelLow WaterMark
modelin aLinux loadablekernelmodule.LOMAC was
not designedo provide flexibility in its supportfor se-
curity policies; instead,it focuseson providing useful
integrity protectionwithout ary site-specificconfigura-
tion, regardlessof the software and userspresenton a
system. It shouldbe possibleto implementthe Low
WaterMark model in SELinux as a particular policy
module.

8 Summary

This paper explains the need for mandatory ac-
cesscontrol (MAC) in mainstreamoperatingsystems
and presentsthe NSA's implementationof a flexible
MAC architecturecalledFlaskin the Security-Enhanced
Linux (SELinux) prototype. The paperexplains how
theFlaskarchitectureseparatepolicy from enforcement
andprovidesthe necessannterfacesandinfrastructure
for flexible policy decisionsand policy changes.It de-
scribesthe fine-grainedlabeling and controls provided
by SELinux for kernel objectsand services. The pa-
perexplainshow existing Linux applicationcanrunun-
changeantheSELinuxkernel,andit describeshesup-
port for security-avare applications. The papershavs
how the SELinuxcontrolscanbeappliedto meetrealse-
curity objectvesby describingheexamplesecuritypol-
icy configuration.It demonstratethatthe performance
overheadof the SELinux controlsis minimal. Finally,
the paperhighlights the differencesbetweenSELinux
andrelatedsystems.

Availability

The Security-Enhancedlinux software is available
under the GNU General Public License (GPL) at
http://ww. nsa. gov/ sel i nux.
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