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Abstract

Practically every corporation that is connected to the In-
ternet has at least one firewdl, and often many more.
However, the protection that these firewals provide
is only as good as the policy they are configured to
implement. Therefore, testing, auditing, or reverse-
engineering existing firewall configurations should be
important components of every corporation’s network
security practice. Unfortunately, thisis easier said than
done. Firewadl configuration files are written in no-
toriously hard to read languages, using vendor-specific
GUIs. A tool that issorely missing in the arsenal of fire-
wall administrators and auditors is one that will allow
them to analyze the policy on afirewall.

The first passive, anaytica, firewal anaysis system
was the Fang prototype system [MWZ00]. This was
the starting point for the new Lumeta Firewall Anayzer
(LFA) system. LFA improves upon Fang in many ways.
The most significant improvements are that human in-
teraction is limited to providing the firewall configura-
tion, and that LFA automatically issues the “interesting”
gueries and displaysthe outputs of all of them, in away
that highlightsthe risks without cluttering the high-level
view. This solves a mgjor usability problem we found
with Fang, namely, that users do not know which queries
to issue.

The input to the LFA consists of the firewall’s routing
table, and the firewall’s configuration files. The LFA
parses these variouslow-level, vendor-specific, files, and
simulates the firewall’s behavior against all the packets
it could possibly receive. The simulation is done com-
pletely offline, without sending any packets. The admin-
istrator gets acomprehensive report showing which types
of traffic thefirewall allowsto enter fromthe Internet into
the customer’s intranet and which types of traffic are al-
lowed out of theintranet. The LFA's report is presented
as a set of explicit web pages, which are rich with links

and cross references to further detail (allowing for easy
drill-down). This paper describes the design and archi-
tecture of the LFA.

1 Introduction
1.1 Background

Firewalsare the cornerstones of corporate intranet secu-
rity. Once afirewall is acquired, a security/systems ad-
ministrator has to configure and manage it to redize an
appropriate security policy for the particular needs of the
company. Thisisacrucial task; quoting [RGR97]: “The
singlemost important factor of your firewall’ssecurity is
how you configureit”.

Even understanding the deployed firewall policy can be
adaunting task. Administratorstoday have no easy way
of answering questions such as “can | telnet from here
to there?’, or “from which machines can our DMZ be
reached, and with which services?’, or “what will bethe
effect of adding thisrule to the firewall?’. These are ba
sic questionsthat administratorsneed to answer regularly
in order to perform their jobs, and sometimes more im-
portantly, in order to explain the policy and its conse-
guences to their management. There are severa reasons
why thistask is difficult, for instance:

(i) Firewall configuration languages tend to be arcane,
very low level, and highly vendor specific.

(if) Vendor-supplied GUIs require their users to click
through several windows in order to fully understand
evenasinglerule: at aminimum, the user needs to check
the I P addresses of the source and destination fields, and
the protocol sand ports underlying the servicefield.

(iii) Firewall rule-bases are sensitive to rule order. Sev-
era rules may match a particular packet, and usually the
first matching ruleis applied —so changing therule order,



or inserting a correct rule in the wrong place, may lead
to unexpected behavior and possible security breaches.

(iv) Alternating PASS and DROP rules create rule-bases
that have complex interactions between different rules.
What policy such arule-baseisenforcing is hard for hu-
mans to comprehend when there are more than a handful
of rules.

A tool that issorely missing in thearsenal of firewall ad-
ministrators and auditors is one that will allow them to
analyze, test, debug, or reverse-engineer the policy on a
firewall. Such atool needs to be exhaustive in its cover-
age, be high level, and be convenient to use. This paper
describes the evolution and architecture of the Lumeta
Firewal Anayzer (LFA), a second generation system
that addresses the analysis needs of firewall administra-
tors, security consultants, and auditors.

1.2 TheFang System

Thefirst passive, analytica, firewall analysis system was
the Fang prototype system [MWZ00]. Fang read all
the vendor-specific configuration files, and built an in-
ternal representation of the implied policy. It provided a
graphical user interface (GUI) for posing queries of the
form “does the policy alow service S from A to B?'.
Fang would then simulate the firewall’s policy against
the query, and display the results back onto the user's
screen.

Before Fang could be used, it needed to have an instanti-
ated model of the firewall connectivity, which contained
details like how many interfaces the firewall has, which
subnets are connected to each interface, and where the
Internet issituated with respect tothefirewall. Therefore,
before querying the firewall policy, a Fang user needed
to write a firewall connectivity description file. The lan-
guage used to describe the firewall connectivity was de-
rived from the Firmato MDL language [BMNW99].

The core of Fang's query engine was a combination of
a graph algorithm and a rule-base simulator. It took as
input a user query consisting of source and destination
host-groups (arbitrary sets of |P addresses, up to awild-
card “al possible IP addresses’), and a service group
(up to awildcard “al possible services’). It would then
simulate the behavior of the firewall’s rule-base on all
the packets described by the query, and compute which
portions of the origina query would manage to reach
from source to destination: Perhaps only a subset of the
queried services are alowed, and only between subsets
of the specified source and destination host-groups.

1.3 Contributions

Totest Fang’s usability and the value it provided, we col-
lected feedback from beta testers. This feedback raised
issues we needed to address. The new LFA architecture
introduces several new features that address theseissues:

e The user does not need to write the firewall con-
nectivity file any more. LFA has a new front-end
modul e that takes a formatted routing table and au-
tomatically creates the firewall connectivity file.

e UsingaGUI asan input mechanism turned out to be
difficult for users. Instead, LFA isnow a batch pro-
cess, that simulates the firewall policy against prac-
tically every possible packet.

e A crucia part of the batch processing is the auto-
matic selection of queries. Our choice of queries
needs to ensure comprehensive coverage, to high-
light any risks, and to make sense to users without
overwhel ming them with minutiae.

e The LFA output is now formatted as a collection of
web pages (HTML). Thisformat gives usthe ability
to present the output at many levels of abstraction
and from multiple viewpoints, allowing easy drill-
down to details without cluttering the high level
view.

e We needed to support more firewall vendors. For
this purpose, LFA now uses an intermediate fire-
wall configuration language, to which we convert
the various vendors' configurations.

Organization: In Section 2 we describe the components
of the LFA architecture and the design decisions that led
usto thisarchitecture. In Section 3 we discuss some re-
lated work. In Section 4 we provide an annotated exam-
ple of how the LFA works. We concludein Section 5.

2 ThelLFA Architecture

The main contribution of the Fang prototypewas its core
guery engine. The combination of its internal firewal
connectivity model, data structures, and efficient algo-
rithms, demonstrated that it is feasible to anayticaly
simulate a firewall’s policy offline. However, from the
beta-testers feedback we got, it became apparent that
the software architecture needed to be revisited in order



to take the core technology from a prototypeinto a prod-
uct. In the next sections we describe the problems that
we identified in the Fang prototype, and their solutions
withinthe LFA.

2.1 Describing the Firewall Connectivity

As we mentioned above, before using Fang the user
needed to write a firewall connectivity description file,
using the Firmato MDL language [BMNW99]. For ev-
ery network interface card (NIC) on thefirewall, the fire-
wall connectivity description file containsalist of 1P ad-
dressranges that are located behind that NIC. These lists
are required to be digjoint: each IP address is alowed
to appear only once. This requirement is fundamental
to the simulation process. For every possible packet,
Fang needs to know which firewall interfaces the packet
would cross on its path from source to destination—and
thereby, which firewall rule-bases would be applied to it.

The need to write a firewall connectivity file caused two
problems. First, the user had to learn the syntax and se-
mantics of the MDL language, which takes time and ef-
fort. Second, and more important, theinformation that is
needed to describe thefirewall connectivity isnot readily
available to firewall administrators in a suitable format.
This information is typically only encoded in the fire-
wall’s routing table. However, routing table entries are
usually not digoint: It iscommon to have many overlap-
ping routing table entries that cover the same IP address.
The semantics of a routing table determine which route
entry isused for agiven |P address: it isthemost specific
one, i.e, the entry for the smallest subnet that contains
the given IP address is the one that determines the route
to that 1P address. The task of accessing the routing ta-
ble, and manually converting it into lists of digoint IP
address ranges, turned out to be difficult and error prone.

To solve both problems, the Lumeta Firewal Ana
lyzer introduced a a new front-end module, caled
r out e2hos, that mechanically converts aroutingtable
into a Firmato MDL firewall connectivity file. All that is
required of the user isto providethe firewall’srouting ta-
ble (in theform of the output of thenet st at command
on Unix systems).

The r out e2hos module uses an engine that imple-
ments the routing table semantics. In other words, for
a given |P address, it is able to determine over which
NIC a packet with this address as its destination would
be routed. By judiciously using this engine against the
subnets listed in the routing table, r out e2hos is able

to create the digoint lists of |P address ranges that the
Fang query engine requires. The output of r out e2hos
isthe firewall connectivity description file, in the MDL
language.

As part of the processing done by r out e2hos, it pro-
duces definitions for two specia host groups, caled In-
side and Outside. The Outside host group consists of al
the IP addresses that get routed via the default interface,
according to the firewall’ srouting table. This host group
typicaly includes the Internet, and any of the corpora-
tion’ssubnets that are external to thefirewall. The Inside
host group is everything else. These two host groupsare
later used in the query processing (see below).

2.2 What to Query?

The Fang prototype had a graphical user interface which
allowed the user to enter queries of their choice. How-
ever, during beta testing we discovered that users do not
know which queries they need to try. They were not sure
which services are risky, nor which host groups needed
to be checked. Furthermore, on a reasonably configured
firewall, most queries return uninteresting results, eg.:
“is telnet allowed into my network?’; “No”; etc. This
causes users to lose interest and leads to a partial simu-
lation of the policy. Most importantly, the queries that
are likely to find the problemsin the rule-base are often
precisely those queriesthat the user does not know to try.

To solve these problems, the Lumeta Firewall Analyzer
takes the burden of choosing the queries off the user's
shoulders. It does this by querying everything. In fact,
we completely eliminated the GUI as an input mech-
anism in the LFA, and replaced it by a batch process,
which repeatedly calls Fang's query engine.

Clearly, it isimpossible to simulate al the packet com-
binationsone by one. Enumerating all the possible com-
binations of source and destination | P addresses (32 bits
each), protocol (8 hits), and source and destination port
numbers (16 bits each), gives rise to an enumeration
space of 2104,

There are two facts that allow LFA to circumvent this
combinatorial explosion: (i) the Fang query engine pro-
cesses aggregated queries very efficiently, and (ii) after
the r out e2hos processing the LFA knows which IP
addresses are external to the firewall (thisisthe Outside
host group). Combining these two facts, LFA can issue
the query “list the types of traffic that can enter from the
Outsideto the Inside using any service’. We denote such



aquery by
Outside — Inside : *.

Theresultisalistof (src, dest, srv) tuplesde
scribing the allowed incoming traffic, in which the I P ad-
dresses of sr ¢ are contained in the Outside host group,
the IP addresses of dest are contained in Inside, and
the serviceis srv. Similarly, LFA can make the outgo-
ing query “Inside — Outside : ", switching the roles
of Inside and Outside.

After experimenting with the approach we just outlined,
we discovered that users had difficulty in interpreting its
results. For instance, suppose the firewall has a rather
typical rule of the form “from anywhere, to my-server,
alow any service”. The query “Outside — Inside : *”
would produce the response “Outside — my-server :
+”. This response does not convey to the user that “+”
(any service) includes quite afew high-risk services that
should probably not be alowed—if this fact was obvi-
ous to the user, he would not have written such arulein
thefirst place! Users found the results much easier to in-
terpret if instead of presenting a blanket response saying
“any service” isdlowed, we presented them with along
list of individual servicesthat are alowed.

Therefore, the LFA in fact does not make the query
“Outside — Inside : *". Instead it issues a set of fo-
cused queries: “Outside — Inside : dns”; “Outside —
Inside : netbios”; etc., and similarly for outgoing traf-
fic. The list of services that are queried in this way is
made of two parts: alist of well known services, plusa
list containing every specific service that appearsin some
rule on the firewall. We have found that querying in-
dividua services this way makes the query results, and
the risks they entail, much more explicit. The user has
two possible cues indicating risk: (1) If arule is wide
open, there will be avery long list of individua services
appearing in the query results (more services == more
risk); (2) The user will see services he may either recog-
nize as dangerous, or not recognize at al (making them
WOrrisome).

Note, however, that by querying individua services this
way, LFA may miss some services. A service that isnot
on the LFA's list of “known services’, and does not ap-
pear explicitly on any rule, will not be queried.

To ensure this does not happen, LFA performs two ad-
ditiona sets of queries. In these queries, the queried
service is the “all service” wildcard “*”. However, fol-
lowing the same philosophy from before, we attempt to
make the queries specific, in a different way. For incom-
ing traffic, LFA makes queries of the form “Outside —

internal-host-group : *”, where “internal-host-group”
goesover every internal host group.! LFA then goesover
theinterna host groups again, making outbound queries
of the form “internal-host-group — Outside : x”.

The results of al these queries are organized into four
reports, called “Analysisby service: Incoming”, “Analy-
sis by service: Outgoing”, “Anaysis by host group: In-
coming”, and “Analysis by host group: Outgoing”. This
organi zation offers the user the opportunity to look at the
firewall configuration from different viewpoints, while
providing a comprehensive coverage of the traffic the
firewall may encounter.

2.3 Supporting Multiple Vendors

The core query engine uses a model of the firewall rule-
base, which is generic and vendor-independent. How-
ever, in order to instantiate this model, the Lumeta
Firewall Analyzer (LFA) needs to be able to parse the
vendor-specific configuration files, and if necessary, to
convert the vendor’s firewall semantics into their equiv-
alent in the LFA model. The Fang prototype provided
native support (within the C code implementing the core
query engine) only for the Lucent Managed Firewall
[LMF99] configuration file syntax.

When we started adding support for other vendors (no-
tably Check Point’s and Cisco's products), we decided
not to include additional parsers for these vendors' lan-
guageswithinthe core. Instead, we opted for an architec-
ture centered around an intermedi ate language. We chose
to write a separate front-end conversion utility for each
supported vendor. We chose to write these utilitiesusing
the Perl programming language. The front-ends would
take the vendor’s files and trandate them into the LFA’s
intermediate language. We had three optionsfor an inter-
mediate language. We could base it on an access-control-
list language, or on one of Check Point’slanguages, or on
the Lucent Managed Firewall (LMF) language.

Access-control-list languages such as Cisco's 10S
[I0S00] and PIX [PIX97] configuration languages, or
the Linux i pchai ns (cf. [Rus00]) script language,
do not support named host groups, and a rule's source
and destination are restricted to be CIDR-block subnets.
Therefore, an access-control-list language was deemed
too low-level for our purposes; converting other firewall
configuration languagesto it would lose information and

1A host group is considered to be internal if it has a non-empty
intersection with in the Inside host group.



greatly increase the configuration size.?

Check Point [Che97] uses two separate languages in the
configuration of their FW-1 product: the INSPECT lan-
guage, and the language within the *. W *. C policy
files. The INSPECT language does support |P ranges
but does not support naming, so it was deemed too low
level. The . Wlanguage does support naming, groups,
and ranges, however, it has the opposite problem: it is
too expressive. It contains many irrelevant details, such
as the colorsin which to render the icons on screen, and
has a syntax that ismuch harder to parse or to synthesize.

The language we chose to base our intermediate lan-
guage on was the LMF configuration language. The
basic LMF language is relatively easy to parse and to
synthesize, yet contains higher-level constructs such as
service groups and host groups, named user-defined ser-
vices, named host groups, and arbitrary ranges of 1P ad-
dresses.

Since we only use the language internaly, within the
LFA, there was no reason to maintain strict compatibil-
ity with thereal LMF language. Therefore we only used
some of the LMF language components and ignored oth-
ers. Furthermore, we did need to extend the LMF lan-
guage to incorporate features which LMF itself does not
support, such as negated host groups.®

2.4 Presentation of Results

In addition to | etting the user specify her query, the Fang
GUI also displayed the query output to theuser. The GUI
had a basic mode showing the names of the sources, des-
tinations, and services in the resulting (src, dest,
srv) tuple. The user had the ability to expand each tu-
ple to show the IP addresses and port numbers (all the
components expanded simultaneously). However, beta
testers felt that these two display modes were too limit-
ing.

When we discarded the GUI, we needed an dternative
mechanism to view the query results. Our choice wasto
use an HTML -based display. We updated the core query
engineso it will dump all itsfindingsinto severa format-
ted plain-text output files. Then we created a collection
of Perl back-end utilitiesthat convert the output filesinto
a set of web pages.

2A single |P address range may need multiple CIDR block subnets
to cover it, the worst case being the range 0.0.0.1-255.255.255.254,
which reguires 62 separate CIDR blocks.

3A negated host group is shorthand for the | P addresses that are not
contained in the host group.

The back-ends create four support web pages:

Original rules. This page shows the rule-base in a for-
mat that is as close as possibleto theformat used by
the vendor’s management tools.

Expanded rules. This page shows the rule-base after
conversion into the LFA intermediate language.

Services. This page shows atable of all the service def-
initions (protocolsand port numbers), with the con-
tainment rel ationships* between services. A service
has a hyperlink to every service group containing it,
and to every serviceit contains.

Host groups. This page shows a table of the definitions
(IP addresses) of all the host groups encountered
in the firewall rule-base, with the containment re-
| ati onships between host groups represented by hy-
perlinks.

In addition to the support pages, the back-ends create
web pages for the four query reports we mentioned in
Section 2.2: Analysis by service (Incoming and Outgo-
ing), and Analysis by host group (Incoming and Outgo-
ing). Each query result tuple is linked to the appropri-
ate entries in the Host groups and Services pages, with
adirect link to the Expanded rules page pointing to the
rule allowing the traffic through. A typical LFA report
contains hundreds of such hyperlinks (depending on the
complexity of the rule-base).

Besides the extensive navigation capability offered by
the various links, we added a JavaScript-based naviga-
tion bar, and JavaScript scrolling functionsthat highlight
the table entries in the Rules, Services, and Host Groups
tables.

An advantage of such aweb-based display isthat it does
not impose a reading order on the user, and allows easy
access to any level of detail the user desirestoview. The
query result pages just show the names, and the user can
choose whether to drill down on each component.

Section 4 contains excerpts from some of the produced
web pages.
2.5 Naming Things

An important part of the Lumeta Firewall Analysis in-
volves assigning names to services and host groups.

4A service group s; containsservice s, if the s»’s protocol is one
of s;’s protocols, and s2’s port numbers are contained in the range of
s1's port numbers.



For services and service groups, we use several sources
of naming information. First, the LFA has afairly long
list of “well known” service definitions. So if the fire-
wall rule-base contains arule that refersto t cp on port
443, LFA displaysit ashtt ps. Second, most firewalls
have built-in named definitions which we use. Finaly,
for firewalls that support user-defined services, we read
those namesin.

If the name and definition we get from two sources
both match, we only show the service once. However,
sometimes there are mismatches: e.g., Check Point has
a predefined service called i cp- pr ot o, which has
the same definition as an LFA-defined service caled
ALL_I CVP. In such cases we incorporate both names
into the reports. Another type of mismatch is when the
same name is used with different definitions. For in-
stance, thereisan LFA-defined service called t r acer -
out e, which is defined as udp with a port range of
32000-53000. Check Point has a predefined service with
the same name but defined with a port range of 33001—
65535. To avoid ambiguity, we prefix the service name
with the source of the definition.

For host groups, we rely on the naming information
that the firewall provides, which consists of user-defined
names. If the firewall does not support host group names
(as is the case, eg., for Cisco 10S [IOS00] access-
control-lists), we use the | P addresses themselves as the
name. In addition, in al cases, LFA attempts to sup-
plement the host group names with DNS lookups where
possible. A reverse DNS lookup is performed for every
individual 1P address that appears anywhere in the rule-
base. For subnets, LFA uses a heuristic to pick arepre-
sentative |P address in the subnet, and looks up that |P
address' name.

2.6 Check Point-Specific Features

The Lumeta Firewall Anayzer (LFA) front-end
ckp2l f a, that converts Check Point FW-1 configura-
tions into the LFA intermediate language, has to ded
with several Check Point-specific features.

Global properties These are properties which are ac-
cessed through a separate tab in Check Point’sman-
agement module, and are not seen in the rules ta-
ble shown in the Check Point GUI. Some of the
properties control remote management access to the
firewall itself, dns access through the firewall, and
i cnp access. Depending on their setting, these
properties in fact create implicit rules that are in-

serted into the rule-base at certain positions. The
ckp2l f a front-end converts these FW-1 proper-
ties into explicit rules, and places them in their
appropriate position in the rule base (First/Before-
Last/Last).

Object groups Check Point FW-1 allows network ob-
jects (i.e., host groups) to be defined as groups of
other objects, which themselves may be groups,
thus creating a containment hierarchy of groups. If
the hierarchy is complicated enough, FW-1 users
sometimes losetrack of what | P addresses the group
actualy consists of, which leadsto al kinds of con-
figuration errors. The ckp2l f a front-end flattens
out the hierarchy, by computing the explicit list of
IP addresses that belong to such a group object.
This flattening does not lose information: one of
the features of the LFA query engineisthat it com-
putesthe host group containment rel ationshipsfrom
the I P addresses, regardless of whether ahost group
was defined as agroup or not.

Negated objects Check Point FW-1 allows the firewall
administrator to define rules which refer to IP ad-
dresses “not in” ahost group, or to services “not in”
aservice group. The ckp?2l f a front-end converts
the implicit definition into an explicit one, by com-
puting al the IP addresses that do not belong to the
negated host group.

3 Related Work
3.1 ActiveVulnerability Testing

A number of vulnerability testing tools are available in
the market today. Some are commercia, from vendors
such as Cisco [CSS00] and ISS [ISS00], others are free
such as Fyodor’s nimap [Fyo0Q]. These tools physically
connect to the intranet, and probe the network, thereby
testing the deployed routing and firewall policies. These
tools are active: they send packets on the network and
diagnosethe packetsthey receive inreturn. Assuch, they
suffer from severa restrictions:

(i) If the intranet is large, with many thousands of ma-
chines, testing all of them using an active vulnerabil-
ity tester is prohibitively slow. Certainly, an active test
tool cannot check against every possible combination of
source and destination | P address, port numbers and pro-
tocols. Hence, users are forced to select which machines



should betested, and hope that the untested machines are
secure. Unfortunately, it only takes one vulnerable ma-
chineto alow apenetration.

(i) Vulnerability testing tools can only catch one type of
firewall configuration error: alowing unauthorized pack-
ets through. They do not catch the other type of error:
inadvertently blocking authorized packets. This second
type of error istypically detected by a“deploy and wait
for complaints’ strategy, which is disruptive to the net-
work usersand may cut off critical business applications.

(iii) Active testing is always after-the-fact. Detecting a
problem after the new policy has been deployed is dan-
gerous (the network isvulnerable until the problemisde-
tected and a safe policy is deployed), costly (deploying
policy in alarge network is a time consuming and error
prone job), and disruptiveto users. Having the ability to
cold-test the policy before deploying it is abig improve-
ment.

(iv) An active vulnerability tester sends packets, and de-
tects problems by examining the return packets it gets
or doesn't get. Therefore, it is inherently unable to test
network’s vulnerability to spoofing attacks: If the tester
would spoof the source | P address on the packetsit sends,
it would never receive any return packets, and will have
no indication whether the spoofed packets reach their
destination or not.

(V) An active tester can only test from its physical loca
tion in the network topology. A problem that is specific
to a path through the network that does not involve the
host on which the active tool is running will go unde-
tected.

3.2 Distributed Firewalls

Recently there has been a renewed interest in firewal
research, focusing on Bellovin's idea of a distributed
firewall [Bel99]. A working prototype has been devel-
oped under OpenBSD [IKBS00]. The basic idea is to
make every host into a firewall that filters traffic to and
from itself. This trend is growing in the commercial
world as well: personal firewalls for PCs, such as Zone
Labs[Zon00] and Blackl CE [BIa0Q], are becoming more
common, as high-bandwidth, always-on, Internet con-
nections like DSL and Cable become more widespread.

The main advantages of a distributed firewall are that (i)
since the filtering is at the endpoint, it can be based on
more detailed information (such as the binary executable
that is sending or receiving the packets); and (ii) thereis
no bandwidth bottleneck at the perimeter firewall. The

main difficulties with a distributed firewall are (i) the
need for a centra policy to control the filtering, and (ii)
the need to ensure that every deviceinthe network is pro-
tected, including infrastructure devices like routers and
printers.

It is this author’s opinion that a distributed firewall ar-
chitecture will augment, rather than replace, the perime-
ter firewall. The conventional firewall will remain as an
enterprise network’s first line of defense. The fact that
one can put a lock on every office door does not make
the guard at the building entrance unnecessary: thereis
till valuabl e stuff in the hallways, and not everyone uses
the lock properly. When a widely deployed distributed
firewall system becomes available, it will most likely be
used as a second line of defense, behind the perimeter
firewall. The perimeter firewall will continue to protect
all the infrastructure that is not controlled by the new
architecture, to defend against denial-of-service attacks,
and to ensure central control.

4 An Example

In this section we show an annotated example which il-
lustratesthe flow of datathrough the various components
of the LFA. This example is based upon afirewal rule-
base that was installed on areal firewall protecting a pro-
duction network of alarge enterprise. Using the LFA re-
port, the firewall’s administrators were able to correct a
major security risk that was present in their firewall con-
figuration. For demonstration purposes, we recreated the
key elements of that risky configuration onto a lab ma-
chine, and ran the resulting files through the LFA. The
report excerpt shown here is from the lab machine. The
full web-based sample report is available online from
[LumO1].

In Figure 1 we see a web page showing a Check Point
FW-1 rule-base. Thisisthe LFA's starting point. The
only processing that was done to creste this page was
to convert Check Point’s configuration filesinto HTML,
rendered in aformat that is quite close to that of FW-1's
management module (down to the level of user-defined
colors for various objects). The conversion utility we
used isanimproved version of thef wr ul es50 program
[XOst00].

At a cursory glance, the rule-base looks rather smple,
protecting two machines (caled one and t wo). Ma
chine one seems to be a web server, and machine t wo
seems to be a Usenet (nntp) news server. The policy is



Figure 1: Theorigina rule-base, rendered in HTML.



quite lax on outbound services (rule 3 alows all types
of t cp outbound), but seems quite reasonable for in-
bound connections, allowing only ht t p, ht t ps, ssh,
andnnt p.

In Figure 2 we can see an HTML rendering, produced for
the same rule-base, of the LFA’s intermediate language,
as discussed in Section 2.3. The figure shows the results
of the Check-Point-to-LFA front-end conversion utility,
ckp?2l f a, post-processed into an HTML-based report
(called the Expanded Rules report) by the back-end util-
ities.

We can see that the rule-base now has severa additiona
rules. These rules are derived from Check Point “prop-
erties’, which are controlled through a separate tab in
Check Point’s management module. The properties that
are selected by the administrator create implicit rulesthat
are inserted into the rule-base at certain positions. One
of the tasks of the ckp2l f a front-end is to convert al
these implicit rulesinto their explicit equivaents, and in-
sert them in their correct positionsin the rule-base.

Figure 2 showsthe effects of propertiesthat govern DNS
and ICMP traffic, and of the property that controls re-
mote management access to the firewall itself. After
ckp2l f a converts the implicit rules into explicit ones,
we can see that rules 1, 3, and 10, are wide open (alow-
ing traffic from anywhere to anywhere). Unfortunately,
these rules represent the effects of Check Point FW-1's
default settings. Based on client configuration files we
have seen, leaving these propertiesat their default setting
seems to be a common mistake among FW-1 administra-
tors.

Another piece of information that is clear after the
ckp?2l f a conversion isthat the firewall is actualy per-
forming Network Address Tranglation (NAT) on the ad-
dress on machine one: Rules 4-8 show that machine
one has both avalid (routable) |P address and a private
IP address. The firewall trandates between the two ad-
dresses based on the direction of the packets.

The next step in the processing is the the r out e2hos
front-end, which converts the firewall’s routing table
into a Firmato MDL firewall connectivity file. Instead
of showing the firewall connectivity file itself, in Fig-
ure 3 we show a graphica representation of the fire-
wall connectivity, which is derived from the MDL fire-
wall connectivity file using the graph visualization tool
dot [GKNV93] [Dot01]. We emphasize that Figure 3 is
completely machine-generated, with no manual twesk-
ing. The figure shows the IP addresses behind each of
the firewall’s three internal interfaces. We can see that

interface i f _2 is connected to an RFC 1918 private IP
address subnet, with a single routable |P address added
(thisis the valid IP address of machine one, which is
NATed). The rest of the IP address space, including al
of the Internet, is behind interfacei f 0.

Once the Check Point configuration files have been con-
verted to the LFA intermediate language, and the routing
table has been converted into an MDL network firewall
connectivity file, the LFA proceeds to simulate the con-
figured policy. This is done by the core query engine
(Section 2.2). The output of the core engineisthen ren-
dered in HTML by the back-end utilities, which aso cre-
ate all the cross-links between various components of the
report.

In Figure 4 we see a portion of the “Analysis by service:
Incoming” HTML-based report, which is one of the four
reports that LFA creates. The figure shows the results
of the query “Outside — Inside : netbios”, meaning
“Can net bi os traffic cross the firewall from the Out-
sidetothe Inside?’.

Somewhat surprisingly, the report shows that net bi os
traffic is alowed from anywhere on the Outside, to ma-
chine t wo. The figure shows the user-defined name
(“t wo") alongside theresult of areverse dns lookup on
the IP address of that machine (recall Section 2.5). We
can see in the figure that the culprit rule which alows
net bi os traffic through is rule number 9. All the un-
derlined values shown in Figure 4 are hyperlinks. Click-
ing on the“9” link bringsthe user to the Expanded Rules
report (recall Figure 2), with rule 9 highlighted. Look-
ing back at Figure 2, we see that rule 9 indeed refers
to machine t wo, however, the service listed is called
nnt p_servi ces, not net bi os.

Clicking on the nnt p_servi ces link from the Ex-
panded Rules report (Figure 2) brings the user to
the Services report, the relevant portion of which is
shown in Figure 5. We can see that the definition of
nnt p_ser vi ces has two components: one witht cp
on destination port 119 (this is the correct definition),
and one with t cp on source port 119. The latter defi-
nitionis very risky and isthe cause for net bi os (and,
indeed, any other t cp service) being alowed through
the firewall. This is since the choice of source port is
completely under the control of the sender of the packet.
There is nothing to prevent an attacker from setting the
source port to 119 and the destination port to 139 (net -
bi 0s): thefirewall would let the packet through based
on its source port, and allow it to access the netbios port
on the target machine. Thisisactually part of a hacking



Expanded Rules
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Figure 2: The expanded rule-base, after conversion to the LFA's intermediate language.

¢

if 0
(hme0)

checkpointl

if 1 if 2 if 3
(gfel) | (afe2) | (afe3)

e

Figure 3: A diagram of the firewall’s network connectivity, derived from the firewall connectivity descriptionfile.
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Figure 4: An excerpt from the “Anaysisby service: Incoming” report, showing the results of the net bi os query.
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Figure5: An excerpt from the Services report, withthennt p_ser vi ces service highlighted.

technique known as “firewaking”, and is usualy done
using source port 53 (dns) which is very often open
[GS9g].

Remarks:

¢ A manua inspection of the rule-base shown in Fig-

ure 1, even by an expert auditor, is very likely
to miss the vulnerability that the LFA demon-
strated.  The service name listed in the rule
(nnt p_ser vi ces) makes sense. Even if the au-
ditor isdiligent enough to dig deeper and check the
definition of the service, shewould find that the port
number (119) is in fact correct. It isjust in the
wrong column, half an inch away from being per-
fect.

Similarly, afirewall probe by an active vulnerability
test tool would probably also missthe vulnerability.
Unlike LFA, such atool inherently cannot test ev-
ery possible combination of |P addresses and port
numbers, and it would have no special reason to test
the particular combination of source port 119 and
destination port 139.

o We believe that the reason for the mistake in the

definition of nnt p_ser vi ces isthat the firewall
administrator who created it was not fully aware
of the implications of stateful inspection, and was
probably used to configuring statel ess packet filters,
such as router access-control-lists. A stateful fire-
wall (like Check Point FW-1) will automatically al-
low thereturning packets of an opent cp session. A
statel ess access-control-list requires a separate rule
for the returning packets, in which the filtering is
done based on the source port (since the destination
port is selected dynamically). The erroneous com-
ponent of the nnt p_servi ces definition looks
precisaly like a stateless rule allowing the returning
packets through the firewall.

5 Conclusions

The Lumeta Firewall Analyzer (LFA) is anovel, multi-
vendor tool that simulates and analyzes the policy en-
forced by afirewall. The LFA takesthe firewall’s config-
urationfiles and routing table, parses them, and simulates
the firewall’s behavior against al the possible packets



it could receive. The result is an explicit, cross-linked,
HTML-based report showing al the types of traffic al-
lowed in from the Internet, and all the types of traffic
allowed out.
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