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Abstract

Distributed Shared Virtual Memory (or DSVM) has been proposed by several researchers
as a method for simulating shared memory on a loosely coupled multicomputer. The
principle advantage of the DSVM approach is that it provides a shared memory program-
ming model that is familiar to many users, and this simplifies the migration of applications
from conventional machines to the looscly coupled environment. [lowever, for use in
high-performance parallel processing, the standard DSVM model has several fundamental
disadvantages that keep it from performing as well as traditional message-passing models
of parallel computation. In this paper, we present a new version of shared virtual memory,
called Structured Shared Virtual Memory or SSVM, that overcomes these difficulties. We
discuss the implementation of SSVM under the Mach operating system and we present
preliminary performance comparisons between this implementation of SSVM and the
standard implementation of DSVM under Mach.

Introduction

Shared-memory multiprocessors present a natural programming model to the user, but it is com-
monly accepted that it is more expensive to build such machines than it is to connect networks of
individual machines. The low cost of such networks of machines has led to the rise in popularity
of the message-passing paradigm for parallel processing. lowever, the message-passing model has
the disadvantage that conversion of programs from uni-processors or shared-memory multi-
processors can be difficult and time-consuming.

[n the distributed programming domain, several researchers have proposed using a distributed
shared virtual memory or DSVM 1o provide a shared memory programming paradigm on a network
of machines that do not share physical memory. (Sce, for example, [ 18] I3][6][ 141[177[20] . Sece
also the survey articles [21][19] .) One rationale for the DSVM model of computation is that it
can simplify program development for the distributed cnvironment; it can also simplify the process
of migrating programs from uniprocessor to distributed environments. As the speed of communi-
cation networks increase, the distinction between distributed and parallel processing begins to blur.
It is therefore natural to consider the use of IDSVM for high performance parallel processing.

However, high-performance parallel applications written to run on a shared-memory multi-
processor do not, in general, run efficiently in the DSVM environment. Nor are programs written
for the latter environment as efficient as carefully balanced message-passing programs for the same
hardware. These problems are caused, in part, by the mismatch between the sizes of shared objects
and the size of the virtual memory page frame, and by the fact that all data transfer in a DSVM
system is demand-driven, limiting the potential for overlapping data transfer with computation.

To solve these problems we present in this paper a new DSVM design, called Structured Shared
Virtual Memory or SSVM, and discuss the implementation of SSVM under the Mach operating
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system. SSVM overcomes the problems of DSVM for parallel processing by letting the uses ex-
plicitly define the partitioning of shared memory into subregions that are meaningful to the appli-
cation, and by letting the uscr specify the points at which particular objects should be pushed to
other machines. Using this information, SSVM can transfer data among processors more efficiently
than would be possible under a DSVM system.

In the following sections, we first discuss what we perceive to be the fundamental limitations of
traditional DSVM environments for high-performance parallel processing. We then define the
SSVM interface and discuss two possible implementation strategies, both based on the Mach [1]
operating system. Next, we present the status of our SSVM prototype and initial performance
measurements on a system consisting of a network of IBM Risc System/6000 workstations. We
compare the performance of the SSVM system with that of the Netmemory server distributed with
Mach 2.5 [14]. We then evaluate the appropriateness of the Mach system interface for the imple-
mentation of SSVM, and we discuss cxtensions to the interface that would simplify our imple-
mentation or make it more efficient.

Distributed Shared Virtual Memory

I'or our purposes, a Distributed Shared Virtual Memory {or DSVM) system is a system such as lvy
[18] that provides a simulated shared memory region to a collection of application processes run-
ning on machines that do not sharc real storage. Any process can address any memory location in
the DSVM region, and except for performance, the fact that the storage is not really shared is in-
visible to the application processes that use it. A DSVM system depends on the virtual memory
mapping hardware of the underlying machines to detect memory accesses that might result in in-
consistent views of the shared region. The process or processes making such accesses can be de-
layed while the system moves data among machines to provide a consistent picture. A DSVM
system can be implemented on top of a native operating system if the underlying system provides
necessary facilities for manipulating the virtual memory mapping hardware. Otherwise the DSVM
system must be implemented as part of the operating system itself.

A DSVM system uses a coherency protocol to maintain data consistency among machines. Most
DSVM implementations use a write-invalidate cohcrency protocol [19]. Under this protocol, a
page in the DSVM region is in one of two states: read-only or writeable. There can be copies of
a read-only page on many processors of the DSVM system. A writeable page is only present on
one processor. The DSVM software depends on the virtual memory hardware and on the operating
system virtual memory manager to signal the DSVM system when an application process attempts
to write a read-only page or attermplts to recad a writeable page resident on some other processor.
When an attempt to write a rcad-only page is detected, the DSVM software causes all other copics
of the page to be discarded (“invalidated”) and the page to be converted to a writeable page resident
on the processor that detected the write operation. When an application process accesses a write-
able page resident on another processor, the DSVM systern converts the page to a rcad-only page
and copies it to the requesting processor.

DSVM systems using the write-invalidate protocol can present to their users a functional equivalent
of shared memory [18][217 . Indced the write-invalidate protocol is inspired by similar protocols
used to manage the processor caches on shared real-memory multiprocessors. Tlowever, a DSVM
system cannot provide shared memory that has performance equivalent to that provided on a
shared real-memory multiprocessor, because

*  The granularity of sharing is much larger (page versus cache line) in the DSVM case.

e Inter-processor transfer times are 3-4 orders of magnitude larger in a DSVM system than in a
shared real-memory multiprocessor.

o  Software overhcads [or coherency protocol management arc much larger than the corre-
sponding hardware overheads for cache coherency.

The fact that the unit of sharing is the cntirc page in a DSVM system implies that the false sharing
problem is much worse in such systems. Ifalse sharing occurs when dilferent processors access
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different data objects that Aappen to be resident in the same page. The page appears o be shared
to the DSVM system even though the original objects were not shared. If the processors attempt
1o update the objects at the same time, the page can be bounced back and forth between the the
processors multiple times before the updates can complete. While this “ping-pong” effect is also
observed in the cache consistency case, it does not occur as frequently because cache lines are
smaller than pages and are therefore less likely to hold more than one object. FFurthermore, the
time required for cache-line transfer is infinitesimal compared to a DSVM page transfer. The result
is that the performance impact of false sharing in a DSVM system can be severe.

Of course, page thrashing (or cache-line thrashing) can also occur because of truc data sharing.
Certain hardware versions of DSVM systems (e. g. Plus [7]) solve the page thrashing problem by
using a write-update coherency protocol in which updates to the read-only copies of a page are
applied every time the page is changed. The write-update protocol is infeasible in software DSVM
systems since there is no cfficient way to cause the updated data to be copied across the network
on an update by update basis.

Researchers have tried a variety of techniques that attempt to alleviate the page thrashing problem.
T'or example, in Mirage [13] a page remains writeable on a requesting processor for a minimum
time interval, and requests for the page by other processors are delayed until this time interval ex-
pires. Similarly, in Platinum [10], a NUMA-class shared-memory multiprocessor operating system
that is in some ways similar to a DSVM system, a page is “frozen” if the system determines that
the page is thrashing between processors. Munin [6] uses type-specific memory coherence; the
programmer assoctates a type (write-once, read-mostly, etc.) with shared data and different
coherency protocols are used to manage data of different types. To avoid page thrashing due to
false sharing, a programmer can specify the type as write-many in which case the system uses a
delayed-write policy. Under this policy, Munin does not guarantee a precise simulation of shared
memory semantics.

Our approach to solving the page thrashing problem is to adopt a memory coherency model similar
to, but more aggressive than, the weak consistency model of memory coherency for shared memory
multiprocessors [12][16][19] . The weak consistency model does not require that processors see
a consistent view of storage at the completion of each store operation. Instead, the model only
requires storage to be consistent after synchronization points. The argument for weak consistency
is based on the assumption that correct parallel programs do not access shared memory in an un-
disciplined manner, but instcad wuse synchronization primitives to ensure that a consistent
application-level view of the shared storage is maintained at all times. Thus it is not necessary to
keep storage completely consistent between synchronization points because the programmer has
already ensured that a processor will not examine storage that is simultaneously being changed by
another processor. Programs that do not maintain this discipline are, by definition, faulty. (For
the purposes of this paper we ignore such applications as chaotic relaxation that execute properly
in spite of concurrent read and write accesses to shared storage.)

We make an analogous argument for DSVM systems: It is not necessary to keep DSVM storage
completely consistent at all times. It is enough to present a consistent view of storage at certain
points of a DSVM program’s exccution. A page that is falsely shared because it contains multiple
objects can be inconsistent while different processors update the objects, so long as the updates to
any particular object are propagated to other processors before the object i1s “released”, where the
notion of object release is specific to the programming model of the particular application. The
problem, of course, is that without help from the application itsclf, the DSVM system cannot de-
termine the object boundaries within a page nor can it determine the points at which the updates
to an object must be propagated. Structured Shared Virtual Memory includes facilities through
which an application can provide this information to the system.

For parallel processing, DSVM systemns have the additional disadvantage that they are “demand
driven”. Data is moved across the network, not when it is first available, but when it is first necded.
The fact that a page is required is detected at page-fault time, and while the page fault handler pulls
the page across the network, the faulting process is idle. 'Traditional DSVM systems do not provide
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a convenicnt mechanism that lets an application initiate the transfer of data across the nctwork in
anticipation of its actual use. A sophisticated application could conceivably use a scparate
“scout” thread, marching ahead of the real army, to fault in pages beforc they are really needed,
but programming such an application would not be straightforward.

Now let us comparc a DSVM application with a traditional message-passing application running
on the same network of machines. The message passing interface allows the user to push data
across the network before it is necded at the destination processors. In a well-balanced application,
processes might never have to wait for data to be transferred to their processors. DSVM processes,
on the other hand, always wait whilc data is transferred. This fundamental difference makes DSVM
systems non-competitive with explicit message passing systems from the standpoint of raw per-
formance, even before the higher overheads of DSVM as opposed to explicit message operations
are considered.

On the other hand, synchronization points in an SSVM program indicate when objects have been
updated and thus indicate when data should be sent to other processors in the system. The SSVM
object synchronization primitive is analogous to the message-passing send primitive, making the
SSVM system supply-driven rather than demand-driven. The SSVM interface has the potential to
allow the construction of well-balanced, high-performance parallel applications, while the DSVM
interface does not.

Structured Shared Virtual Memory

The basic components of the Structured Shared Virtual Memory (or SSYM) interface are facilities
that let the programmer:

e specily the objects the program wishes to manipulate.
e specify the subset of the application’s processes that are interested in particular objects.

e specify the synchronization points in the program where updates to particular objccts are
complete.

l'or our purposes, an object is simply an area of storage that is part of the global shared-memory
region provided by the SSVM system. (SSVM does not provide an “object-oriented” programming
model such as those provided by Choices [ 17], Clouds [20], or Orca [4].)

SSVM supports two object types, sequential objects and stride objects. A sequential object is a
contiguous sequence of bytes and typically contains an entire uscr data structure or a portion of a
user array. A stride object can be characterized as a collection of identically-sized sequential objects,
separated by fixed offsets. Stride objects typically contain slices of user arrays. Associated with
cach object is a list of application processes that usc the object. (We assume that only one appli-
cation process runs on each node of the multicomputer.) In our current implementation this list
must be specified when an object is first declared. Objects are assigned object identifiers which are
small integers.

Object synchronization points are specified by explicit procedure calls to the SSVM system:
ssvm_synch(obj_id). The ssvm_spnch call indicates to the SSVM system that the calling process
has completed an update of object 0bj _id. lLogically, when the ssvm_spnch procedure returns, the
contents of the specified object have been updated on all the processors that were declared to be
users of the object. Of course the implementation may delay the actual updates (see the next sec-
tion), but no process may see the object’s old contents once the ssvm_spnch procedure returns.

At any time, the set of all objects in the SSVM region is called the current template. The current
template describes how the SSVM storage region is being used by the processors. ‘The objects in
the current template cannot overlap, and they must jointly cover the entire SSVM region. The
current template may be changed to reflect different phascs of a computation, but template change
is a relatively expensive operation. As currently implemented, a template change implies a global
barrier operation; all processes in the SSVM computation must execute the template change oper-
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ation before any of the processcs are allowed to proceed. This synchronization is required so that
the SSVM servers and the user applications all have the same notion of current template.

SSVM application processes arc started independently on separate machines. (In the current im-
plementation, application processes are invoked on multiple RS/6000 workstations using the
Unix' rsh command). Each process builds a local copy of the object and template descriptors and
then calls the SSVM initialization routine. As part of ssvm_initialize, cach process connects to a
global SSVM server. 'The global server checks the consistency of the parameters (including the
object and template definitions) supplicd by all the processes and then causes a logical copy of the
SSVM region to appcar in each SSVM process” address space. In the current implementation the
SSVM region is mapped at the same virtual address in each process, but this restriction is not fun-
damental.

Virtual Memory Optimizations for SSVM Synchronization

The implementation of an SSVM system does not require special virtual memory capabilitics from
an underlying opcrating system, but such capabilitics can be used to build more efficient imple-
mentations.

An SSVM system can be implemented on top of a pure message-passing system, with the bulk of
the implementation embodied in a library that is linked with application programs. The library
must be able to receive and process messages asynchronously with respect to the rest of the appli-
cation. (Mach satisfies this criterion because the library can spawn background threads to reccive
messages asynchronously.) Such an implementation would not even require a global server, pro-
vided the individual application processes could locate cach other and establish connections among
themselves. The ssvm_initialize library routine would simply allocate a zero-filled region in the local
address space to serve as the SSVM region and would then cstablish handlers to process messages
from the other processcs. The ssvm_synch routine would simply send the entire contents of the
specified object in a message to every other process using the object. A process receiving such a
message would copy the new object contents into the appropriate location(s) in the SSVM region
before acknowledging the message. The ssvm spnch routine would not return until all the ac-
knowledgements were received.

Such an implementation may be acceptable (or cven optimal) for small objects, but it can be inef-
ficient for objects that span multiple pages. 'or example, if this implementation of ssvm_spnch were
applied to a 32-mcgabyte object, the operation would not return until all 32 megabytes had been
copied to all readers of the object. Delaying the sendcer ts bad enough, but the receivers are likely
to be dclayed as well, waiting at an application-level synchronization point for the sender to
“release” the object.

Using virtual memory primitives available in Mach and other systems [3], it is possible to imple-
ment ssvm_synch in a manner that preserves the semantics of the synchronous implementation but
that does not necessarily delay the application processes while the data is actually transferred. TFor
example, ssvm_spnch might be implemented as follows:

1. ssvm_synch issues a remote procedure call (RPC) to the global scrver specifying the particular
object to be updated.

2. The global server communicates with the other users of the object, causing them to tempo-
rarily remove all pages containing any part of the object from their address spaces.

The global server executes an RPC return to ssym_spnch.
ssvm_synch changes the protection of all pages of the object to read-only on the local machine.

ssvm_synch initiates the asynchronous transfer of the updated object to the global server.

AN S

ssvm_synch returns 1o the user.

1 Unix is a registered trademark of AT&T in the United States and other countries.

USENIX Association Mach Symposium

63



7. As pages of the object are transferred to the global server, the SSVM runtime routines convert
them from read-only back to read-write in the local address space.

8. As pages of the object are transferred from the global scrver to the destination processors, the
pages arc restored to the destination address spaces.

This approach preserves the semantics of the synchronous implementation of ssvm_synch since the
destination processors cannot access the old version of the object once ssvm_spnch has returned to
its caller. Step (4) of the above procedure is required to ensure that the source process docs not
modify the object again before the original update has been completed. An attempt to modify
(source processor) or access (destination processors) a page that has not yet been transferred results
in a page fault that is caught by the library linked with the faulting process. At that point the ap-
plication process is blocked until the required page is available. A sophisticated SSVM imple-
mentation might try to change the order in which pages of the object are transferred in response to
such page faults. It might even, as a matter of policy, postpone transferring some pages indefinitely,
or until such time as an application process requirces them.

Clearly, the overhead of this asynchronous implementation of ssvm_spnach is non-trivial and will
only be justified for objects considerably larger than a page. Also, the asynchronous approach
will be worthwhile only if the destination processors are usually able to continue computation on
other portions of the address space during the execution of the data transfer phasc of ssvin_spnch.
Therefore a different approach might be required for stride-type objects that touch large portions
of the SSVM region.

In summary, we point out the advantages of the SSVM system over traditional DSVM systems:

e SSVM solves the false sharing problem since objects are not updated on other processors until
an ssvm_synch call is executed.

*  SSVM allows sharing of non-page aligned objects.

e SSVM allows efficient sharing of small objects. (The SSVM system can choose at ssvin_spnch
time to use page-oriented or message-oriented transport mechanisms to send the updates. A
DSVM system must always send an entire page.)

*  SSVM allows the expression of supply-driven data transfer; cquivalently, the interface allows
the SSVM system to perform aggressive page prefetching in response to user demands.

¢  SSVM allows the application of virtual memory optimizations to the problem of data transfer
for large objects.

SSVM can potentially let users develop parallel programs for distributed-memory hardware using
a shared-memory progamming model without sacrificing the efficiency of a message-passing pro-
gramming model.

Migrating Programs into the SSVM Environment

One of the advantages of the SSVM paradigin for parallel programming over the traditional
message-passing paradigm is that the shared-memory programming model of SSVM lets a pro-
grammer convert existing programs to the SSVM environment with relative ease. To justify this
claim, we discuss in this section how a user can methodically convert an existing program for a
shared-memory multiprocessor to run under the SSVM system. Techniques for converting existing
sequential programs to run on traditional sharcd-memory multiprocessors are well-known [11].
For the purposes of this discussion, we assume the user begins with a correct program for a
shared-memory multiprocessor (or for that matter, for a DSVM system). We further assume that
the program’s shared variables can be collected into a single contiguous region that can be mapped
onto the shared-memory region provided by the SSVM system.

The first step in converting the multiprocessor (M%) program is conversion of the synchronization
primitives. MDP programs arc typically coded to a particular application-level synchronization
model such as semaphores, locks, or barriers. The application-level primitives are in turn imple-
mented using hardware-specific operations such as test-and-set or compare-and-swap that atom-
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ically read and modify words located in shared storage. The weak consistency model provided by
SSVM is not appropriate for these synchronization variablcs, so the application-level synchroniza-
tion primitives must be replaced with RPC versions that call the SSVM global server. Because the
global server has a copy of the latest updates issued against the SSVM region, the server can cxccute
the necessary atomic instructions against its copy of storage. On return, the application-level RPC
stub procedures can copy the updated values of the synchronization variables into the focal copy
of the SSVM region. Assuming the original MP program never accessed synchronization variables
directly, the program should continue to exccute correctly after this conversion.

The second part of the conversion process involves creation of the SSVM templates and objects
and the insertion of ssvm_spnch calls. Identifying the objects in the program involves examining
each call to an application level synchronization prunitive and identifying the area or arcas of stor-
age the primitive protects. Each such area must be defined as an SSVM object.

Once the program objects have been defined, the insertion of ssvm_spnch calls is straightforward:
ssvm_synch calls are placed before each synchronization primitive that “releases” one or morc ob-
jects.

In the following example, barrier #2 in process 1 releases object A, while the same barrier in process
2 releases object B.

Process 1 Process 2
La;r%er #1; Ba;r%er #1;
&péaie object A &péaée object B
Qa;r%er #2; Ba;r%er #2;
;cée;s object B écée;s object A
Ba;r%er #3; Ea;r%er #3

We therefore insert ssvam_spnch calls before barrier #2 in both processes as follows:

Process 1 Process 2
La;r%er #1; Ba;r;er #1;
;péaie object A &péaée object B
;s;m;synch(A); .s;v$_synch(8);
barrier #2; barrier #2;
écée;s object B ;cée;s object A
Ea;r%er #3; éa;r%er #3

Now when process 2 accesses object A after passing barrier #2, 1t will see the correct value because
process 2 cannot pass barrier #2 until process 1 reaches the same barrier, and process 1 cannot reach
the barrier until its ssvm_synch of object A returns. When the ssvm_synch call returns, the updated
value of object A will have been propagated (logically, at least) Lo process 2.

If process 2 were to access object A between barricrs #1 and #2, it might or might not sec the
changes made by process |, and the SSVM program would not behave correctly. But we know that
process 2 cannot access object A between barricrs #) and #2 becausc if it did, the original MP
program would not have been correct.
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Note that our SSVM interface does not include any notions of locking that are directly associated
with the SSVM objects (cf. the access modes associated with scgments in the distributed shared
memory controller operations provided in Clouds [20]). Instead we assume that synchronization
1s handled independently since the user began with a correct program for a shared memory MP.
(However, as a performance optimization it may be useful to combine the RPC’s for the
ssvm_synch operation and the subsequent application-level synchronization primitives.)

The effort needed to convert an cxisting MP program to the SSVM environment will be greater
than the effort required to convert the same program to a traditional DSVM environment, because
the latter environment does not require the identification and definition of objects or templates.
But the effort should still be considerably less than that required 1o convert an MP program to a
message-passing environment, and the performance improvement availablc under the SSVM system
should justify the additional effort.

Furthermore, the initial conversion of an MP program to the SSVM environment need not make
sophisticated use of the SSVM facilities. The program can be converted quickly and then effort can
be devoted to optimizing just those portions of the program that are performance critical. For the
message-passing paradigm on the other hand, the entire program must be converted before any of
it can be run. Qur experience with RP3 [9] justifies this claim. We found that the initial process
of migrating programs into the parallel programming environment was relatively simple. Time
could then be spent restructuring those parts of the program that were crucial to obtaining good
performance on the parallel machine.

We hope that paralielizing compilers such as PTRAN [2] will eventually reduce or eliminate the
programming effort required to identify and define templates and objects. Alternatively, we believe
that the explicit data partitioning statements of languages such as Fortran-D [15] can be used to
generate the template and object information.

Approaches to Implementing SSVM under Mach

Thus far we have described the SSVM interface without discussing its implementation in any detail.
Before we discuss the Mach implementation, let us consider the requirements an SSVM imple-
mentation places on the underlying operating system. SSVM software must be able to perform all
of the following functions:

1. It must be able to apply asynchronous updates 1o uscr address spaces.
2. It must be able o suspend and resume the application process.
3. It must be able to manipulate page protection in the user address space.

4. It must be able to detect when the application takes a protection exception and be able to re-
start the user after correcting the protection exception.

Of these requirements (1) and (2) are required for any implementation of the sswn_sprch primitive;
(3) and (4) are required for the asynchronous implementation of ssvin_spnch.

Under Mach there are two basic approaches to supporting the SSVM system: An implementation
can use the memory object (external pager) interface [22], or it can use the Mach exception
mechanism [8]. Since we are in the business of supporting shared virtual memory, and since the
standard shared virtual memory implementation under Mach uses the memory object interface,
we expected the memory object interface would be the method of choice. We found that the choice
is not so clear cut, as we will explain later in this section. In later subsections we outline imple-
mentations using both methods, but we begin by describing the common features of the two im-
plementations.

Common features of the SSVM implementations. Both SSVM implementations use a single global
synchronization and data server, and both rely on an SSVM library linked with each application
process. In both cascs, the global data server maintains a copy of the entire SSVM region by ap-
plying all ssvn_spnch operations to its own copy of the SSVM region. Therefore, the global data
server can always provide the latest “correct” values for a page.
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The SSVM library contains application-level synchronization primitives, and the ssym_initialize and
ssvm_synch procedures. Yhe ssvm_initialize routine is responsible for establishing a connection with
the global server and for passing the application’s template and object definitions to the server.
The ssvm_synch routine is reponsible for collecting object data and shipping it to the global server.
Sequential objects are sent directly. Stride-type objects are first copied to sequential storage and
then sent. The data must be copied from its scquential form back into the SSVM region by the
global server and by each recipient application task.

When the global server receives an RPC requesting an ssvm_synch operation, it forwards the request
to each application process that is a user of the object. While the call from the application to the
global server is a true RPC, the calls from the global server to the destination processes are sent as
unidirectional messages so that multiple simultancous transfers from the global server can be initi-
ated. These messages are explicitly acknowledged by the destination processes, and the global server
completes the original RPC request once it has reccived all the acknowledgements.

Supporting SSVM using the memory object interface. The Mach memory object interface is in-
tended to allow the construction of memory servers that reside outside of the Mach kernel [22].
The interface is defined in [22] and [5]. llere we review the aspects of the interface that are im-
portant for this discussion.

A memory object server (or external pager) is a user mode program thal provides the contents of
pages for a particular memory object. A memory object is represented by a memory object port
which is a port whose receive rights belong to the memory object server. The memory object is
mapped into a task by including the memory object port in a Mach vm_map system call. The
vm_map call also establishes the virtual address of the object in the task. Once the object has becn
mapped, a reference to a page in the vmn_map’ed region that cannot be resolved by the kernel results
in an RPC to thc memory object server’s mermnory _object _data_request entry point. The scrver does
whatever is necessary to bring the data for the page into storage and then returns the data to the
kernel using a memory_object_data_provided call.

Other routines of interest to us here are:

memory_object_lock_request
This call from the server to the kernel allows the memory object server to reclaim pages from
the kernel’s page cache, to change the level of protection on objects in the cache, or to cause
pages to be flushed from the cache. If a page has been modified and the scrver requests that
it be removed from the cache, the page is declivered back to the server via a
memory_object_data_write call.

memory_object_data_unlock
This call from the kernel to the server occurs when an access has been made to a page that is
not permitted by the current page protection. 'This request from the kernel asks the server to
either change protection (with a lock_request call) to allow the requested access or to deny this
mode of access.

memory_object_data_write
This call from the kernel to the server indicates that a particular page has been modificd but
now needs to be removed from the kernel’s page cache. Such an eviction can happen as a re-
sult of a lock_request call made by the server, or because the kernel’s supply of free page frames
has run low.

Note that in general the memory object server has no dircect access to the user address space. In
particular, the server has no direct way to deliver pages to the user address space before the user
has touched them. The Mach 2.5 memory object interface lets the server supply more than one
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page in response to a data_request from the kernel, but pages must be contiguous and must start
at the offset requested by the kernel .2

Also note that the memory object interface is (understandably) page oriented. There is no simple
way to update part of a page in the application address space. (If the page is already in the kernel’s
cache, it can be reclaimed by the scrver using a lock_request call. The page can then be updated
with the new data and cached in the server address space until the user again accesses the page.
There is no way to return the page to the application address space before the user next touches it.)

Another problem with the memory object interface is that it is slow, at least from the standpoint
of parallel processing. Measurements on our Mach 2.5 system on the RS/6000 indicate that it re-
quites approximately a millisecond to resolve an application page fault even when the memory
object server is on the same machine as the application and when the required data is already in the
server’s address space. (Remember that we are trying to compete with message-passing applications
that can transfer data from local message queues into a user address space in a few hundred in-
structions!) While an overhead of | ms. during the processing of a page fault that requires 30 ms.
to fetch the data from a disk may not be excessive, it is very large when the page can be fetched
across a fast network in 3 ms. or less.

To minimize the effect of these problems, our memory object implementation of SSVM is more
complicated than we would like. The global SSVM secrver does not itsclf serve as the memory
object server for the application processes. Instead we run a separate memory object server on each
node of the SSVM system. Each individual server defines a memory object that serves as the SSVM
region for the application task running on the same node as the scrver. 'The local memory object
servers communicate with the global SSVM scrver using standard Mach [PC; the messages ex-
changed between these servers are of arbitrary size and need not be page aligned. ssvm_spnch op-
erations initiated on remote nodes are forwarded, not to the application processes directly, but to
the local memory object servers.

The local memory object servers It the global SSVM server push new pages and page updates out
to the machines running application processes, but the memory object interface by itself does not
let the local servers move the data into the client address spaces before the clients need it. To cir-
cumvent this problem, each local memory object server maps the SSVM region, not only into its
client’s address space, but into its own address space as well. The result is that the memory object
scrver and the application process share the storage that backs the memory object. Now when the
local server gets an ssvm_spnch request and the associated data, it can hecopy the data directly into
the SSVM region. Of course, in doing so, it might cause page faults that result in
memory_object_data_request calls 1o itself, and it must therefore take care to avoid a variety of
possible race conditions and deadlocks. In particular, the server may have to suspend the applica-
tion process to keep it from using out-of-date data that becomes temporarily visible. Unfortunately,
the cost of handling these phantom data_request calls (about a millisccond per page) ncgates the
benefits of pushing data into the application address space before it is necded.

Supporting SSVM using the Mach exception mechanism. The Mach exception mechanism [8] is a
facility that allows general user-level handling of exceptional conditions.  Associated with each
thread in the Mach system is a special port called the thread’s exception port. Initialized by the
system to PORT_NULL, a program can designate a particular port to serve as a thread’s exception
port. When a thread whose exception port has been defined encounters an exceptional condition
(illegal instruction, protection violation, divide by zero, etc.), the kernel suspends the thread and
issues a catch_exception_raise RPC on the thread’s exception port. (It is the program’s responsi-
bility to establish a listening thread for the exception port that will receive this RPC.) Inside
calch_exception_raise, the program can examine the state of the suspended thread and determine
whether the exceptional condition can be cleared and whether to resume or to terminate the thread.

2 Even this facility does not work in the Mach 2.5 kernels available to us. Our kernels hang or crash if a server tries to
provide more than one page in response to a data_request. Joseph Barrera at CMU has indicated to us that fixes flor
this problem are available from CMU.

68

Mach Symposium USENIX Association



If the exception can be cleared, the handler can restart the thread that raised the exception by re-
turning KERN_SUCCESS from catch_exception raise. f the exception cannot be cleared, the
handler can cause the thread to be terminated by returning KFERN_FAILURE,

The Mach exception mechanism allows an implementation of SSVM that includes just one server,
the SSVM global server; local servers on the application nodes are not required. In this imple-
mentation, more of the SSVM functionality is handied directly by the SSVM library linked with the
application processes. ‘The ssvm_initialize library routine creates the SSVM region using the
standard Mach vm_aflocate primitive. [t then uses the Mach vmm_protect call to reduce the pro-
tection on the entire SSVM region to VM _PROT_NONE (no access allowed). Finally, it estab-
lishes an exception port for the application thread and creates a new thread to handle exceptions
raised by the application. Another thread is created to listen for incoming ssvm_spnch requests from
the global scrver.

Now when the application touches an inaccessible page in the SSVM region, it generates a pro-
tection exception which is caught by the handler thread. By examining the faulting virtual address,
the handler can determine whether the fault was taken on a page in the SSVM region. If so, it calls
the global SSVM server to obtain a current copy of the required page. The handler changes the
page protection {again using vm_protect) to VM_PROT_ALL (all access allowed), copies the cur-
rent data into the page, and returns KERN_SUCCESS to allow the application thread to continue.

Implementation of ssvm_spnch is much simpler in this environment than in the memory object
version. As before, ssvm_synch is an RPC from the application to the global server. The global
server forwards the requests directly to the appropriate application tasks. Recall that ssvm_initialize
created a thread in each application address space to listen for such requests. The global server
returns to the originating ssvm_synch routine once it has received acknowledgements from all the
helper threads. The asynchronous version of ssvm_synch uses vm_protect to make pages inaccessi-
ble in the target address spaces and read-only in the originator’s address space.

Since all data is delivered directly to the application tasks (instead of to separate local servers) it can
simply be copied from the RPC buffers to the SSVM regions where it belongs. Before starting the
copy, the program examines the state of each target page and reprotects those that are not writcable.
As in the memory object implementation, it is important to suspend the application thread before
making the pages writeable. Otherwise the application may sce out-of-date values before they are
replaced.

Comparison of the two implementation approaches. The SSVM implementation based on the Mach
exception mechanism was simpler and easier to develop than the memory object version. It has
fewer components and fewer complicated interactions among components. Furthermore, the sys-
tem overheads are lower in the exception port implementation for some common SSVM oper-
ations. [For example, consider the time required to insert a previously absent page into an
application task’s SSVM region once the contents of the page have been delivered to the applica-
tion’s machine. In the exception port implementation, this time is roughly 700 microscconds on
an RS/6000 Model 530 running Mach 2.5. The equivalent time in the memory object implemen-
tation is roughly 1200 microseconds, largely because it is impossible to avoid a
data_request/data_provided trip through the memory object interface, even with the SSVM region
mapped directly into the local server’s address space. The difference is more dramatic for multi-
page transfers, because much of the exception port overhead is constant, independent of the number
of pages involved.

The previous times were for inserting a page into the application’s address space before the appli-
cation thread needed it. If the application actually faults on an absent page, the overhead (not
counting the page transfer time) of the two implementations is approximately the same (about a
millisccond in each case). This overhead may be acceptable given the 11 milliseconds currently
required to fetch a page from the global server. It may no longer be acceptable when the page fetch
time is reduced to the anticipated 3 millisecond range.
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By timing the exception path through the kernel, we have determined that for the exception port
SSVM implementation, nearly half of the | millisecond overhead is due to suspending the appli-
cation thread, invoking the handler thread, and returning back through the kernel to resume the
application thread. To reduce this part of the overhead, we propose the notion of a page fault re-
Jlector analogous to the system-call reflector that is part of Mach 3.0. A task would register an
address range and the entry point of a page-fault handler with the kerncl. When the kernel detects
a page fault or protection violation in the identified address range (the range would be set to the
boundaries of the SSVM rcgion) the kemel would simply resume the faulting thread but with its
program counter sct to the specified entry point. Information describing the fault would be pushed
on the faulting thread’s stack. The page fault handler would clear the fault by adjusting the pro-
tection of the faulting page and fetching current data from the global SSVM server. It would then
return directly to application code without going back through the kernel. Using this approach
we expect to reduce the | millisecond overhead mentioned above by a factor of 2.

Status and Performmance Measurements

As of this writing, we have completed initial SSVM implementations using both the memory object
and the exception port methods. The implementations differ slightly from those described previ-
ously in that:

1. They use a separate synchronization server rather than a server integrated with the global data
server.

2. They implement only the synchronous version of ssvm_synch.

3. They do not yet support demand-driven page fetching. The SSVM regions are always fully
instantiated.

4.  The memory object implementation does not handle kernel page-out requests for the SSVM
region.

5. The exception port implementation does not include the “page fault reflector”.

[tem (1) implies that migration of MP programs into our current environment is less transparent
that it might be. Item (2) implies that for large objects we are paying an overhead at ssvin_spnch
that is higher than necessary. Item (3) will not be a problem until we have an asynchronous im-
plementation of ssvm_spnch. Item (4) only applies if the problem size is so large that it cannot re-
side in main storage, a situation we have not yet encountered. Item (5) 1s a performance
enhancement that will become more important when our page transfer times are smaller than they
are now.

Our test environment is illustrated in Figure 1. The SSVM Testbed consists of four IBM Risc
System/6000 Model 530 workstations connected by IBM Risc System/6000 Optical Links to a Risc
System/6000 Model 930 scrver in a “star” configuration. The Risc Systen/6000 Optical Link is a
200 Mb/s. optical communications link; we run TCP/IP across this link with a nominal page
transfer time between machines of 11 ms. Tor these experiments, the Model 930 server was used
solely as a host for the synchronization scrver and the SSVM global data server (or for the Mach
Netmemory server); the Model 930 did not take part in the computations we describe below. [iach
of the RS/6000 workstations in the SSVM Testbed was running the X126 version of the Mach 2.5
kernel.

Computations are distributed on the Testbed using the Unix rsh command. One copy of the test
program runs on cach of the 4 Model 530’s in the configuration. As part of initialization, the test
programs connect to the various scrvers required for a particular experiment. Command line pa-
rameters are used to assign logical processor numbers to the test programs. The machines ran in
multiuser mode during these test runs, but they were dedicated to these experiments; no users were
running on the machines during the timing tests.

Our initial test programs are mp_maimud, an M matrix multiply program, and odd_even, a pro-
gram designed to cause page thrashing in a traditional DSVM environment.
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RS/6000 Model 930
96 MB

200 Mb/s
Optical Link

RS/6000 Model 530
48 MB X 4

Figure |I. The SSVM Testbed

mp_matmul: This program implements a standard multiprocessor matrix multiply of M by M
matrices: C « A4 x B. All three matrices are stored in row-major order. The computation is dis-
tributed in a straightforward manner: M/N rows of 4 and all of B are copied to each of the N
processors (N is 4 in our casc). Tlach processor then computes M/N rows of the product matrix
C.

The computation consists of 4 major phases separated by barriers:
I. Initialization

2. Multiplication

3. Verification

4.  Termination

During the initialization phase, process 1 initializes the 4 and B matrices. During the multiplication
phase, each process uses the B matrix and its M/N rows of the 4 matrix to compute the corre-
sponding M/N rows of the € matrix. During the verification phase, process 1 examines the product
matrix to validate the result. When checking is complete the programs terminate.

During the computation, one slice of the 4 matrix moves through the Netmemory or SSVM system
from process | to each of the other processes. The entire B matrix moves from process | to the
other processors. At the end of the computation, one slice of the € matrix from each of the proc-
esses moves back to process | to be checked for correctness.

I'or the SSVM experiments, the matrices are partitioned into objects as follows:
The A4 matrix is divided into N objects, each consisting of M/N rows of the matrix.

The B matrix is also divided into N objects, each consisting of M/N columns of the matrix. These
are stride-type objects because the matrix is stored in row-major order.
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The € matrix is divided into N2 objects, each consisting of an M/N by M/N square submatrix of
C. These are also stride-type objects. Fach C-object can be computed from one A-object and one
B-object.

In all cases, the user-list associated with each object is defined to include just those processes that
require access to the object.

This partitioning into objects is actually more {ine-grained than necessary for this problem. (The
B matrix could be a single object, and the C matrix could be partitioned along the same lines as the
A matrix.) The finer granularity lets the processes initiate transfers (via ssvim_synch) before the in-
itialization and computation phases arc complete. This optimization provides little benefit given
our current synchronous implementation of ssvm_synch, but it could be important when an asyn-
chronous version is available.

Results: We ran the mp_matmul test program using matrix sizes of 256, 512, and 1024 in cach of
three environments, the standard Mach Netmemory environment and our two implementations of
the SSVM environment. Each experiment was run three times, and the average times are shown
below in Table 1.

Matrix Netmemory SSVM SSVM
size mem. obj. exc. port
256x256: initialize 3.2 s 9.1 s 8.7 s
multiply 14.3 s 6.3 s 6.6 s
check result 3.7 s 0.1 s 0.1 s
total 21.2 s 15.5 s 15.4 s
512x512: initialize 12.3 s 34.2 s 36.5 s
multiply 93.0 s 63.0 s 62.3 s
check result 14.7 s 0.4 s 0.3 s
total 120.0 s 97.6 s 99.1 s
1024x1024: initialize 53.3 s 138.8 s 147.8 s
muttiply 590.5 s 468.0 s 466.3 s
check result 88.0 s 1.4 s 1.2 s
total 731.8 s 608.2 s 615.3 s

Table 1: Times for Matrix Multiply Example

The results show that the SSVM approach is 20 to 30 percent faster than the DSVM approach as
embodied in the Mach Netmemory server. The reason is largely that the SSVM system batches
page transfers while the Netmemory case fetches individual pages across the network. (This is an
instance where the data prefeich advantage of the SSVM approach is clearly profitable.)

For the matrix sizes used above, falsc sharing does not occur since no page of the C matrix contains
objects that are written by more than one processor. Experiments with matrices of other sizes failed
to exhibit performance degradation attributable to page thrashing. In this program, false sharing
can only occur at the boundaries of the objects in the € matrix, and the order of computation is
such that it is unlikely that two processors ever try to write the same page at the same time.

Under the Netmemory server, the initialization phase does not include any data transfer, the mul-
tiplication phase includes the time needed to distribute the 4 and B matrices to all the processes,
and the verification phase includes the time nceded to fetch the result matrix € back to process 1.
Under SSVM, the initialization phase is longer becausc it includes the time needed to distribute the
source matrices. The multiplication phase includes the time needed to return the result matrix to
process . The verification phase is much faster under SSVM because it involves no data transfer
at all.
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For comparison, we obscrve that the uniprocessor times for the matrix multiply results given above
are 9.5 scconds, 219 seconds, and 1746 scconds, respectively. Since the computational cost in-
creases with M3, one would expect these times 1o differ by a constant factor of 8. But the smaller
matrix benefits much more from the RS/6000 data cachc, so the factor of 8 is not seen there. The
ratio between the uniprocessor times for the 512 and 1024 dimension matrices is 8 as expected.
We are not using strip mining or other cache-oriented optimization techniques. Using these
uniprocessor times, the specedups obtained on 4 processors under SSVM are calculated to be 0.66,
2.23, and 2.85, respectively, for the three different matrix sizes. While this is better than the
Netmemory specdups (0.45, 1.70, and 2.39, respectively) there is still room for significant im-
provement.

odd_even: This test program is deliberately dcsigned to cause page-thrashing in the Netmemory
server casc and is intended to be a worst-case comparison of DSVM versus SSVM performance.
In the odd even test case, each of the N processors in the syslem updates a portion of a one di-
mensional, double-precision array. Processor 1 updates elements 0, N, 2N, etc., processor 2 up-
dates elements 1, N+ 1, 2N+ |, etc., and so forth for the other processors. The time a processor
spends between updates is an adjustable parameter. When the cntire array has been updated,
processor | inspects all the entries to ensure they have the expected values. As in the mp_matmul
test cases, the initialization, computation, and checking phascs of the program are separated by
barriers. An SSVM stride-type object is defined to hold the data updated by cach processor.

Results: We ran this program on our 4-processor Testbed with a total of 1000 data items (250 per
processor), and with delays of 0 ms. and 10 ms. between updates. With no delays between updates,
the program ran in about 600 ms. under the Netmemory environment and under both implemen-
tations of the SSVM environment. Page thrashing was not apparcnt in the Netmemory case be-
cause each processor, after obtaining a shared page, had time to complete all of its updates before
the page could be claimed by another processor.

The story is different when the processors sleep 10 ms. after updating each data element. In this
case the program should run in approximately 2.5 scconds (250 items, 10 ms. per item), and indeed
under the two SSVM environments the program ran in 2.7 seconds. Under the Netmemory server,
however, the program required 26 seconds. This example is artificial, but it shows that the effects
of false sharing can be severe in a traditional DSVM environment.

Planned Performance Improvements: We intend to pursue a number of performance optimizations.
At the moment, we arc running TCP/I? over the optical links in the SSVM Testbed. We know
that the optical link hardware is capable of transferring pages between machines at approximately
1 ms. per page. The TCP/IP version gives us 11 ms. per page. We plan to eliminate thc TCP/IP
protocol by using a custom protocol directly between Mach netmsgservers on the machines of our
Testbed. We hope to achieve a page transfer time of 3 ms. or less using this approach.

We also need to implement the asynchronous version of ssvim_spnch. Particularly in the larger
matrix multiply cases, we are paying a heavy overhead for using the synchronous version of

ssvm_synch.

Finally, for large data copies, it would be more efficient to use the Mach vin_copy and vm_deallocate
routines than to use bcopy. Initial measurements indicate that the break even point is around 20
pages (80 KB). Copies larger than this should usc the Mach primitives instead of bcopy.

We hope to be able to report on the results of these improvements as well as to discuss some ad-
ditional applications at the Mach Symposium in November, 1991.

Suggested Changes to the Mach Interface for SSVM Support

So far, we have attempted to achieve the best possible performance for the SSVM system using the
existing Mach system interface. In this scction we discuss some enhancements or changes to the
Mach interface that we think would improve the performance or simplify the implementation of
the SSVM system.
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Directed out-of-line data. The first change we would like concerns Mach TPPC and out-of-line data.
Currently, out-of-line data included with a Mach message shows up at an arbitrary location in the
recciver’s address space. In SSVM we are constantly sending parts of large structures (a few rows
of a matrix, for example) and these fragments must end up at the correct virtual addresses in the
destination. At present we handlc this problem by copying the data after it is received. The
RS/6000 can copy a page in about 100 microseconds, but this is still a hundred microscconds of
overhead we would like to avoid. The point is that we know precisely wherc we wish the data to
appear in the destination address space, and we would like to be able to specify (direct) that the
out-of-line data accompanying a Mach message be deposited at a specified address. The authori-
zation for such directed sends might be another kind of “port right” that a destination task can give
out to a trusted sct of other tasks.

Asynchronous insertion of pages into memory objects. l'or our purposcs, a major shortcoming of
the Mach 2.5 memory object intcrface is that it does not let a memory object server asynchronously
instantiate arbitrary pages of a client’s mapped memory object. It provides all the facilities neces-
sary to handle client-generated page faults, but it docs not provide the facilities a server needs to
preclude the necessity for such fauits. We are hoping this shortcoming has been corrected in Mach
3.0.

Double mapping of anonymous memory regions. In Mach, storage that is backed by an external
memory object server can be mapped at more than one location in a client’s address space. 'I'he
same capability is not available for storage that is simply obtained from the kernel via
vm_allocate. The exception port implementation of SSVM would be simpler if the vm_allocate’d
SSVM region could be mapped a second time at another location in the application address space.
The access privileges available to the application via the original mapping could then differ from the
privileges available to the SSVM library via the second mapping. We could obtain the desired
double-mapping functionality by including local external memory object servers in the cxception
port implementation of SSVM, but we would rather avoid this complication.

Concluding Remarks

In this paper we presented a new shared virtual memory programming modetl that allows the con-
struction of more efficient parallel programs for multicomputers than did previous shared virtual
memory implementations. We defined our model (called Structured Shared Virtual Memory, or
SSVM), and discussed its implementation using the Mach memory object and exception port
interfaces. We found that the implementation using the exception port interface was simpler, and
although performance of the two implementations was similar, we belicve the exception port im-
plementation can be more easily optimized. We then presented initial performance comparisons
between SSVM and the standard implementation of distributed shared virtual memory under Mach
(known as the Netmemory server [14]). "T'he SSVM approach was scen to be 20-30 percent faster
than the Netmemory approach. Tinally, we suggested changes to Mach kernel interface that would
make support of SSVM under Mach simpler or more efficient. T'urther work is necessary, both in
experimenting with a wider range of applications and in enhancing the SSVM implementation.

Our current SSVM implementations run under Mach 2.5. Mach 3.0 offers us several advantages,
including

e improved 1PC performance.

e enhanced memory object interface that appears to support asynchronous insertion of pages
into clicnt address spaces.

e shorter path lengths in the Mach exception mechanism.
e dircct kernel support for inter-machine IPC.

As we complete our port of Mach 3.0 to the RS/6000, we intend to move our SSVM environment
onto that platform in order to exploit these changes.
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