
Conference at a Glance
Saturday, November 6

5:00 pm - 9:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .On-Site Registration
6:00 pm - 8:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Reception
8:00 pm - 9:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Conference Orientation

Sunday, November 7

7:30 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .On-Site Registration
9:00 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Tutorial Program
9:00 am - 5:00 pm  . . . . . . . . . . . . . . . . . .University-level SysAdmin Education Workshop

Monday, November 8

7:30 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .On-Site Registration
9:00 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Tutorial Program
9:00 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .GIGA LISA Workshop

Tuesday, November 9

7:30 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .On-Site Registration
9:00 am - 5:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Tutorial Program
9:00 am - 5:00 pm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Advanced Topics Workshop
6:00 pm - 10:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Birds-of-a-Feather Sessions

Wednesday, November 10

7:30 am - 6:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .On-Site Registration
9:00 am - 10:30 am  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Keynote Address
11:00 am - 5:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Refereed Papers
11:00 am - 5:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Invited Talks
11:00 am - 5:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Practicum
12:00 pm - 7:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Vendor Exhibition
5:30 pm - 7:00 pm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Happy Hour at the Exhibition
7:30 pm - 10:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . .Reception at the Museum of Flight
9:00 pm - 11:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Birds-of-a-Feather Sessions

Thursday, November 11

7:30 am -  5:00 pm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .On-Site Registration
9:00 am -  5:30 pm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Refereed Papers
9:00 am -  5:30 pm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Invited Talks
9:00 am - 5:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Practicum
10:00 am -  4:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Vendor Exhibition
6:00 pm - 7:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .SAGE Community Meeting
6:00 pm - 11:00 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Birds-of-a-Feather Sessions

Friday, November 12

9:00 am - 3:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Refereed Papers
9:00 am - 3:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Invited Talks
9:00 am - 12:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Practicum
4:00 pm - 5:30 pm  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .The LISA Game Show

2 C O N F E R E N C E L O C AT I O N:  Washington State Convention & Trade Center

Important Dates to Remember

Pre-Registration Discount Deadline: 
Friday, October 1, 1999

Hotel Discount Deadline:
Monday, October 11, 1999

Contents

2 Conference at a Glance

3 Letter from the Program Chair

4–17 Tutorial Program

18–21 Technical Sessions

22 University-level SysAdmin

Education Workshop

22 GIGA LISA Workshop

22 Advanced Topics Workshop

23 Vendor Exhibition

23 FREE PASS for Vendor Exhibition

24 About USENIX and SAGE

25 Conference Activities and Services

25 Student Discounts and Stipends

26 Hotel & Travel Information

26 Registration Information

27 Registration Form

USENIX is a registered trademark of the USENIX Association. USENIX acknowledges all trademarks herein.

LISA 
Questions?

USENIX Conference Office: 
22672 Lambert Street, Suite 613
Lake Forest, CA 92630

Phone: 1.949.588.8649
Fax: 1.949.588.9706

Email: conference@usenix.org
URL: http://www.usenix.org/

Office hours: 8:30 am – 5:00 pm P.D.T.



Conference Organizers

Program Chair
David Parter, University of Wisconsin

Program Committee
Eric Anderson, University of California,

Berkeley

Strata Rose Chalup, VirtualNet
Consulting

Xev Gittler, Goldman, Sachs & Co.

Trent Hein, XOR Network 
Engineering, Inc.

Doug Kingston, Deutsche Bank

Thomas A. Limoncelli, Lucent
Technologies/Bell Labs

Bryan McDonald, Global Networking
And Computing

Adam Moskowitz, LION Biosciences
Research, Inc.

Evi Nemeth, University of Colorado

Cat Okita, Earthworks

Josh Simon, Collective Technologies

Jeffrey A. Uphoff, Transmeta
Corporation

Invited Talks Coordinator
Phil Scarr, Global Networking and

Computing

Practicum Chair
Pat Wilson, Dartmouth College

The Guru Is In Coordinator
Lee Damon, Qualcomm Incorporated

Conference Advisor
Rob Kolstad, SANS Institute

’99
David Parter

“At LISA ’99, you can be part of
a fantastic week of learning...”

An Invitation from the Program Chair

Dear System Administrator,

I am very excited about LISA ’99, and I hope you will be too. Please join me and other sys-

tem administrators from around the world in Seattle on November 7–12, 1999.

The LISA Conference is assembled entirely by veteran system administrators—people who

know firsthand what factors are important in devising solutions to issues you face every day.

Participants are involved in all aspects of modern systems administration, including user support,

workstation and server administration, network management, security and incident handling, and

sitewide planning and design. LISA is where system administrators at all levels of experience get

together.

At LISA ’99, you can be part of a fantastic week of learning, recharging, comparing notes

with colleagues, and examining the latest in systems administration tools, techniques, and

products. The contacts you’ll make, the ideas you will take home from the refereed papers, invited

talks, and practicum sessions, and the solutions from the Guru and Birds-of-a-Feather sessions

which you’ll be able to put to use immediately—these are what make LISA a “must” for every sys-

tem administrator.

LISA ’99 begins with three days of top-notch tutorials. Our tutorial instructors are well-

known experts in their fields, who are carefully selected for their ability to teach complex subjects.

Select among 39 courses designed to meet your needs for high-quality instruction in important

technologies and best strategies. Sign up early for tutorials—they often sell out.

In this year’s technical sessions, you’ll hear papers and presentations on a wide variety of top-

ics, including the latest in sysadmin tools, case studies of innovative solutions to daunting

problems, and a look at future approaches to systems administration. Also included are the latest

on DNS and BIND, and a hot “bake-off” featuring Gurus in Tcl, Perl, and Python battling to

write the “best” code in answer to several challenges.

The three LISA ’99 workshops provide an opportunity for senior system administrators to

share expertise and opinions in focused discussions with their peers. (See page 22 for details.)

Those of you who have never attended the LISA Conference are about to discover one of the

most important resources in the field.

For the LISA ’99 Organizing Committee,
David Parter, University of Wisconsin
Program Chair
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TUTORIAL PROGRAM AT A GLANCE
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Tutorial Program Sun.–Tues., November 7–9, 1999

S1 Administering Windows NT: A Course for UNIX People

S2 Linux Systems Administration

S3 Designing Resilient Distributed Systems—High
Availability

S4 Modern Security Systems for Intranets, Extranets, 
and the Internet

S5 Network Security Profiles: A Collection (Hodgepodge)
of Stuff Hackers Know About You

S6 Sendmail Configuration and Operation (Updated for
Sendmail 8.10)

S7 Advanced Topics in Perl Programming

S8am Configuring and
Administering
SAMBA Servers

S9am Introduction to
Domain Name System
Administration

S10am Legal Issues 
for System
Administrators

S11pm Using Amd and the
Automounter Utilities

S12pm Intermediate Topics in
Domain Name System
Administration

S13pm The First Amendment
and the System
Administrator

M1 Windows NT Security: Advanced Topics

M2 Hot Topics in Modern System Administration—1

M3 System and Network Performance Tuning

M4 Real World Applications of Cryptography

M5 Intrusion Detection and Network Forensics

M6 Configuring Cisco Routers on an IP Network

M7 Practical Web Site Maintenance 
with Perl—A Cookbook Approach

M8am Sendmail and
Security

M9am Administering Linux
in Production
Environments

M10am Professional Conduct
and Computer Ethics

M11pm DHCP/DNS

M12pm Performance
Monitoring and
Tuning Under
Windows NT

M13pm Management 101—
The Soft Science 
of Systems
Administration

SUNDAY MONDAY

To meet your needs, the Tutorial Program at LISA ‘99 provides you with in-depth, immediately useful instruction

in systems administration techniques, effective tools, and best strategies. USENIX tutorials survey the topic, then

dive right into the specifics of what to do and how to do it. Instructors are well-known experts in their fields, selected for

their ability to teach complex subjects. Attend the USENIX tutorials at LISA ‘99 and take valuable skills back to your company or

organization. Register now to guarantee your first choice—seating is limited.



TUTORIAL DESCRIPTIONS

SUNDAY, NOVEMBER 7, 1999
S1 Administering Windows NT:

A Course for UNIX People
Aeleen Frisch, Exponential Consulting

Who should attend: UNIX system administra-
tors who are also responsible for Windows NT
systems (or who may become responsible for
them). Students attending this class should be
comfortable with general system administration
concepts (file systems, processes, user accounts,
backups, and the like), as well as the major tools
and procedures used to manage them on UNIX
systems. A sense of humor will also be beneficial
when initially approaching Windows NT.

The primary goal of this course is to help you
apply what you already know about systems
administration under UNIX to the tasks and chal-
lenges of the Windows NT environment, in an
effort to make that transition as easy and painless
as possible. The course will include a variety of
real-world examples and will focus on practical
techniques and strategies for NT systems adminis-
tration. You can expect a very fast-paced, informa-
tion-rich course. This class focuses on NT 4.0,
but will discuss Win2000 as appropriate.

Topics include:
◆ A walking tour of a Windows NT server

■ The NT worldview (WNT = ?
VMS++)

■ The client-server system model and its
implications

■ Filesystem layout and essential system
files

■ Processes under NT
■ Don’t forget that it’s a PC

◆ Tools to aid in NT systems administration
■ What NT supplies
■ Commercial products and freely avail-

able software
■ Making NT act like UNIX

◆ Booting under Windows NT
■ Normal startup and shutdown
■ Troubleshooting hints and strategies
■ Multi-OS system configurations

◆ Managing user accounts
■ Mechanisms and procedures
■ NT groups
■ Security and user accounts

◆ Disks and file systems on Windows NT
systems
■ The NTFS file system
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T1 Windows NT and UNIX Integration: 
Problems and Solutions

T2 Hot Topics in Modern System Administration—2

T3 Auditing—An Agent of Change for the Better!

T4 Computer Attacks: Trends and Countermeasures

T5 UNIX Security Tools: Use and Comparison

T6 Advanced Topics in DNS and BIND

T7 Advanced Solaris System Administration Topics

T8am Web Application
Security

T9am Topics in AFS
Administration

T10am Dealing with 
Difficult People

T11pm Automating/Standard-
izing Operating System
Installations: Solaris
Jumpstart, Red Hat
Kickstart, and Others...

T12pm Administering 
Backups with 
Legato NetWorker

T13pm Mastering an 
Interrupt-driven Job

TUESDAY Continuing Education

Units (CEUs)

USENIX provides

Continuing Education

Units for a small addi-

tional administrative

fee. The CEU is a

nationally recognized

standard unit of mea-

sure for continuing edu-

cation and training and

is used by thousands of

organizations. Each full-

day tutorial, or two half-

day tutorials, qualifies

for 0.6 CEUs. You can

request CEU credit by

completing the CEU

section on the registra-

tion form. USENIX pro-

vides a certificate for

each attendee taking a

tutorial for CEU credit

and maintains tran-

scripts for all CEU stu-

dents. CEUs are not the

same as college credits.

Consult your employer

or school to determine

their applicability.

Our guarantee: If you’re not happy, we’re not

happy. If you feel a tutorial does not meet the

high standards you have come to expect from

USENIX, let us know by the first break and we

will change you to any other available tutorial

immediately.

Tutorial fees include:
◆ Admission to the tutorials you select
◆ Lunch
◆ Tutorial CD-ROM
◆ Printed and  bound tutorial 

materials from your sessions
◆ Admission to the Vendor Exhibition
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■ Spanning disk partitions
◆ Fault-tolerance capabilities
◆ Networking under NT: connecting to

UNIX and other systems
■ What NT provides
■ NT and UNIX networks
■ Connecting to Windows systems
■ Filling in what NT is missing

◆ Printing on and from Windows NT
systems
■ Local printing
■ Printers and networks
■ Going to and from UNIX systems

◆ Overview of Windows NT security
■ NT’s view of system and network 

security
■ Controlling access to system resources
■ System monitoring and security

S2 Linux Systems
Administration

Bryan C. Andregg, Red Hat Software

Who should attend: This tutorial is directed at
system administrators who are planning on imple-
menting a Linux solution in a production
environment. Course attendees should be familiar
with the basics of systems administration in a
UNIX®/Linux® environment: user-level
commands, administration commands, and
TCP/IP networking. The novice administrator
and the guru should both leave the tutorial having
learned something.

From a single server to a network of worksta-
tions, the Linux environment can be a daunting
task for administrators knowledgeable in other
platforms. Starting with a single server and ending
with a multi-server 1000+ user environment, case
studies will provide practical information for using
Linux in the real world.

Topics include (with special emphasis on 
security):

◆ Installation features
◆ Disk partitioning and RAID
◆ Networking
◆ User accounts
◆ Services
◆ NFS and NIS
◆ High availability environments
◆ The workplace
◆ Up and coming in the Linux world

(CODA, LVM, etc.)

Upon completion of the course, attendees
should feel confident in their ability to set up and
maintain a secure and useful Linux network. The

tutorial will be conducted in an open manner that
allows for questions at all times.

S3 Designing Resilient
Distributed Systems—
High Availability

Evan Marcus, Veritas Software

Who should attend: Beginning and intermediate
UNIX system and network administrators, and
UNIX developers concerned with building appli-
cations that can be deployed and managed in a
highly resilient manner. A basic understanding of
UNIX system programming, UNIX shell
programming, and network environments is
required.

This course will explore procedures and tech-
niques for designing, building, and managing pre-
dictable, resilient UNIX-based systems in a
distributed environment. Hardware redundancy,
system redundancy, monitoring and verification
techniques, network implications, and system and
application programming issues will all be
addressed. We will discuss the trade-offs among
cost, reliability, and complexity.

Topics include:
◆ What is high availability? Who needs it?
◆ Defining uptime and cost; “big rules” of

system design
◆ Disk and data redundancy; RAID and

SCSI arrays
◆ Host redundancy in HA configurations
◆ Network dependencies
◆ Application system programming concerns
◆ Anatomy of failovers: applications, systems,

management tools
◆ Planning disaster recovery sites and data

updates
◆ Security implications
◆ Upgrade and patch strategies
◆ Backup systems: off-site storage,

redundancy, and disaster recovery issues
◆ Managing the system: managers, processes,

verification

S4 Modern Security Systems for
Intranets, Extranets, 
and the Internet NEW

Daniel E. Geer, Jr., CertCo, LLC, and 
Jon Rochlis, Consultant

In today’s fast-moving Internet and client-
server world, security is a critical component of
most systems. But security systems are complex
and confusing. Different systems provide overlap-

ping functionality, and what’s popular today may 
be gone tomorrow. This course describes many of
today’s most popular network security systems.
We describe how the various security protocols
work, what value they provide, and how difficult
they are to implement. The goal: attendees should
be well equipped to understand which protocols
are applicable to their environments and systems,
which to pursue in more detail, and which are
likely to be just a flash in the pan.

Topics include:
◆ Internet/intranet security—confidentiality,

authentication, integrity, authorization
◆ Fundamental technology—encryption,

public key, private key, certification
◆ Low-security systems—basic

WWW/HTTP, cookies, classic remote
login (telnet/rlogin/rsh), file transfer

◆ Secure Socket Layer (SSL) for securing
HTTP

◆ Kerberos-based systems—intranet cross-
application private key, including MS-
DCE and Microsoft NT5

◆ Secure Shell (SSH)—remote login and lots
more

◆ Email—PGP & S/Mime
◆ VPNs—IPsec, remote access
◆ Payment protocols—Digicash, SET

(Visa/Mastercard), and more

S5 Network Security Profiles: 
A Collection (Hodgepodge)
of Stuff Hackers Know About
You

Brad Johnson, SystemExperts Corporation

Who should attend: Network, system, and fire-
wall administrators; security auditors and those
who are audited; people involved with responding
to intrusions or responsible for network-based
applications or systems that might be targets for
hackers. Participants should understand the basics
of TCP/IP networking. Examples will use actual
tools and will also include small amounts of
HTML, JavaScript, and Tcl.

This course will be useful for anyone with any
TCP/IP-based system—a UNIX, Windowsxx,
Windows NT, or mainframe operating system, or
a router, firewall, or gateway network host.

Whether network-based host intrusions come
from the Internet, an extranet, or an intranet, they
typically follow a common methodology: recon-
naissance, vulnerability research, and exploitation.
This tutorial will review the tools and techniques
hackers (determined intruders) use to perform
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these activities. You will learn what types of proto-
cols and tools they use, and you will become
familiar with a number of current methods and
exploits. The course will show how you can gener-
ate vulnerability profiles of your own systems.
Additionally, it will review some of the important
management policies and issues related to these
network-based probes.

The course will focus primarily on tools that
exploit many of the common TCP/IP based pro-
tocols, such as WWW, SSL, DNS, ICMP, and
SNMP, that underlie virtually all Internet applica-
tions, including Web technologies, network man-
agement, and remote file systems. Some topics
will be addressed at a detailed technical level. This
course will concentrate on examples drawn from
public domain tools, because these tools are
widely available and commonly used by hackers
(and are free for you to use).

Topics include:
◆ Profiles: what can an intruder determine

about your site remotely?
◆ Review of profiling methodologies: differ-

ent “viewpoints” generate different types of
profiling information

◆ Techniques: scanning, on-line research,
TCP/IP protocol “mis”uses, denial of ser-
vice, hacking clubs

◆ Important intrusion areas: discovery tech-
niques, SSL, SNMP, WWW, DNS

◆ Tools, including scotty, strobe, netcat,
SATAN, SAINT, ISS, mscan, sscan, queso,
curl, Nmap, and SSLeay/upget

◆ Management issues: defining policies and
requirements to minimize intrusion risk

Topics not covered:
◆ Social engineering
◆ Buffer overflow exploits
◆ Browser (frame) exploits
◆ Shell privilege escalation

S6 Sendmail Configuration 
and Operation (Updated for
Sendmail 8.10)

Eric Allman, Sendmail, Inc.

Who should attend: System administrators who
want to learn more about the sendmail program,
particularly details of configuration and
operational issues (this tutorial will not cover mail
front ends). This will be an intense, fast-paced,
full-day tutorial for people who have already been
exposed to sendmail. This tutorial describes the
latest release of sendmail from Berkeley, version
8.10.

We begin by introducing a bit of the philoso-
phy and history underlying sendmail.

Topics include:
◆ The basic concepts of configuration: mail-

ers, options, macros, classes, keyed files
(databases), and rewriting rules and rulesets

◆ Configuring sendmail using the M4 macro
package

◆ Day-to-day management issues, including
alias and forward files, “special” recipients
(files, programs, and include files), mailing
lists, command line flags, tuning, and security

◆ How sendmail interacts with the Domain
Name System

S7 Advanced Topics in 
Perl Programming NEW

Tom Christiansen, Consultant

Who should attend: Experienced Perl program-
mers interested in honing their existing Perl skills
for quick prototyping, system utilities, software
tools, system management tasks, database access,
and WWW programming. Students should have
used Perl for basic scripting for several months
before taking this course.

Topics include:
◆ Exceptions and eval
◆ References 
◆ Complex data structures
◆ Modules
◆ Object-oriented programming
◆ Networking
◆ Database access
◆ Advanced I/O techniques and file locking 
◆ Assorted tips and tricks

Upon completion of this course, students will
be able to:

◆ Develop standard- and OO-modules for
code reuse

◆ Understand complex and hierarchical data
structures

◆ Understand runtime eval and exception
handling

◆ Understand Perl’s facilities for file locking
◆ Use Perl for client-server programming
◆ Use Perl for database access (new and exist-

ing)

S8am Configuring and Administering
SAMBA Servers NEW

Gerald Carter, Auburn University

Who should attend: This tutorial is intended for
system and network administrators who wish to

integrate SAMBA running on a UNIX-based
machine with Microsoft Windows clients. No
familarity with Windows networking concepts will
be assumed.

SAMBA is a freely available suite of programs
that allows UNIX-based machines to provide file
and print services to Microsoft Windows PCs
without installing any third-party software on the
clients. This allows users to access necessary
resources from both PCs and UNIX workstations.
As SAMBA makes its way into more and more
network shops all over the world, it is common to
see “configuring SAMBA servers” listed as a
desired skill on many job descriptions for network
administrators.

This tutorial will use real-world examples
taken from daily administrative tasks.

Topics include:
◆ Installing SAMBA from the ground up
◆ Understanding the basic Microsoft

networking protocols and concepts, such 
as NetBIOS, CIFS, and Windows NT
domains

◆ Configuring a UNIX box to provide
remote access to local files and printers
from Microsoft Windows clients

◆ Utilizing tools to access files on Windows
servers from a UNIX client

◆ Configuring SAMBA as a member of a
Windows NT domain in order to utilize
the domain’s PDC for user authentication

◆ Using SAMBA as a domain controller
◆ Configuring SAMBA to participate in net-

work browsing
◆ Automating the daily tasks of managing

SAMBA

S9am Introduction to Domain
Name System Administration

William LeFebvre, Group sys Consulting

Who should attend: System or network adminis-
trators who have never been exposed to DNS,
except as users. A basic understanding of the IP
protocols, TCP and UDP, data encapsulation, and
the seven-layer model will be beneficial.

The Domain Name System (DNS) is the 
primary method the Internet uses to name 
and number machines. It is used to translate
names like “www.usenix.org” into addresses like
131.106.3.253. The DNS is critical to the opera-
tion of the Internet. Any site that is serious about
joining the Internet community will need to
understand how to configure and administer
DNS.
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This course will describe the basic operation of
DNS and will provide instructions and guidelines
for the configuration and operation of DNS on
UNIX platforms using the BIND software distri-
bution. This class is designed for the beginner and
is intended to provide a foundation for the class
on “Intermediate Topics in Domain Name System
Administration.”

Topics include:
◆ DNS and BIND
◆ The DNS Name Hierarchy
◆ The four components of the DNS protocol
◆ Query methods—iterative versus recursive
◆ Essential resource records: SOA, A, PTR,

CNAME, NS
◆ Zone transfers and secondaries
◆ Vendor-specific differences

S10am Legal Issues for 
System Administrators NEW

Daniel Appelman, Heller, Ehrman, White,
and McAuliffe

Who should attend: This tutorial is designed for
system administrators at all levels of experience
and without regard to particular employment situ-
ations. Of course, the legal situation of the system
administrator and the appropriate resolution of
legal issues may vary depending on many factors,
including the status of the employer. We will
attempt to address these variations as they become
relevant during the tutorial.

This course discusses the laws of cyberspace,
with particular emphasis on the rights and liabili-
ties of system administrators. The format is a pres-
entation by the instructor, with plenty of time to
ask questions. The course aims to provide atten-
dees with a better understanding of how the law
views system administrators, of the sensitive legal
issues and potential liabilities they face, and of the
concrete steps they can take to help their employ-
ers minimize their liability.

Topics include:
◆ Overview of the law and its effect on sys-

tem administrators
◆ Privacy rights in cyberspace
◆ Employer rights vs. employee rights
◆ Defamation liability
◆ Intellectual property rights
◆ Your responsibilities on the job: what to do

and what not to do
◆ How to deal with potential legal issues as

they arise

S11pm Using Amd and the
Automounter Utilities NEW

Erez Zadok, Columbia University

Who should attend: System administrators and
managers who maintain large heterogeneous sites.
These sites often use the Amd automounter to
provide a uniform, sitewide filesystem hierarchy.
Participants should know the basics of NFS and
other file systems, but expertise is not required.
Prior use of Amd or experience with Amd is not
required.

Amd is an automounter daemon used by
administrators at many sites to provide a uniform
filesystem mount strategy. Amd is particularly use-
ful at large sites with two or more UNIX systems,
because, unlike vendor-supplied automounters, it
works the same for all platforms. Amd is also use-
ful on systems whose vendors do not supply an
automounter. Amd is a complex tool that supports
many features. Its map syntax has numerous capa-
bilities. Often you can achieve the same goal in
several different ways. Careless use of Amd, how-
ever, can result in user-visible delays or even sys-
tem hangs.

This tutorial’s main focus is the efficient, long-
running use of Amd. Many examples will be pro-
vided to illustrate each feature discussed.

Topics include:
◆ Writing and debugging Amd maps and

configuration files
◆ Using special map features to shorten maps
◆ How to choose among the many map fea-

tures
◆ How to make Amd run faster
◆ Testing and configuration techniques to

improve stability
◆ Recovery from system lockups and Amd

hangs

Participants will learn useful techniques: how
to run Amd efficiently, how to write shorter and
more clever maps, how to use the many (new)
advanced features and tools that come with 
am-utils, and how to debug and test their configu-
rations.

S12pm Intermediate Topics in
Domain Name System
Administration

William LeFebvre, Group sys Consulting

Who should attend: Network administrators
with a basic understanding of DNS and its config-
uration should consider attending this course.
Those whose experience is limited to administer-

ing a single domain will learn how to create and
delegate subdomains. Administrators planning to
install and use BIND 8 will also benefit.
Attendees are expected either to have prior experi-
ence with the domain name system, including an
understanding of basic operation and zone trans-
fers, or to have attended the “Introduction to
Domain Name System Administration.”

Once an administrator has a basic understand-
ing of DNS, additional information and
techniques are required to utilize the system’s
potential fully. Attendees will be taken beyond the
basics into a more thorough understanding of the
overall design and implementation of the domain
name system.

Topics include:
◆ Subdomains and delegation
◆ Resource records: NS, RP, MX, TXT,

AAAA
◆ Migration to BIND 8
◆ DNS management tools
◆ DNS design
◆ DNS and firewalls

S13pm The First Amendment and the
System Administrator NEW

Daniel Appelman, Heller, Ehrman, White,
and McAuliffe

Who should attend: This tutorial is designed for
system administrators at all levels of experience
and without regard to particular employment situ-
ations. Of course, the legal situation of the system
administrator and the appropriate resolution of
legal issues may vary depending on many factors
including the status of the employer. We will
attempt to address these variations as they become
relevant during the tutorial.

System administrators are often faced with
conflicting demands and issues. Of particular
importance are the conflicting expectations of
users and employers concerning rights and respon-
sibilities in using network facilities and the
Internet. Often these expectations have legal
dimensions and involve real or potential liabilities.

This tutorial focuses on the First Amendment
(free speech) rights of users and how those rights
sometimes conflict with other rights, such as the
right to privacy, the right to some recourse against
defamation and the distribution of obscenity, and
the rights of employers to control their networks
and the activities of their employees. Particular
emphasis will be put on addressing how far the
system administrator’s duties go in policing and
enforcing the rights of others. We will discuss real-
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life situations and the methodology for analyzing
and resolving legal issues.

MONDAY, NOVEMBER 8, 1999

M1 Windows NT Security:
Advanced Topics

Phil Cox, Networking Technology Solutions

Who should attend: Programmers; network and
system administrators; individuals who need a bet-
ter understanding of the “whys” for securing
Windows NT; and anyone interested in Windows
NT network protocols, details on what registry
settings actually do, and other advanced topics.
An intermediate knowledge of Windows NT secu-
rity is assumed.

Many security-related issues for Windows NT
require an in-depth understanding of Windows
NT security exposures and potential control mea-
sures. This course is designed for system and net-
work administrators and system programmers who
are already technically proficient with Windows
NT security and want to learn more about
advanced features.

Experience in securing Windows NT and in
dealing with network security is a prerequisite for
this course.  

Topics include:
◆ Details of Windows NT related to security

and their security implications
■ The internal functionality of Windows

NT 
■ Windows networking: SMB and

NetBIOS 
◆ Tradeoffs in designing and implementing

suitable work-arounds to the flaws
◆ Practical exercise in defending NT with a

firewall
◆ Dealing with Windows NT authentication

■ Passthrough authentication 
■ Derivation and protection of password

hashes 
◆ Securing the Windows registry 

■ Advanced techniques 
■ Tradeoffs and pitfalls in each registry

change 
◆ The Security Configuration Manager

■ Default configurations
■ Defining specialized templates

M2 Hot Topics in Modern System
Administration—1

Ned McClain, XOR Network Engineering;
Evi Nemeth, University of Colorado, Boulder

Who should attend: System and network admin-
istrators who want to learn about real-life solu-
tions to everyday problems.

Topics include:
◆ wreq: Managing user requests and trouble

tickets is an everyday task. We’ll discuss the
freely available Web-based tool wreq,
together with procedures that you can use
to make your SA group serve the needs of
its internal customers.

◆ LPRng: Tired of those nasty printing prob-
lems? This next-generation print spooler
can ease many cross-platform printing has-
sles, as well as reduce time spent maintain-
ing the printing system at your site.

◆ Optimizing Web server performance: Learn
tricks of the trade to make your hot UNIX
Web server even hotter. We’ll cover mea-
suring UNIX Web server performance and
how to tune your server for optimum
throughput and response.

◆ What’s hot on the UNIX security
battlefront: It’s been a long year in UNIX
security, and now’s a great time to brush up
on happenings in this area. We’ll talk about
the most important holes you need to
address and suggest approaches to general
UNIX security.

◆ Modern UNIX filesharing: NFS has a
bunch of new features, but do you know
what they do or how to use them? Learn
how to maximize the benefits of NFS 3.0
at your site.

◆ A new world, split by OS: Are you suffer-
ing from UNIX in the machine room with
PCs on the desktop? This syndrome is
affecting system administrators everywhere,
but there are some cures. We’ll talk about
strategies to handle this situation and tools
to make it seamless.

M3 System and Network
Performance Tuning

Marc Staveley, Sun Microsystems

Who should attend: Novice and advanced
UNIX system and network administrators, and
UNIX developers concerned about network per-
formance impacts. A basic understanding of the

UNIX system facilities and network environments
is assumed.

We will explore procedures and techniques for
tuning systems, networks, and application code.
Starting from the single-system view, we will
examine how the virtual memory system, the I/O
system, and the file system can be measured and
optimized. We’ll extend the single-host view to
include Network File System tuning and perfor-
mance strategies. Detailed treatment of network-
ing performance problems, including network
design and media choices, will lead to examples of
network capacity planning. Application issues,
such as system call optimization, memory usage
and monitoring, code profiling, real-time
programming, and techniques for controlling
response time will be addressed. Many examples
will be given, along with guidelines for capacity
planning and customized monitoring based on
your workloads and traffic patterns. Question and
analysis periods for particular situations will be
provided.

Topics include:
◆ Performance tuning strategies

■ Practical goals
■ Monitoring intervals
■ Useful statistics
■ Tools, tools, tools

◆ Server tuning
■ Filesystem and disk tuning
■ Memory consumption and swap space
■ System resource monitoring

◆ NFS performance tuning
■ NFS server constraints
■ NFS client improvements
■ NFS over WANs
■ Automounter and other tricks

◆ Network performance, design, and capacity
planning
■ Locating bottlenecks
■ Demand management
■ Media choices and protocols
■ Network topologies: bridges, switches,

routers
■ Throughput and latency considerations
■ Modeling resource usage

◆ Application tuning
■ System resource usage
■ Memory allocation
■ Code profiling
■ Job scheduling and queueing
■ Real-time issues
■ Managing response time
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M4 Real World Applications of
Cryptography NEW

Greg Rose, QUALCOMM Australia

Who should attend: System, network, and secu-
rity administrators, people who communicate
remotely a lot and require security, developers of
applications that require authentication or privacy,
managers needing to understand better what is
(and is not) possible.

Cryptography continues to grow in
importance, and cryptographic algorithms are well
understood. Actually using cryptography, however,
either embedded in day-to-day applications or by
developing new “crypto-enabled” applications, is
hard.

This tutorial aims to provide an understanding
of the capabilities of cryptographic techniques,
some common pitfalls in their use, and some tech-
niques for successfully using cryptography in
applications. Examining some very useful tools
which embed cryptography supplies both directly
applicable knowledge and good examples.

Topics include:
◆ Historical perspective
◆ Brief introduction to cryptographic primi-

tives
■ Random numbers
■ Hash functions and message authenti-

cation codes
■ Block and stream ciphers (symmetric

ciphers)
■ Public key encryption and digital signa-

tures
◆ Useful tools

■ PGP old and new (versions 2.6* and
5.0+)

■ SSH (Secure Shell), for when you are
on the road

■ IPsec and Virtual Private Networks
■ Tripwire, to help detect break-ins
■ CFS, the Cryptographic File System for

UNIX
◆ Cryptographic toolkits

■ SSLeay, OpenSSL (public SSL imple-
mentation library)

■ Cryptlib (public general-purpose
encryption library)

◆ Export regulations
■ How to comply to avoid nasty things
■ Various recovery strategies
■ No politics!

After completing this tutorial, participants will
know many tricks for using cryptography success-
fully in their work or applications.

M5 Intrusion Detection and
Network Forensics NEW

Marcus J. Ranum, Network Flight Recorder,
Inc.

Who should attend: Network and system man-
agers, security managers, and auditors. This tuto-
rial will assume some knowledge of TCP/IP
networking and client/server computing.

What can intrusion detection do for you?
Intrusion detection systems are designed to alert
network managers to the presence of unusual or
possibly hostile events within the network. Once
you’ve found traces of a hacker, what should you
do? What kinds of tools can you deploy to deter-
mine what happened, how they got in, and how
to keep them out? This tutorial provides a highly
technical overview of the state of intrusion detec-
tion software and the types of products that are
available, as well as basic principles to apply to
building your own intrusion detection alarms.
Methods of recording events during an intrusion
are also covered.

Topics include:
◆ What is IDS?

■ Principles
■ Prior art

◆ Can IDS help?
■ What IDS can and can’t do for you
■ IDS and the WWW
■ IDS and firewalls
■ IDS and VPNs

◆ Types and trends in IDS design
■ Anomaly detection
■ Misuse detection
■ Traps
■ Future avenues of research

◆ Concepts for building your IDS
■ What you need to know first
■ Performance issues

◆ Tools for building your IDS
■ Sniffers and suckers
■ Host logging tools
■ Log recorders

◆ Reporting and recording
■ Managing alerts
■ What to throw away
■ What to keep

◆ Network Forensics
■ So you’ve been hacked
■ Forensic tools
■ Brief overview of evidence handling
■ Who can help you

◆ Resources and references

M6 Configuring Cisco Routers on
an IP Network

William LeFebvre, Group sys Consulting

Who should attend: System administrators who
are, or who anticipate being, responsible for router
configuration and maintenance for their Internet
or intranet site. Attendees are expected to have a
solid knowledge of general networking concepts,
data encapsulation, the ISO seven-layer model,
the Internet Protocol, IP addressing, and subnet-
ting. Knowledge of routing protocols, especially
distance vector versus link state, is also
recommended. The class is not intended to teach
networking concepts, but to apply those concepts
to the configuration of a router.

Routers are the glue that holds the Internet
together by providing direct connectivity between
adjacent networks. Cisco routers dominate the
router marketplace. They are an extremely popular
choice among sites with high networking
demands. But configuring and maintaining Cisco
routers is unlike anything else in the industry. The
command-oriented interface is unique and diffi-
cult to master.

This session introduces the attendees to the
essentials of Cisco router configuration. Those
who complete the class will feel comfortable at a
router’s console and will be able to interpret the
output from the more common router commands.
They will understand the various modes of the
Internetwork Operating System (IOS), and how
to read and alter a basic configuration.

Topics include:
◆ Router modes (user, privileged, configura-

tion)
◆ Configuration file syntax
◆ Command line editing
◆ On-line help
◆ Configuration statements essential to IP
◆ Configuring routing protocols: RIP, IGRP,

EIGRP, OSPF
◆ Serial lines: frame relay (if time permits)

The class size will not permit hands-on work,
but live demonstrations will be provided through-
out the lecture.

M7 Practical Web Site
Maintenance with Perl—
A Cookbook Approach NEW

Mark-Jason Dominus, Consultant

Who should attend: Programmers moderately
experienced in Perl and CGI/HTML who would
like to automate their Web site so that they can
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get more done with less work. This is not a class
for non-programmers—we will be doing a lot of
Perl code-reading.

With the proliferation of Web sites, the prob-
lem of maintenance has become almost
unmanageable. Every Web site needs a person to
update databases, send and answer mail, and han-
dle membership sign-ups and account expiration,
password protection, and a host of other tasks. Or
do they? This tutorial will show, with numerous
real-life examples, how a Web site can be largely
automated, leaving the site maintainer free to han-
dle only the exceptional cases.

Topics include:
◆ Dynamically creating and expiring user

accounts
◆ Checking for password sharing
◆ Sending out membership newsletters
◆ Responding to “remove” requests
◆ Automatic site updates (images and text)
◆ Automatic newsgroup posting (e.g.,

monthly FAQ posting)
◆ Daily/weekly/monthly reporting
◆ Referral tracking/reporting
◆ Link exchanges (and checking for dead

links)
◆ Database synchronization, searching, and

updating

We’ll use Web-based modules from CPAN and
explain their interfaces. We will also pay special
attention to file locking, synchronization, error
checking, reporting, and recovery, and to the spe-
cial needs of the asynchronous environment the
Web provides. For each example, we will present a
problem, discuss the conceptual overview, and
delve into the code to solve it. Using these exam-
ples, attendees will easily be able to implement
solutions on their own sites. In all cases, issues of
scalability will be discussed. The instructor’s wide
range of experience will give the students the per-
spective they need to plan for their needs.

M8am Sendmail and Security NEW
Eric Allman, Sendmail, Inc.

Who should attend: System and network admin-
istrators responsible for sendmail security, particu-
larly on firewalls and other similar systems. 

Sendmail is a powerful Mail Transport Agent
that can be configured for many different environ-
ments, from firewalls through workstation mail
servers. These environments have different secu-
rity requirements; in particular, in a pure relay
configuration (with no local user accounts or
delivery) sendmail can be configured to relinquish

root permissions. This is a fast-paced tutorial
intended for system and network administrators
who are already familiar with configuring and
administering sendmail.

You will learn essential principles of sendmail
security, including how to configure sendmail on
systems that have special security requirements,
such as firewalls; configuring sendmail to run as
anon-root user; and running sendmail in a
“chroot”ed jail, as well as how and when to relax
sendmail’s file security checks.

M9am Administering Linux in
Production Environments
NEW

Aeleen Frisch, Exponential Consulting

Who should attend: This course is designed for
both current and prospective Linux system admin-
istrators. It will cover configuring and managing
Linux computer systems in production environ-
ments, with a focus on the administrative issues
involved in deploying Linux systems for real-
world tasks and problems arising from both com-
mercial and R&D contexts.

Topics include:
◆ Why Linux? How to justify a free operat-

ing system in a production environment
(including addressing common manage-
ment questions: “Why don’t we just buy
Suns?” “Why not use Windows NT
instead?”)

◆ High-performance I/O: advanced file sys-
tems (coda, logical volumes), disk striping,
optimizing I/O performance

◆ Advanced server environments: Beowulf,
clustering, parallelization environments
and facilities, CPU performance optimiza-
tion

◆ High-availability Linux: fault-tolerant
options, UPS configuration

M10am Professional Conduct and
Computer Ethics

Lee Damon, QUALCOMM, Inc.

Who should attend: Anyone who is a system
administrator or has access to confidential infor-
mation, and anyone who manages system admin-
istrators or makes policy decisions about computer
systems and their users.

This introductory class will start by examining
some of the ethical responsibilities that come
along with access to other users’ data, accounts,
and confidential information, with several case

studies. All attendees will be encouraged to partic-
ipate in the discussion. We will look at numerous
viewpoints in order to give students a perspective
from which to develop their own reasoned
response to ethical challenges.

We will use the SAGE Ethics statement as a
model.

Topics include:
◆ Implicit expectations of ethical behavior:

For example, a sysadmin reads another per-
son’s email to see how that person feels
about someone or something.

◆ Coercion to violate ethics: Your manager,
wanting to “get the dirt” on another man-
ager, asks you to look in her email and files
for anything “wrong.”

◆ Well-intentioned violations of privacy: An
ISP front-line support person is asked by
his manager to examine customer homedirs
for kiddy porn.

◆ Collection, retention, and protection of
personal data: Your site collects names,
addresses, email information, age, and
other information on-line. What should
you do or not do with that data?

◆ Your friend and fellow employee has been
terminated “for cause” and their account
disabled. Your manager wants you to look
through their files. Should you protect
their privacy? If so, how?

◆ You are asked to deploy some very expen-
sive software. Your company buys a one-
seat license and tells you to duplicate it on
all 1,000 hosts on your network.

The answers to these and other problems are
often far more complicated than one would
initially guess. After completing this tutorial, you
will be better able to resolve questionable
situations and will have the means to support your
decisions.

M11pm DHCP/DNS NEW
Greg Kulosa, GNAC, Inc.

Who should attend: Anyone with two or more
networked clients (Macintosh, UNIX, or
Windows) who wants to automatically distribute
network information to those clients. Attendees
should have a basic knowledge of TCP/IP and
typical network set-ups and should understand the
procedures for installing and working with their
operating systems.

DHCP can be used to distribute IP address,
router, DNS, WINS, and other information 
to network clients, to eliminate manual configura-



12 R E G I S T E R O N-L I N E:  http: / /www.usenix.org/events/l isa99/

Tutorial Program Sun.–Tues., November 7–9, 1999

tion of each machine. DNS, the Domain Name
Service, is the system by which Internet TCP/IP
hosts look up host addresses and network services.
We will discuss these protocols and how they fit
into a typical network. We will cover both UNIX
and Windows NT servers but will focus on
Windows clients, since UNIX and Macintosh
clients are similar.

Topics include:
◆ DHCP & DNS protocols in depth
◆ Which server platform should I use

(UNIX, NT)?
◆ Which DHCP/DNS server should I run,

freeware or a commercial solution?
◆ How do I integrate DHCP info into DNS,

and do I really need to?
◆ How do I debug problems?
◆ Useful reference materials

Please note: This is not a tutorial on integrat-
ing DHCP & DNS; it simply covers both topics
in the same tutorial.

M12pm Performance Monitoring and
Tuning Under Windows NT

Aeleen Frisch, Exponential Consulting

Who should attend: Students attending this class
should be familiar with elementary Windows NT
systems administration concepts and tasks, includ-
ing basic server configuration and maintenance,
configuring TCP/IP networking under Windows
NT, and administering Windows NT services.
Experience tuning UNIX or other systems is help-
ful but not required.

This course, designed for NT system adminis-
trators, will provide in-depth advice on monitor-
ing and improving Windows NT system and
network performance. It will include a variety of
real-world scenarios and examples. We will use the
standard Windows NT Performance Monitor util-
ity to track system performance.

Topics include:
◆ Performance factors and considerations
◆ Monitoring system operation and evaluat-

ing system efficiency
◆ Locating performance bottlenecks
◆ CPU performance
◆ Memory usage and its performance impli-

cations
◆ I/O performance issues
◆ Network performance issues
◆ System tuning strategies and hints
◆ Capacity planning

M13pm Management 101—The Soft
Science of Systems
Administration NEW

Geoff Halprin, The SysAdmin Group

Who should attend: System administrators who
have been given nontechnical responsibilities and
need to learn techniques that may help them in
performing these duties.

As system administrators mature in their
knowledge and responsibilities, they come to rely
on a number of “soft skills” to help them in their
jobs.

Topics include:
◆ Management of:

■ Projects
■ Vendor relationships
■ People
■ Time
■ Risks
■ Finances

◆ Written and oral communication skills

This tutorial provides an overview of these
diverse areas and provides tools that assist in com-
municating effectively with peers, managers, and
other important constituents and users of sysad-
min services.

TUESDAY, NOVEMBER 9, 1999

T1 Windows NT and UNIX
Integration: Problems and
Solutions NEW

Phil Cox, Networking Technology Solutions

Who should attend: System administrators who
are responsible for heterogeneous Windows NT
and UNIX–based systems. Attendees should have
user-level knowledge of both UNIX and Windows
NT, and it’s recommended they have systems
administration experience in at least one.

Today’s organizations choose computing solu-
tions from a variety of vendors. Often, integration
of the solutions into a seamless, manageable enter-
prise is an afterthought, left up to system adminis-
trators. This class covers specific problem areas
and practical solutions for administering a mixture
of UNIX and Windows NT systems. The focus
will be on solutions that can be applied today to
real-world administration problems in heteroge-
neous UNIX and Windows NT–based networks.

Topics include:
◆ Overview of NT and UNIX

■ Basic homogeneous setups

■ Services: what’s offered, and how
■ Similarities
■ Differences
■ Potential sticking points

◆ Areas of interest
■ Electronic mail
■ Web servers
■ User authentication
■ File serving
■ Printing
■ Faxes and modems
■ Host-to-host connectivity
■ Remote administration
■ Backup and restore

For each of the areas of interest we will cover:
◆ Current uses in homogeneous

environments
◆ Available answers—where integration can

happen
◆ Integration solutions and how to choose

one (tools that provide the answers will 
be discussed)

◆ Security considerations

T2 Hot Topics in Modern System
Administration—2 NEW

Ned McClain, XOR Network Engineering;
Evi Nemeth, University of Colorado, Boulder

Who should attend: System and network admin-
istrators who want to learn about real-life
solutions to everyday problems.

Topics include:
◆ Y2K compliance: The year 2000 is coming,

and it’s past time to make sure your site is
prepared. We’ll talk about the Y2K issues
confronting you as an administrator in the
UNIX environment, and we’ll give you
some tips on creating a Y2K gameplan for
the UNIX hosts at your site.

◆ LDAP: We’ll tell you what it is and why it
might be time to implement it. From client
to server, we will survey how LDAP can
strengthen your organization internally and
externally. The major focus will be on
choosing a UNIX server that’s right for
your organization.

◆ News: Usenet news is the Internet’s giant
bulletin board: about half a million new
articles each day require 20–50GB of disk
space. We look at the administration
chores and requirements of taking a full
news feed, pruning it of spam, and deliver-
ing it to your users.
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◆ DHCP: Short on address space? Sick of
configuring each and every one of your
users’ machines? We’ll talk about making
DHCP work for your organization. We
will cover servers and clients, on both
UNIX and NT and hosts.

◆ Disaster planning: In planning for
disasters, whether they are physical
incidents, security incidents, or just sysad-
min errors, hindsight and good backups are
invaluable. We will provide some
guidelines and a checklist of some of the
documentation that you need to maintain
to make disasters more recoverable.

◆ Security tools: A new generation’s worth of
security management tools are on the
loose, and we’ll help you understand how
to use them to your advantage. We’ll exam-
ine new scanning tools such as Nessus and
nmap, as well as looking at new tools to
facilitate security forensics.

T3 Auditing—An Agent of
Change for the Better! NEW

Geoff Halprin, The SysAdmin Group

Who should attend: System administrators who
are responsible for developing strategy for their
sites, performing system reviews, planning
improvements, or proposing expenditures to
improve practices, and consultants wishing to
develop their skills in planning work and commu-
nicating with clients.

As a system administrator, you know when
there is a problem. But how can you convince the
higher-ups that something needs to be done? The
audit is the most valuable tool in your arsenal
when it comes to dealing with management,
because it forces a rigorous assessment of the cur-
rent situation, evaluates alternatives, and results in
a document that cogently addresses the problems.
Audits also have the side effect of uncovering
problems you didn’t even know existed! An audit
enables you to prove your point and also cover
your back. It should be your primary tool for:

◆ Convincing management that a problem
exists

◆ Educating management as to the true
nature and complexity of your role, and
how much effort is involved in doing that
job well

◆ Planning technical improvements to a site,
including obtaining management sign-off
on these projects

Audits come in many shapes and sizes. They
are a basic mechanism for system review and con-
trol over entropy. This workshop will introduce
the concepts and principles of audits and will
examine in detail how to conduct an audit,
including interviews and system inspections, and
how to present the results of that work to manage-
ment in the form of a formal audit report.

Topics include:
◆ What an audit is
◆ Audit concepts and terminology
◆ Three audit perspectives
◆ The 4-step audit process
◆ The 5-step controlled improvement process
◆ A detailed look at interviews, site inspec-

tions, and tools
◆ The audit report

T4 Computer Attacks: Trends
and Countermeasures

Tina Darmohray, System Experts, Inc.

Who should attend: System and network admin-
istrators who implement or maintain networks,
and site managers charged with selecting and set-
ting site security requirements. Familiarity with
TCP/IP networking is a plus.

Many classic security problems, such as
perimeter and host security, have become well
defined and are routinely addressed by a wide
range of product offerings; however, computer
and network attacks are still on the rise.
Effectively combating these attacks is a network
and security management discipline with emerg-
ing strategies and solutions. This tutorial will
cover the latest trends in computer attacks and the
security precautions you can take against them,
including defensive penetration analysis, host
auditing, network logging solutions, and intrusion
detection.

After taking this tutorial, attendees will under-
stand the important areas of security management.
They will be able to defensively assess their system
and network security. Additionally, they will have
an appreciation for auditing and monitoring hosts
and networks for intrusions, and for storing criti-
cal information required for network forensics.

Topics include:
◆ Trends in computer attacks
◆ Defensive penetration analysis
◆ Host and network auditing tools
◆ Intrusion detection
◆ Network forensics
◆ Ethics, policies, and legal concerns of

auditing computer communications

T5 UNIX Security Tools: Use and
Comparison

Matt Bishop, University of California, Davis

Who should attend: UNIX system, network,
and security administrators who need to
understand better the various security tools
currently available.

The goal of this course is to assist UNIX secu-
rity administrators, and other interested users, in
locating and using publicly available programs to
improve the security of their systems. This course
will compare the uses and drawbacks of several
different programs, with an emphasis on when to
use which.

Topics include:
◆ Tool checking and analysis: what to look

for, how to analyze a tool, checking down-
loaded tools for security problems

◆ Static analysis tools (filesystem auditing
tiger, COPS)

◆ Network analysis and security tools: moni-
tors (nfsbug, nfswatch), ISS, SATAN,
Gabriel, Courtney

◆ Tools for privilege: managing shells (lsu)
◆ Tools for logging and log analysis tools

(swatch, logcheck)
◆ Libraries (msystem, trustfile)
◆ Tools for authentication: proactive

password changers (shadow, crack)

T6 Advanced Topics in DNS and
BIND

Paul Vixie, Internet Software Consortium

Who should attend: Name-server administrators
and software developers who need a deeper under-
standing of the DNS protocol and of the internals
of BIND. Participants should already be responsi-
ble for the operation of at least one name server,
should be familiar with Internet protocols such as
TCP and UDP, and should be able to recognize C
source code when they see it (which they will).

This tutorial will survey the DNS protocol
and describe upcoming extensions to it, as well as
implementation considerations in BIND.

Topics include:
◆ DNS message format
◆ DNS resource-record format
◆ Zone file format and zone transfers
◆ Incremental zone transfer
◆ Dynamic update and deferred update
◆ Real-time change notification
◆ DHCP interaction
◆ BIND current status
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◆ DNS security
◆ DNS politics
◆ BIND Version 8

After completing this tutorial, participants will
know what the IETF has been up to lately, and
what to expect in upcoming BIND releases. A
note to those who have taken Paul’s tutorials
before: this tutorial will not be a rehash of prior
material—new subjects will be covered.

T7 Advanced Solaris System
Administration Topics

Peter Baer Galvin, Corporate 
Technologies, Inc.

Who should attend: UNIX administrators who
need more knowledge of Solaris administration.

This course covers a variety of topics that mat-
ter to Solaris system administrators. We will dis-
cuss the major new features of recent Solaris
releases, including which to use and how to use
them, and which to avoid. This in-depth course
will provide the information a system
manager/administrator needs to run a Solaris
installation effectively.

Topics include:
◆ Installing and upgrading

■ Architecting an appropriate facility
■ Choosing the best hardware for your

needs
■ Planning your installation, filesystem

layout, post-installation steps
■ Installing (and removing) patches and

packages
◆ Advanced features of Solaris 2

■ CacheFS: configuring and using
AutoFS

■ The /proc file system and commands
■ Useful tips and techniques

◆ Networking and the kernel
■ Virtual IP: configuration and uses
■ Kernel and performance tuning: new

features, adding devices, tuning, debug-
ging commands

■ Devices: naming conventions, drivers,
gotchas

◆ Enhancing Solaris
■ High-availability essentials: disk failures

and recovery, RAID levels, uses and
performance, H-A technology and
implementation

■ Performance: how to track down and
break up bottlenecks

■ Tools: Useful free tools, tool use strate-
gies

■ Security: locking down Solaris, system
modifications, tools

■ Resources and references

T8am Web Application Security
NEW

Mark-Jason Dominus, Consultant

Who should attend: Programmers and managers
involved in the development of CGI programs
and other applications designed to deliver
dynamic or interactive content on the Web, and
system administrators of Web servers. Participants
should have some experience in developing these
applications.

Interactive content on the Web is the world’s
biggest computer security hole. Before the WWW
was invented, sane system administrators would
never have considered setting up a network service
that allowed an anonymous user to execute a com-
plex program on their systems. Nevertheless, this
is exactly what the Web does. Programs of formi-
dable complexity and power are executed
thousands of times every day on your systems, by
unknown users in unknown locations with no
supervision. If these programs are not written with
great care, they can be subverted and used to steal
your information or vandalize your machine.

The tutorial will include a number of case
studies of programs that appear safe but aren’t,
and will show why “eyeball” methods of program
verification are ineffective. We will spend some
time discussing common problems and oversights
and will show how they can be avoided. The
examples will be in the Perl programming
language, but the problems are not language-
specific and most of the solutions apply to
programs written in any language. The tutorial
will, however, spend some time discussing the
unique “tainting” feature of Perl, which can detect
many of these problems automatically.

We will examine the common programming
error of trusting the browser, including improper
use of cookies and client-side data validation.
Additionally, we will take a close look at the
strengths and weaknesses of authentication
systems commonly used on the Web. Along the
way, the tutorial will present important basic prin-
ciples of security, with an emphasis on developing
a sound security policy that is effective for your
situation.

T9am Topics in AFS Administration
NEW

Esther Filderman, Pittsburgh Super-
computing Center; Ted McCabe, MIT

Who should attend: Newer administrators of
AFS, a distributed filesystem product of the
Transarc corporation, who wish to further their
knowledge. Working knowledge of AFS adminis-
tration is required. This is not an advanced class;
programming knowledge is not required, nor is
access to AFS source.

This tutorial will offer both information and
methods for a more efficient Cell. Participants will
be walked through various parts of AFS and
shown some of the internal workings.

Topics include:
◆ Methods for tuning and administering AFS

clients, both UNIX and NT, and the
NFS/AFS translator

◆ Maintaining AFS server machines: how the
various server processes work together, pro-
tocols, authentication issues, and Ubik DB
quorums

◆ Management issues, from attaining stability
through ensuring security, all while keeping
track of volumes

◆ Transarc’s AFS Backup system, and other
alternatives

◆ Time-saving tricks
◆ Alternatives to pure Transarc AFS, such as

ARLA and DFS
◆ The future of AFS

After completing this tutorial, participants will
be aware of a number of ways to make their AFS
administration tasks more trouble-free and
efficient.

T10am Dealing with Difficult People
NEW

Steve Johnson, Transmeta;
Dusty White, Consultant

Who should attend: Anyone who needs to deal
with difficult people on the job; it will be
especially useful to manager, and those who deal
with difficult clients.

Do you work with some difficult people? They
may be clients, employees, peers, or managers.
This tutorial will discuss what makes people diffi-
cult, and how you can deal more easily with them
without knuckling under.

Topics include:
◆ Reaching agreement with negative people
◆ Fitting loners into your group
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◆ Dealing with people who do not like to
plan or attend meetings

◆ Giving feedback constructively
◆ Dealing with difficult bosses
◆ How to know when to disengage from dif-

ficult people

T11pm Automating/Standardizing
Operating System
Installations: Solaris
Jumpstart, Red Hat Kickstart,
and Others . . .

Greg Kulosa, GNAC, Inc.

Who should attend: System administrators and
managers responsible for multiple machines, who
are charged with performing consistent and reli-
able operating system installs.

Installing the “MIS approved” operating sys-
tem on lots of incoming hardware can become a
chore at any site. It’s boring for one person to do
all the installs, but if you farm it out to lots of
staff, how do you guarantee that all machines have
identical set-ups?

Using an automated system can solve both
these problems at once. We will cover the most
popular methods vendors provide to automate this
process, and we’ll mention some home-grown and
free solutions.

Topics include:
◆ Why should I automate and standardize

installs?
◆ Using Solaris Jumpstart

■ Jumpstart overview
■ Setting up the server
■ Rules files
■ Finish script
■ Booting clients

◆ Using Red Hat Linux Kickstart
■ Kickstart file
■ Creating a boot floppy

◆ Brief overview of other methods
■ Norton Ghost
■ MOSIP
■ The old “clone-disk” trick

T12pm Administering Backups with
Legato NetWorker NEW

W. Curtis Preston, Collective Technologies

Who should attend: System administrators
involved in the design, implementation, and
administration of Legato NetWorker. Participants
should be familiar with basic NetWorker installa-
tion and administration. Participants who are

planning to use, but are not yet using, NetWorker
should review the NetWorker documentation
before attending this session.

Anyone who has implemented a medium to
large installation of any commercial backup soft-
ware package understands the challenges such a
project will face. This tutorial will focus on the
challenges unique to Legato NetWorker, with a
heavy emphasis on automation, monitoring, and
reporting. The tutorial will also answer questions
all NetWorker administrators find themselves ask-
ing, and it will provide scripts that can be used to
automate NetWorker.

Topics include:
◆ Legato architecture

■ Master servers and storage nodes
■ Media and browse index
■ How NetWorker’s dynamic parallelism

works
◆ System design

■ Setting client, server, and device paral-
lelism for optimal performance

■ Determining the future size of your
Networker client indexes

■ Deciding whether a client should back
up to its own library or to a remote
library

■ Setting up storage node fail-over
■ Determining the number of clients to

put in a class
■ Deciding how many pools to use, and

why
■ Designing the bootstrap backup to

reduce disaster recovery time
◆ System automation and Frequently Asked

Questions
■ How does cloning really work? How do

I clone just my full backups, or clone
backups that take longer than a day to
clone?

■ Why does my index get corrupted, and
how can I protect against it?

■ How can I improve NetWorker’s email
capabilities to send my bootstrap
reports somewhere other than my
printer? to use a different subject line
when the backup fails? to send the
report to my pager if the backup fails?

■ Can NetWorker tell me when I’m
LOW on volumes, instead of waiting
until I’m OUT?

■ How do I automate the importing,
exporting, and labeling of library vol-
umes?

■ Can NetWorker back up a Veritas snap-
shoted file system?

■ How do I back up Network Appliance
and Auspex systems?

■ What is the Tower of Hanoi, and what
does it have to do with backups?

■ How can I get NetWorker to automati-
cally retry failed backup jobs?

■ Is there a better way than mmrecov to
recover my NetWorker server?

After completing this tutorial, participants
will be able to answer all of these questions and
will have the tools necessary to completely auto-
mate their NetWorker installation. They will also
be aware of common pitfalls and how to avoid
them.

T13pm Mastering an Interrupt-
driven Job NEW

Steve Johnson, Transmeta; 
Dusty White, Consultant

Who should attend: Anyone who wants to feel
more in control of the “uncontrollable” part of
their job, or who manages people with interrupt-
driven jobs.

How can you have an interrupt-driven job and
still feel in control? The source of interruption
may be your manager, or customer needs. Most
people try some kind of time management, and
this is surely part of the answer. However, time
management alone will not allow you to avoid
stress and overload. We will teach you some addi-
tional techniques.

Topics include:
◆ Setting expectations realistically
◆ Helping your interrupter feel heard
◆ Building trust
◆ Defusing irritation
◆ Negotiating compromises
◆ Saying no so that it will be understood and

stick

Many examples will be taken from systems
administration, but they can be applied much
more broadly.
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Eric Allman (S6, M8am) is the original author of
sendmail. He was the chief program-
mer on the INGRES database manage-
ment project and an early contributor
to the UNIX effort at Berkeley, author-
ing 
syslog, tset, the -me troff macros, and
trek. He designed database user and

application interfaces at Britton Lee (later Sharebase)
and contributed to the Ring Array Processor project for
neural-network-based speech recognition at the
International Computer Science Institute. He is a former
member of the USENIX Board 
of Directors.

Bryan C. Andregg (S2) is the Director
of MIS at Red Hat Software, where he
has held that position for almost two
years. During that time he has
overseen combining two nationally dis-
tinct offices and moving the entire
organization twice and has finally been

allowed to hire an assistant.

Daniel Appelman (S10am, S13pm) is
a lawyer with a major Silicon Valley
law firm. He has been practicing in the
areas of cyberspace and software law
for over fifteen years. Dan is the attor-
ney for the USENIX Association and for
many high-tech companies.

Matt Bishop (T5) began working on
problems of security in computer sys-
tems, and UNIX systems in particular,
at Purdue, where he earned his doctor-
ate. He subsequently worked at the
Research Institute for Advanced
Computer Science at NASA and taught

courses in operating systems, computer security, and
software engineering at Dartmouth College. Matt chaired
the first USENIX Security Workshop and plays an active
role in identifying and thwarting security threats. Matt
has been on the faculty at UC Davis since 1993.

Gerald Carter (S8am) has been a
member of the SAMBA Team since
1998.  However, he has been maintain-
ing SAMBA servers for the past four
years. Currently employed as a network
manager by the College of Engineering
at Auburn University, Auburn, Alabama,

Gerald daily maintains approximately 600 PCs running a
melting pot of Microsoft operating systems and 30
Solaris 2.x servers running SAMBA. He recently acted as
the lead author for Teach Yourself SAMBA in 24 Hours
(Sams Publishing) and writes regularly for the Web-
based magazine LinuxWorld on Linux and Windows NT
integration.

Tom Christiansen (S7) has been
involved with Perl since day zero of its
initial public release in 1987. Lead
author of The Perl Cookbook, co-author
of the second editions of Programming
Perl and Learning Perl, and co-author of

Learning Perl on Win32 Systems, Tom is also the manag-
ing editor of the www.perl.com Web site, major
caretaker of Perl’s online documentation, originator and
co-maintainer of the Perl Frequently Asked Questions
list, and president of The Perl Journal. Tom served two
terms on the USENIX Board of Directors. He holds under-
graduate degrees in computer science and Spanish and a
master‘s in computer science from the University of
Wisconsin at Madison. He now lives in Boulder,
Colorado.

Phil Cox (M1, T1) is a consultant for
SystemExperts Corporation. Phil
frequently writes and lectures on
issues bridging the gap between UNIX
and Windows NT. He is a featured
columnist in ;login;, the USENIX
Association Magazine, and has served

on numerous USENIX program committees. Phil holds a
B.S. 
in computer science from the College of Charleston,

South Carolina.

Lee Damon (M10am) holds a B.S. in
speech communication from Oregon
State University. He has been a UNIX
system administrator since 1985 and
has been active in SAGE since its
inception. He is a member of the SAGE

Ethics Working Group and was one of the commentators
on the SAGE Ethics document. He has championed
awareness of ethics in the systems administration com-
munity, including writing it into policy documents.

Tina Darmohray (T4) is a network
and security consultant with over a
decade of experience in administra-
tion and programming UNIX/TCP-
based computers. She specializes in
firewalls, Internet connections, send-
mail/DNS configurations, and defen-

sive intrusion management. Previously Tina was the lead
for the UNIX support team at Lawrence Livermore
National Laboratory. She was a founding board member
of SAGE. She is the author of the popular SAGE jobs
booklet Job Descriptions for System Administrators,
she‘s the editor of SAGE News and Features for ;login:,
the USENIX Association magazine, and she co-chaired
the USENIX LISA IX conference. Tina holds a B.S. and an
M.S. from the University of California, Berkeley.

Mark-Jason Dominus (M7, T8am)
has been involved in computer security
since 1988 and has been developing
interactive Web applications since
1994. He was a system administrator
and the first Webmaster at the
University of Pennsylvania’s

Department of Computer and Information Sciences, and
then became a founding staff member of Pathfinder,
Time-Warner’s Internet Web service, where he was the
leader of the system administration and network security
group. He is now an independent consultant working in
the area of dynamic application development and
systems and security analysis. He writes a regular col-
umn for The Perl Journal.

Esther Filderman (T9am) has been administrating AFS
since its first incarnation as the file
system behind the Andrew system,
which was originally designed as part
of an experiment by Carnegie Mellon
University and IBM. She has been a
system administrator for nearly 10
years.  Once the 24x7 on-call person

for the Andrew system, Esther is currently the senior
operations specialist for the Pittsburgh Supercomputing
Center, the site that, in a moment of insanity, ported AFS
to Unicos.

Aeleen Frisch (S1, M9am, M12pm) has been a system
administrator for over 15 years. She
currently looks after a very heteroge-
neous network of UNIX and Windows
NT systems. She is the author of sev-
eral books, including Essential
Windows NT System Administration.

Peter Baer Galvin (T7) is the chief technologist for
Corporate Technologies, Inc., and was
the systems manager for Brown
University’s Computer Science
Department. He has written articles for
Byte and other magazines, is security
columnist for SunWorld, and is co-
author of the Operating Systems

Concepts textbook. As a consultant and trainer, Peter has
taught tutorials on security and system administration
and has given talks at many conferences.

Daniel E. Geer, Jr. (S4), Sc.D., is vice-president of
CertCo, LLC, market leader in digital
certification. Dr. Geer has a long his-
tory in network security and distributed
computing management as an entre-
preneur, consultant, teacher, and archi-
tect. He holds a Bachelor of Science in
electrical engineering and computer

science from MIT, and a Doctor of Science in biostatis-
tics from Harvard University. A frequent speaker, popular
teacher, and member of several professional societies,
he is active in USENIX, where he has participated in vir-
tually every activity, including serving as technical pro-
gram chair for the San Diego, California, 1993 Winter
Technical Conference, as well as conference chair for
both the First Symposium on Mobile and Location
Independent Computing and the First USENIX Workshop
on Electronic Commerce. He was elected to the Board of
Directors in June 1994 and began an elected two-year
term as vice-president in June 1996. He is the co-author
of Wiley’s Web Security Sourcebook (June 1997).

Geoff Halprin (M13pm, T3) is the principal consultant
at The SysAdmin Group. He has been a
system administrator for the past 15
years and a consulting system admin-
istrator for over 10. Geoff specializes
in data security and systems manage-
ment disciplines and in the evaluation
and improvement of systems manage-

ment practices. He has acted as consultant to a wide
variety of organizations, including government, large cor-
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porations, and several major ISPs. Geoff is also the vice-
president of the System Administrators Guild of Australia
(SAGE-AU) and is a member of the SAGE Executive
Committee.

Brad Johnson (S5) is a principal of SystemExperts
Corporation, a consulting firm that spe-
cializes in system security and manage-
ment.  He is a well-known authority in
the field of secure distributed systems
and has recently served as a technical
advisor to both Dateline NBC and CNN
on network security matters. He has

participated in seminal industry initiatives, including the
Open Software Foundation, X/Open, and the IETF, and
has often published about open systems.

Steve Johnson (T10am, T13pm) has been a technical
manager on and off for nearly two
decades, in both large and small com-
panies. At AT&T, he is best known for
writing Yacc, Lint, and the Portable C
Compiler. He served as the head of the
UNIX Languages Department at AT&T‘s
Summit Labs. He has also been

involved in a number of Silicon Valley startup companies.
He served for ten years on the USENIX Board of
Directors, four of them as president. He presented an
invited talk on management at LISA two years ago, he
has taught USENIX tutorials on technical subjects, and
he has led management training seminars at Transmeta.

Greg Kulosa (M11pm, T11pm) has been a UNIX system
administrator for over eight years. He is
currently a senior consultant, solving a
myriad of host and networking
problems for a variety of clients. In his
spare time, he trains and grooms his
American Quarter Horse, Jane, and
goes on regular trail rides in the hills

around San Francisco Bay.

William LeFebvre (S9am, S12pm, M6) has been using
UNIX and Internet technologies since
1983. He has written many articles on
UNIX, networking, and systems admin-
istration issues. Currently he writes the
monthly “Daemons & Dragons” column
for UNIX Review. William is the editor
of the SAGE series “Short Topics in

System Administration.” He has taught tutorials since
1989 for such organizations as USENIX, the Sun User
Group (SUG), MIS Training Institute, IT Forum, and Great
Circle Associates, and he is a certified Cisco Systems
Instructor. William is the primary programmer for the
popular UNIX utility top and has contributed to several
widely used UNIX packages, including Wietse Venema’s
logdaemon package. He can be reached at wnl@group-
sys.com or via http://www.groupsys.com/.

Evan Marcus (S3) is a senior systems engineer and
high availability specialist with VERI-
TAS Software Corporation. Evan has
more than 12 years of experience in
UNIX systems administration. While
employed at Fusion Systems and
OpenVision Software, Evan worked to 

bring the first high availability software application for
SunOS and Solaris to market. Evan is the author of sev-
eral articles and talks on the design of high availability
systems.

Ted McCabe (T9am) has been administrating AFS since
its first incarnation as the file system
behind the Andrew system, which was
originally designed as part of an exper-
iment by Carnegie Mellon University
and IBM. He was a system administra-
tor at Carnegie Mellon for three years,
maintaining and improving the backup

system, known as Stage, that was initially developed
with AFS. In 1996 Ted received an M.A. in mathematics
from Boston University. Ted then returned to systems
administration at Massachusetts Institute of Technology,
where he has been wrestling with Transarc’s backup sys-
tem ever since.

Ned McClain (M2, T2) is a lead engineer at XOR
Network Engineering. He is currently
helping with the 3rd edition of the
UNIX System Administration Handbook
(by Nemeth, Snyder, and Hein). He has
a degree in computer science from
Cornell University and has done
research with both the CS and

Engineering Physics departments at Cornell.

Evi Nemeth (M2, T2), a faculty member in computer
science at the University of Colorado,
has managed UNIX systems for the
past 20 years, both from the front lines
and from the ivory tower. She is co-
author of the UNIX System
Administration Handbook.

W. Curtis Preston (T12pm), a principal consultant for
Collective Technologies, has been spe-
cializing in backup and recovery for
over six years. He has designed and
implemented many large Legato
NetWorker installations and is also an
accomplished author and speaker.
(This will be his third time speaking at

LISA.) Curtis has just completed work on his upcoming
O’Reilly & Associates book, UNIX Backup & Recovery,
which will be on the shelves this fall. Curtis’s Web site
is http://www.backupcentral.com/, and he can be
reached at curtis@colltech.com.

Marcus J. Ranum (M5) is CEO and founder of Network
Flight Recorder, Inc. He is the principal
author of several major Internet fire-
wall products, including the DEC SEAL,
the TIS Gauntlet, and the TIS Internet
Firewall Toolkit. Marcus has been man-
aging UNIX systems and network secu-
rity for over 13 years, including

configuring and managing whitehouse.gov. Marcus is a
frequent lecturer and conference speaker on computer
security topics.

Jon Rochlis (S4) is a senior consultant for
SystemExperts Corp. He and his
colleagues provide high-level advice to
businesses large and small in the areas
of network security, distributed systems
design and management, high availabil-
ity, and electronic commerce. Before
joining SystemExperts, Mr. Rochlis was

engineering manager with BBN Planet, a major national
Internet service provider.

Greg Rose (M4) graduated from the University of New
South Wales with a B.Sc. (honours) in
computer science, and he was awarded
the University Medal in 1977. A mem-
ber of the Board of Directors of the
USENIX Association, he served as pro-
gram chair of the 1996 USENIX Security
Symposium. His work at QUALCOMM

focuses on cryptographic security and authentication for
wireless communications, particularly mobile phones. He
has written a number of public tools using cryptography,
and he holds generic cryptographic export licenses for two
countries.

Marc Staveley (M3) recently took a position with Sun
Microsystems Enterprise Services,
where he is applying his 16 years of
experience with UNIX development and
administration in helping to create new
service programs. Previously Marc was
an independent consultant and has held
positions at NCR, Princeton University,

and the University of Waterloo. He is a frequent speaker
on the topics of standards-based development, multi-
threaded programming, systems administration, and per-
formance tuning.

Paul Vixie (T6) is the current maintainer of the BIND
software system. BIND, the Berkeley
Internet Name Domain, includes the
name server (“named”) used every-
where on the Internet. Paul is also a
coauthor of Sendmail: Theory and
Practice (Digital Press, 1995) and serves
as moderator of the comp.sources.unix

newsgroup.

Dusty White (T10am, T13pm) was an early employee of
Adobe, where she served in a variety of
managerial positions. She now works
as a management consultant in Silicon
Valley, where she acts as a trainer,
coach, and troubleshooter for technical
companies.

Erez Zadok (S11pm) began maintaining Amd in 1992.
Starting in 1996, he rewrote large parts
of Amd and converted it to use
Autoconf tools. Numerous new features
and ports have since been added. The
package, now called am-utils, contains
additional tools written by Erez (e.g.,
hlfsd). Erez is a Ph.D. student in

Columbia University’s Computer Science Department.  Erez
has been researching file systems and cross-platform
filesystem extensibility since 1989.
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OPENING REMARKS AND KEYNOTE

Keynote Address: Getting the Space Shuttle Ready to Fly
Joe Ruga, IBM Global Services Division at Boeing North American

Joe is the lead of the engineering computing center for design, analysis, and support of each shuttle flight. He will discuss the ins and outs of system administration for the
space shuttle—a very large production environment.

9:00 AM–10:30 AM

USING ELECTRONIC MAIL
Session Chair: Josh Simon, Collective
Technologies

ssmail:  Opportunistic Encryption in Sendmail
Damian Bentley, Defense Science and
Technology Organisation, Australia; Greg Rose,
QUALCOMM Australia; Tara Whalen,
Communications Research Centre, Canada

MJDLM: Majordomo-based Distribution List
Management
Vince Skahan and Robert Katz, Boeing

RedAlert: A Scalable System for Email Health
Monitoring
Strata Rose Chalup, VirtualNet; Eric Sorenson,
Explosive Networking

DEEP SPACE BIND
Paul Vixie, Internet Software Consortium

After having been relatively stable and reliable 
for about fifteen years, DNS is undergoing its
inevitable rototilling, and BIND with it. It‘s time 
for the world to learn what to expect from BIND-9 and
EDNS.

RSI TOOLS
Trey Harris, University of North Carolina, Chapel Hill

Repetitive Strain Injury (RSI) is an occupational
hazard faced by many people who work long hours
at a keyboard. Most RSI sufferers either ignore
symptoms until they cannot work, or attempt to
self-treat in ineffective or even harmful ways. This
talk will address effective strategies for living and
working with RSI, including the pros and cons of
voice recognition technology for technical work,
how to evaluate ergonomic products, and tips for
work and living habits that can help prevent the
occurrence, or reoccurrence, of RSI.

11:00 AM–12:30 PM

10:30 AM–11:00 AM BREAK

THE WAY WE WORK
Session Chair: Cat Okita, Earthworks

Deconstructing User Requests and the 9-Step
Model
Thomas A. Limoncelli, Lucent Technologies/
Bell Labs

Adverse Termination Procedures, or, How to
Fire a System Administrator
Matthew F. Ringel, Navisite, Inc.; Thomas A.
Limoncelli, Lucent Technologies/Bell Labs

Organizing the Chaos: Managing Request
Tickets in a Large Environment
Steve Willoughby, Intel Corporation

THE FOUR-STAR APPROACH TO NETWORK

MANAGEMENT
Jeff R. Allen, WebTV Networks, Inc.

Experience shows that large network-management
platforms that promise to be all things to all people
usually don‘t solve the problems we need them to. An
alternative to using one big tool is to assemble a col-
lection of smaller tools that do precisely what you
need. In this talk, I‘ll explain how WebTV chooses and
uses tools, giving particular attention to Cricket, a tool
which has given us great visibility into the behavior of
our systems.

HOT TOPICS/BUZZWORD BINGO
Moderator: Daniel V. Klein, Consultant

What‘s the buzz? Come hear our panel of
“experts” comment on current technology buzz-
words—what they‘re about, and whether you
should care. Next time your boss sends you on a
hunt, know whether you‘re chasing something
good or just pointy-haired vaporware.

2:00 PM–3:30 PM

12:30 PM–2:00 PM LUNCH (ON YOUR OWN)
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3:30 PM–4:00 PM BREAK

TOOLS
Session Chair: Adam Moskowitz, LION Biosciences
Research, Inc.

Gtrace—A Graphical Traceroute Tool
Ram Periakaruppan and Evi Nemeth, University
of Colorado at Boulder and Cooperative
Association for Internet Data Analysis

Rat: A Secure Archiving Program with Fast
Retrieval
Willem A. Schreuder and Maria Murillo,
University of Colorado at Boulder

Cro-Magnon: A Patch Hunter-Gatherer
Seth Taplin and Jeremy Bargen, University of
Colorado at Boulder and Raytheon Systems
Company

MICROSOFT‘S INTERNAL DEPLOYMENT OF

WINDOWS 2000
Curt Cummings, Microsoft, Information Technology
Group

The Information Technology Group (ITG) at Microsoft
has aggressively planned and implemented Windows
2000 on a global scale. Microsoft‘s IT group will share
its deployment process, problems, and concerns with
others in the industry. Discussion of deployment topics
includes best practices for global infrastructure
deployment, namespace design, domain hierarchies
for a global environment, Active Directory utilization
and planning, schema management, and custom appli-
cation integration as an active directory component.

A COUPLE OF WEB SERVERS, A SMALL STAFF,
THOUSANDS OF USERS, AND MILLIONS OF WEB

PAGES...HOW WE MANAGE (SORT OF)
Anne Salemme and Jag Patel, MIT

The Web has become an essential part of day-to-
day life at MIT, and supporting the rapidly  chang-
ing needs of the Web publishers at MIT is a chal-
lenge, given the staff and funding resources of
MIT Information Systems. We have been able to
provide Web service for static content for thou-
sands of users and millions of Web pages by sup-
porting Web servers as basically an add-on to the
necessary underlying services we already provid-
ed. This model is challenged by potential future
needs, such as dynamically generated content and
authenticated access for publishers to their con-
tent via the Web. We will discuss day-to-day prob-
lems solved and lessons learned, and make some
guesses about what we might be learning in the
future.

4:00 PM–5:30 PM

THINKING ON THE JOB
Session Chair: Thomas A. Limoncelli, Lucent
Technologies/Bell Labs

A Retrospective on Twelve Years of LISA
Proceedings
Eric Anderson and Dave Patterson, University of
California at Berkeley

Managing Security in Dynamic Networks
Sandeep Bhatt and S. Raj Rajagopalan, Telcordia
Technologies

It’s Elementary, Dear Watson: Applying Logic
Programming  to Convergent System
Management Processes
Dr. Alva Couch and Michael Gilfix, Tufts
University

MANAGING YOUR NETWORK(S): CORPORATE

MERGERS & ACQUISITIONS, OR, YOU GOT YOUR

CHOCOLATE IN MY PEANUT BUTTER
Eliot Lear, Cisco Systems

Is your company growing by purchasing other compa-
nies or by being purchased? What do you need to do
to your network to prepare for a merger? What do you
need to do to complete a merger? What tools will help
you? We‘ll discuss routing systems, addressing, fire-
walls, and network management tools and processes.
And of course there will be war stories!

BUDGETING FOR SYSADMINS
Adam Moskowitz, LION Biosciences Research, Inc.,
and Gregory H. Hamm, GPC USA, Inc.

This session will present the nuts and bolts—and
pitfalls—of preparing a budget for the systems
department: what to include in a budget, what
you‘re likely to forget to include, how to justify the
money you‘re asking for, what kinds of questions
senior management is likely to ask when you pres-
ent your budget, and what to do when they don‘t
give you as much money as you wanted.

9:00 AM–10:30 AM

10:30 AM–11:00 AM BREAK

THUR S D AY,  NO V EM B ER  11 ,  1999
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NETWORK INFRASTRUCTURE
Session Chair: Greg Rose, QUALCOMM Australia

NetReg: An Automated DHCP Network
Registration System
Peter Valian and Todd K. Watson, Southwestern
University

Dealing with Public Ethernet Jacks—
Switches, Gateways, and Authentication
Bob Beck, University of Alberta

NetMapper: Hostname Resolution Based on
Client Network Location
Josh Goldenhar, Cisco Systems, Inc.

THE SYSTEM ADMINISTRATOR’S BODY OF

KNOWLEDGE
Geoff Halprin, The SysAdmin Group

The maturing field of systems administration to date
lacks a formal understanding of the profession which
organizations can use to assess their maturity and
individuals can consult to plan their career develop-
ment. The Systems Administration Body Of Knowledge
(a.k.a. Taxonomy of Best Practices) project is working
toward defining the duties and responsibilities of the
profession and capturing industry best practices. This
talk provides an overview of the project, the progress
made to date, and the projected path toward the 
SA-BOK‘s goals.

THE YEAR IN REVIEW: CONFERENCE ROUNDUP
Highlights from some of the year’s USENIX- and SAGE-
sponsored conferences: Network Administration,
Intrusion Detection, LISA-NT, Security, and the USENIX
Annual Technical Conference.

11:00 AM–12:30 PM

12:30 PM–2:00 PM LUNCH (ON YOUR OWN)

FILE SYSTEMS
Session Chair: Doug Kingston, Deutsche Bank

Enhancements to the Autofs Automounter
Ricardo Labiaga, Sun Microsystems, Inc.

The Advancement of NFS Benchmarking: 
SFS 2.0
David Robinson, Sun Microsystems, Inc.

Moving Large Filesystems On-Line, Including
Exiting H.S.M. Systems
Vincent Cordrey, Doug Freyburger, Jordan
Schwartz, and Liza Weissler, Collective
Technologies

BUILDING INTERNET DATACENTERS
Jay Yu and Bryan McDonald, GNAC, Inc.

How to plan and build datacenters from an IT perspec-
tive. Topics include: 

◆ Basic and advanced requirements
◆ Trade-offs among wants, needs, and budget
◆ Working with construction contractors
◆ Building your own datacenter vs. co-location or

other alternatives
◆ Building or campuswide infrastructure require-

ments and recommendations

ETHICS
Lee Damon, Qualcomm, and Rob Kolstad, SANS
Institute

We’ll start with a discussion of the ethics canons
of various SAGE organizations and continue to an
interactive bimediated debate on some practical
ethical situations from the workplace. Raise your
awareness of real-world ethical dilemmas and
how to avoid them (or cope with them once they’re
upon you!).

2:00 PM–3:30 PM

3:30 PM–4:00 PM BREAK

SYSTEMS
Session Chair: Eric Anderson, University of
California at Berkeley

ServiceTrak Meets NLOG/NMAP
Jon Finke, Rensselaer Polytechnic Institute

Burt: The Backup and Recovery Tool
Eric Melski, Scriptics

Design and Implementation of a Failsafe 
Print System
Giray Pultar, Coubros Consulting LLC

APPROACHING A PETABYTE
Hal Miller, University of Washington

We know how to grow computing sites incrementally,
aiming into the terabytes of storage. This talk discuss-
es some issues involved in massive growth of online
storage needs—to a petabyte and beyond.What ques-
tions need to be answered before designing signifi-
cant expansion or a very large new site? What can be
learned from others’ experiences?

TCL/PERL/PYTHON BAKEOFF

Join us as we compare and contrast scripting lan-
guages in a trial by combat! Gurus in Tcl, in Perl,
and in Python will battle to write the most effi-
cient, stylish, and/or functional code in their pre-
ferred language to answer several challenges.
Audience participation is encouraged! The winner
will be chosen by acclamation.

4:00 PM–5:30 PM
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NETWORK SECURITY
Session Chair: Jeffrey A. Uphoff, Transmeta Corp.

Snort—Lightweight Intrusion Detection for
Networks
Martin Roesch, Stanford Telecommunications,
Inc.

Internet Routing and DNS Voodoo in the
Enterprise
D. Brian Larkins, Lucent Technologies

Moat: A Virtual Private Network Appliance
and Services Platform
John S. Denker and  Steven M. Bellovin, AT&T;
Hugh Daniel, FreeS/WAN Project; Nancy L. Mintz
and Mark A. Plotnick, AT&T

NT WITHOUT DOMAIN CONTROLLERS
Chris Stradtman, SYSNET Inc.

Four people set up and support 50+ NT 4.0 client sites
using an NT domain served by SAMBA on a Linux box.
Result: Low cost, low on-site support time, reasonable
remote management.

PROVIDING RELIABLE NT DESKTOP SERVICES

BY AVOIDING NT SERVER
Thomas A. Limoncelli, Lucent Technologies/Bell Labs

How does Bell Labs integrate NT and UNIX? We use
open protocols to build a rich and reliable user envi-
ronment. We’ll give you the technical underpinnings—
and how to sell the idea to management.

UNIVERSITY ISSUES PANEL

In this highly interactive session, a panel of uni-
versity sysadmins and the audience will discuss
problems common to the realm of academia.

9:00 AM–10:30 AM

10:30 AM–11:00 AM BREAK

WORK IN PROGRESS REPORTS
Session Chair: Peg Schafer, Harvard University

See page 25 for how to submit presentations.

REAL WORLD INTRUSION DETECTION
Mark K. Mellis, Consultant, SystemExperts Corp.

As e-commerce and extranet applications introduce
riskier Internet protocols, sysadmins need intrusion
detection techniques in order to distribute security
countermeasures on increasingly open networks.

RESULTS!
Summaries of the Topic Workshops (held earlier in
the week), the Terminal Room InstallFest, Day in
the Life of a SysAdmin, and the salary survey.

11:00 AM–12:30 PM

12:30 PM–2:00 PM LUNCH (ON YOUR OWN)

INSTALLATIONS
Session Chair: Evi Nemeth, University of Colorado
and Cooperative Ass’n for Internet Data Analysis

Automated Installation of Linux Systems
Using YaST
Dirk Hohndel, SuSE

Enterprise Rollouts with Jumpstart
Jason Heiss, Collective Technologies, Inc.

Automated Client-side Integration of
Distributed  Application Servers
Conrad Kimball, Vince Skahan, and David Kasik,
Boeing; Roger Droz, Analysts International

STATE OF THE ART IN INTERNET MEASUREMENT AND DATA ANALYSIS: TOPOLOGY, WORKLOAD,
PERFORMANCE AND ROUTING STATISTICS
kc claffy, cooperative association for internet data analysis

This talk discusses the collection, analysis, and visualization of four forms of Internet traffic data. Topology data
describe network link infrastructure at a variety of protocol layers. Workload measurements involve the collec-
tion of traffic information from a point within a network. Performance measurements involve the introduction of
traffic into the network in order to monitor delay between specific end-points. Routing data includes data from
Border Gateway Protocol (BGP) routing tables, which reflect the transit relationships between individual
Autonomous Systems (ASes) at a given point in time.

The talk describes the role of each measurement area in understanding Internet behavior and evolution; offers
state-of-the-art analysis examples; outlines current research priorities; and describes obstacles to making
progress in each area.

3:30 PM–4:00 PM BREAK

Join Rob and the LISA gang for the revival of one of your favorite TV shows—the way sysadmins do it!

THE LISA GAME SHOW, with your host, Rob Kolstad

4:00 PM–5:30 PM

2:00 PM–3:30 PM

FRI D AY,  NO V EM B ER  12 ,  1999



22 R E G I S T E R B Y O C T O B E R 1:  Save up to $100

Workshop Series November 7–9, 1999

Co-Chairs: JOHN SECHREST, PEAK, INC., AND DAVID KUNCICKY,
BIOREASON, INC.
Workshop Topics: This one-day workshop will focus on developing and
teaching university-level courses in systems administration.

Participants will be current and potential instructors of university-level
systems administration courses and senior systems administrators with an
interest in this topic.

Format: Participants should be prepared to join actively in discussion of
course design, syllabi, textbooks and readings, assignments, projects, eval-
uations, and other aspects of the curriculum.

How to Participate: Participants should submit a short position paper of
at most one page (in ASCII) describing their activities and interests in
university-level systems administration education.

How to Submit: The submission, in ASCII, should be sent to
eduw@usenix.org.

Registration fee: The fee for attending one workshop is $50. Lunch will
be provided.

University-level Systems Administration Education SUNDAY, NOVEMBER 7, 1999 9:00 AM–5:00 PM

Chair: JOEL AVERY, NORTEL NETWORKS

Workshop Topics: This one-day workshop for senior system administra-
tors dealing with very large sites will focus on the technical issues faced at
such sites.

Format: The format will include a general discussion of topics, breakout
sessions on technical issues selected by the participants, and a general dis-
cussion summarizing the breakout sessions and future work.

How to Participate: Participants should submit a short position paper of
at most one page (in ASCII) describing what the author considers to be
the most interesting or vexing issues specific to systems administration at
very large sites.

How to Submit: The submission, in ASCII, should be sent to
gigaw@usenix.org.

Registration fee: The fee for attending one workshop is $50. Lunch will
be provided.

GIGA LISA: Technical Issues for Very Large Sites MONDAY, NOVEMBER 8, 1999 9:00 AM–5:00 PM

Chair: ADAM MOSKOWITZ, LION BIOSCIENCES RESEARCH, INC.
Workshop Topics: This one-day workshop will focus on the most difficult
problems facing systems administrators today, and on the most recent
developments in the field, including technical, ethical, and
“political”issues.

Format: The workshop will be run as an open forum during which a rep-
resentative subset of the topics and positions submitted—and other topics,
as desired by the participants—will be discussed.

How to Participate: Participants should submit a short position paper
describing what the author thinks is the most difficult or important issue
facing system administrators today.

How to Submit: The submission, in ASCII, should be sent to
atw@usenix.org.

Registration fee: The fee for attending one workshop is $50. Lunch will
be provided.

Advanced Topics in Systems Administration TUESDAY, NOVEMBER 9, 1999 9:00 AM–5:00 PM

Senior system administrators will want to participate in one or more of
these all-day workshops. We have expanded the Workshop Series in
response to the enthusiasm expressed by past workshop participants for
these high-level, focused discussion sessions. Participation in each work-
shop is limited by room size, which ensures a seminar-like atmosphere.

How to Participate: Participation in each of these workshops is limited.
Participants must be registered for the LISA technical program and for the
workshop(s) of their choice. Before the conference, participants should

submit a paper in ASCII of at most one page to the email address given in
the description, below, of their chosen workshop(s).

Remember to register before October 1, the early registration deadline!

Registration fee: The fee for attending one workshop is $50. Lunch will
be provided.

Please note that these workshops are full-day sessions. Attending a work-
shop precludes attending any tutorials on that day.

Join Your Peers for Three Days of Focused Discussion
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L I S A  ’ 9 9  E X H I B I T I O N Wednesday, November 10, 12 noon - 7:00 pm Thursday, November 11, 10:00 am - 4:00 pm

See demonstrations of innovative solutions that can put you ahead in your systems management. Publishers and booksellers will be there
to provide the latest print and software releases. And several companies will be recruiting or contracting employment.

Open: Wednesday, November 10, 12 noon–7 pm
Thursday, November 11, 10 am–4 pm

Location: Washington State Convention & Trade Center 
800 Convention Place, Seattle, WA 98101. Phone: 1.206.447.5000.

USE THIS PASS ONLY if you do not register for LISA tutorials or technical sessions.
Please copy and share freely with your colleagues. You may also register at the
door.

NAME First Last

COMPANY

WORK ADDRESS

CITY STATE ZIP

TELEPHONE FAX

EMAIL ADDRESS (one only, please)

Send to: USENIX Conference Office, 22672 Lambert Street, Suite 613, Lake Forest,
CA 92630. Fax: 1.949.588.9706.

Please complete. Information is confidential.

❏ I do not want my address made available except for USENIX mailings.  
❏ I do not want USENIX to email me notices of Association activities. 

What is your affiliation (check one): 
❏ academic ❏ commercial ❏ gov’t ❏ R&D

What is your role in the purchase decision (check one): 
1. ❏ final 2. ❏ specify 3. ❏ recommend 4. ❏ influence 5. ❏ no role

What is your primary job function (check one): 

1. ❏ system/network administrator 2. ❏ consultant
3. ❏ academic/researcher 4. ❏ developer/programmer/architect
5. ❏ system engineer 6. ❏ technical manager 7. ❏ student
8. ❏ security 9. ❏ Webmaster

How did you first hear about this exhibition (check one):

1. ❏ USENIX brochure 2. ❏ newsgroup/bulletin board 3. ❏ ;login:
4. ❏ WWW 5. ❏ from a colleague 6. ❏ magazine 7. ❏ from an exhibitor

Q U E S T I O N S ? M O R E I N F O R M A T I O N ? Call  Dana Geffner P h o n e :  1 . 8 3 1 . 4 5 7 . 8 6 4 9 Email: dana@usenix.org

F R E E  E X H I B I T  A D M I S S I O N                                            E V E R Y O N E  W E L C O M E !           U

EX H I B I T O R S (A S O F 7/19/99)

Alteon Networks Inc. http://www.alteon.com/
Amazon.com http://www.amazon.com/
ANDATACO http://www.andataco.com/
ASP Technologies Inc. http://www.asptech.com/
Attachmate Corporation http://www.attachmate.com/
Aurora Software Inc. http://www.sarcheck.com/
Auspex Systems, Inc. http://www.auspex.com/
Century Software http://www.censoft.com/
Collective Technologies Inc. http://www.colltech.com/
Compaq Computer Corporation http://www.compaq.com/
Coyote Point Systems Inc. http://www.coyotepoint.com/
Dataram Corp. http://www.dataram.com/
Eagle Software Inc. http://www.eaglesoft.com/
EMC Corporation http://www.emc.com/
Enhanced Software Technologies, Inc. http://www.estinc.com/
Entevo http://www.entevo.com/
ESM Services, Inc. http://www.esm.com/
F5 Labs, Inc. http://www.f5.com/
FacetCorp. http://www.sssi.com/
Fastlane Software Systems http://www.fastlane101.com/
Foundry Networks http://www.foundrynet.com/
Global Solutions And Technologies Corp. http://www.gsat.net/
GNAC, Inc. http://www.gnac.com/
GraphOn Corporation http://www.graphon.com/
Hummingbird Communications Ltd http://www.hummingbird.com/
IBM Corp. http://www.software.ibm.com/efs/
Imperial Technology Inc. http://www.imperialtech.com/
Incognito Software http://www.incognito.com/
Innosoft International, Inc. http://www.innosoft.com/
Ki NETWORKS, Inc. http://www.ki.com/

Lightwave Communications http://www.lightwavecom.com/
Lund Performance Solutions http://www.lund.com/
MetaStor Storage Solutions http://www.metastor.com/
Miller Freeman, Inc. http://www.mfi.com/
MobileSys, Inc. http://www.ppt.com/
Morgan Kaufmann Publishers, Inc. http://www.mkp.com/
Netopia Incorporated http://www.netopia.com/
Network Appliance, Inc. http://www.netapp.com/
New Riders Publishing http://www.newriders.com/
Open Systems Management Inc. http://www.osmcorp.com/
O’Reilly & Associates, Inc. http://www.oreilly.com/
Power Center Software LLC http://www.powercenter.com/
Prentice Hall PTR http://www.phptr.com/
Radiant Resources http://www.radiant-resources.com/
Resonate, Inc. http://www.resonate.com/
Sendmail, Inc. http://www.sendmail.com/
SoftTech Solutions http://www.stsolutions.com/
SOFTWORKS http://www.softworks.com/
Sprint Paranet http://www.sprintparanet.com/
Symark Software http://www.symark.com/
Syntax, Inc. http://www.syntax.com/
TeamQuest Corp. http://www.teamquest.com/
UniTree Software Inc. http://www.unitree.com/
Walnut Creek CDROM http://www.cdrom.com/
Western Scientific, Inc. http://www.wsm.com/
Westinghouse Electric Co. http://www.westinghouse.com/electric.shtml
The Written Word http://www.thewrittenword.com/
Xi Software Ltd. http://www.xisl.co.uk/
Zzyzx Peripherals, Inc. http://www.zzyzx.com/
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About USENIX
http://www.usenix.org/

USENIX is the Advanced Computing Systems
Association. Since 1975, USENIX has brought
together the community of system administra-
tors, engineers, scientists, and technicians work-
ing on the cutting edge of the computing world.
USENIX and its members are engaged in prob-
lem-solving, in innovation, and in research that
works.

About SAGE
http://www.usenix.org/sage/

SAGE, the System Administrators Guild, is a spe-
cial technical group within USENIX. To join
SAGE, you must be a member of USENIX. SAGE
is an international membership society dedicated
to the recognition and advancement of the sys-
tem administration profession.

Upcoming Events Co-Sponsored
by USENIX & SAGE

SANS2000: The Ninth International
Conference on System Administration,
Networking, and Security
March 21–28, 2000
Orlando, Florida, USA
http://www.sans.org/

LISA-NT 2000—3rd Large Installation System
Administration of Windows NT Conference
July 2000
Seattle, Washington, USA

14th Systems Administration Conference
(LISA 2000)
December 3–8, 2000
New Orleans, Louisiana, USA

It‘s easy to join or renew your membership. When you register, just check off the membership box on the
registration form and pay the non-member fee.

BENEFITS OF JOINING SAGE ARE BOTH IMMEDIATE AND INVALUABLE

Even more, you get satisfaction. Your SAGE membership funds ”good works“: introducing high
school students to sysadmin skills, supporting local and international SAGE groups, and
contributing to creating resources for sysadmins such as the SAGE code of ethics and sysadmin
certification. Join SAGE, and join with your peers to advance the sysadmin community.

Thank you
USENIX Supporting Members: C/C++ Users Journal ❖ Cirrus Technologies ❖ Cisco Systems, Inc. ❖ CyberSource Corporation

❖ Deer Run Associates ❖ Greenberg News Networks/MedCast Networks ❖ Hewlett-Packard India Software Operations
❖ Internet Security Systems, Inc. ❖ JSB Software Technologies ❖ Microsoft Research ❖ MKS, Inc.

❖ Motorola Australia Software Centre ❖ NeoSoft, Inc. ❖ New Riders Press ❖ Nimrod AS ❖ O’Reilly & Associates Inc.
❖ Performance Computing ❖ Questra Consulting ❖ Sendmail, Inc. ❖ Server/Workstation Expert ❖ TeamQuest Corporation

❖ UUNET Technologies, Inc. ❖ Windows NT Systems Magazine ❖ WITSEC, Inc.
SAGE Supporting Members: Atlantic Systems Group ❖ Collective Technologies ❖ D. E. Shaw & Co. ❖ Deer Run Associates

❖ Electric Lightwave, Inc. ❖ ESM Services, Inc. ❖ GNAC, Inc. ❖ Mentor Graphics Corp
❖ Microsoft Research ❖ MindSource Software Engineers ❖ Motorola Australia Software Centre

❖ New Riders Press ❖ O’Reilly & Associates Inc. ❖ Remedy Corporation ❖ RIPE NCC ❖ SysAdmin Magazine
❖ Taos Mountain ❖ TransQuest Technologies, Inc. ❖ Unix Guru Universe

U S E N I X  A N D  S A G E  T H A N K  T H E I R  S U P P O R T I N G  M E M B E R S

When you join SAGE, you receive:

■ Each booklet in the Short Topics in
System Administration Series
published during your membership.
The latest is “Hiring System
Administrators.”

■ Access to the annual System
Administrator Salary Survey and Job
Profile. Compare your salary with that
of others doing similar work.

■ Access to the ever-growing members-
only Web resources, such as job
boards, SAGE mailing lists, USENIX
Proceedings since 1993, and ;login:
online.

■ Savings on registering for USENIX-
and SAGE-sponsored conferences.

■ Subscription to ;login:. Every issue
contains many articles by and for
sysadmins.

■ All benefits of full USENIX
membership, including discounts from
publishers and voting privileges.

ATTEND LISA ’99, AND JOIN USENIX/SAGE 
FOR NO ADDITIONAL COST



Conference Activities and Services

C O N F E R E N C E L O C AT I O N:  Washington State Convention & Trade Center 25

CONFERENCE ACTIVITIES

Birds-of-a-Feather Sessions (BoFs)
Tuesday, Wednesday, and Thursday evenings, November 9–11
Do you have a topic you’d like to discuss with others? Our Birds-of-a-
Feather sessions may be perfect for you. BoFs are very interactive and
informal gatherings for attendees interested in a particular topic. Schedule
your BoF in advance by calling the USENIX Conference Office at
1.949.588.8649 or emailing conference@usenix.org. BoFs may also be
scheduled on-site at the registration desk.

Work in Progress Reports (WiPs)
Friday, November 12, 11:00 am–12:30 pm
Short, pithy, and fun, Work in Progress reports introduce interesting new
or on-going work. If you have work you would like to share or a cool idea
that’s not quite ready for publication, send a one- or two-paragraph sum-
mary to lisawips@usenix.org. We are particularly interested in presenting
students’ work. A schedule of presentations will be posted at the
conference and the speakers will be notified in advance. Work in Progress
reports are five-minute presentations; the time limit will be strictly
enforced.

The Guru Is IN
Have a question that’s been bothering you? Try asking a guru! Experts
from the USENIX and SAGE community will be available to spark con-
troversy and answer questions. These are informal discussions among par-
ticipants, one more way to transmit information at the conference. If you
would like to volunteer your expertise, please contact Lee Damon at
lisaguru@usenix.org.

SAGE Community Meeting
Thursday, November 11, 6:00 pm–7:00 pm
Find out how to get involved in SAGE, and hear from the SAGE
Executive Committee on their recent and upcoming activities. The com-
mittee will be on hand to answer your questions and to solicit your ideas
on how to serve SAGE members better. Everyone is welcome.

Social Activities
Meet the conference speakers and connect with your peers in the 
community.
Saturday, November 6, 6:00 pm–9:00 pm:

Welcoming Reception and Conference Orientation
Wednesday, November 10, 5:30 pm–7:00 pm:

Happy Hour at the Exhibition
Wednesday, November 10, 7:30 pm–10:30 pm:

Reception at the Museum of Flight

CONFERENCE SERVICES

Terminal Room
USENIX is pleased to provide a terminal room for registered attendees at
the LISA ’99 conference. We will have 30 PCs running UNIX, networked
with 100MB hubs to a T1 connection compliments of EARTHLINK
Network Services. We will also have laptop drops available with a 10MB
switch. Dial-in from your hotel room will be provided, and of course the
terminal room will host our Axis Webcam, so your friends and neighbors
can keep an eye on terminal room activities.  The terminal room will be
housed in the Seattle Sheraton Hotel. Keep an eye on
http://www.usenix.org/events/lisa99/ for further details.

The terminal room is staffed by volunteers. If you are interested in a fun
and rewarding experience, please sign up at
http://www.usenix.org/termroom/signup/. If you have questions or sug-
gestions, please email mcginley@usenix.org.

Attendee Message Service
An email message service will be available Monday, November 8, through
Friday, November 12. Email to conference attendees should be addressed:
first_lastname@conference.usenix.org.

Telephone messages may be left at the USENIX Message Center Desk,
1.206.694.5060. The Message Center will be open starting Sunday,
November 7, at 7:30 am and will remain open during conference hours
until Friday, November 12, at 3:30 pm.

Conference Proceedings and CD-ROMs
One copy of the Proceedings is included with your technical sessions reg-
istration fee. Additional copies may be purchased at the conference. To
order additional copies after the conference, see
http://www.usenix.org/publications/ordering/, telephone the Executive
Office at 1.510.528.8649, or send email to office@usenix.org.

STUDENT DISCOUNTS AND STIPENDS

Tutorials
A limited number of tutorial seats are reserved for full-time students at the
very special rate of $70.00 for either two half-day tutorial classes or one
full-day tutorial (2 units). You must telephone the Conference Office to
confirm availability and make a reservation. You will receive a reservation
code number. The Conference Office must receive your registration form,
with the code number, full payment, and a photocopy of your current stu-
dent I.D. card, within 14 days from the date of your reservation, or your
reservation will be canceled. This special fee is non-transferable.

Technical Sessions
USENIX offers full-time students a special discount rate of $75 for its tech-
nical sessions. You must include a copy of your current student I.D. card
with your registration. This special fee is not transferable.

Student Stipends
The USENIX student stipend program covers travel, living expenses, and
registration fees to enable full-time students to attend USENIX meetings.
We’ll post application information on comp.org.usenix 6–8 weeks before
the conference. Apply for a stipend at http://www.usenix.org/students/.

Questions?
USENIX Conference Office: 
22672 Lambert Street, Suite 613, Lake Forest, CA 92630
Phone: 1.949.588.8649. Fax: 1.949.588.9706.
Email: conference@usenix.org. URL: http://www.usenix.org/
Office hours: 8:30 am – 5:00 pm  P.D.T.
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Registration Information

Early registration deadline: October 1

TUTORIAL FEES (NOV. 7–9)
Tutorial registration fees include:

◆ Admission to the tutorials you select
◆ Printed tutorial materials for your courses
◆ Tutorial CD-ROM
◆ Admission to the Vendor Exhibition

Tutorials may be taken in any combination, so long as
the times don’t overlap. Full-day tutorials cannot be split.

How to Calculate Your Tutorial Fees
Find the number of units you have selected in the fee
schedule below. 1/2 day tutorial = 1 unit; full-day
tutorial = 2 units.
# units Early reg. fee On-site fee CEU credit
selected (until Oct. 1) (after Oct. 1) (optional)

1 unit $245.00 $295.00 $15.00
2 units 395.00 445.00 15.00
3 units 540.00 590.00 23.00
4 units 690.00 740.00 30.00
5 units 835.00 885.00 38.00
6 units 985.00 1035.00 45.00

WORKSHOP SERIES FEES (NOV. 7–9)
Workshop registration fees include:

◆ Admission to one full-day workshop
◆ Lunch

Workshop registration (per workshop) $50

TECHNICAL SESSIONS FEES (NOV. 10–12)
Technical sessions registration fees include:

◆ Admission to all technical sessions
◆ Copy of Conference Proceedings
◆ Admission to the Conference Receptions
◆ Admission to the Vendor Exhibition

On-site fee
Until Oct.1 (after Oct.1)

Member* $400 $450
Nonmember

or renewing** $510 $560
Full-time student $ 75 $75
(must provide copy of current student I.D.)
* The member fee applies to current members of USENIX,
SAGE, EurOpen national groups, JUS, AUUG.
**Join or renew your USENIX/SAGE membership at no
additional charge. Just check the box on the registration
form and pay the nonmember technical sessions fee.

Payment by check or credit card must accompany the
registration form. Purchase orders, vouchers, or tele-
phone or email registrations cannot be accepted.

Current USENIX members who wish to join SAGE:
Join at the USENIX Membership Booth during the
conference.

Hotel discount reservation deadline:
Monday, October 11, 1999
USENIX has negotiated special rates for conference
attendees at the hotels listed below. Contact the hotel
directly to make your reservation. You must mention
USENIX to get the special rate. A one-night room
deposit must be guaranteed to a major credit card. To
cancel your reservation, you must notify the hotel at
least 24 hours prior to your planned arrival date.

The USENIX LISA hotels are all located within 1–2
blocks of the Center.

Sheraton Seattle Hotel & Towers
(Headquarters Hotel)

1400 Sixth Avenue
Seattle, Washington 98101
Toll-free: 1.800.204.6100
Local telephone: 1.206.621.9000
Reservation fax: 1.206.447.5525

Single/Double Occupancy $149.00
(plus state and local taxes, currently 15.6%)

Paramount Hotel
724 Pine Street
Seattle, Washington 98101
Toll-free: 1.800.426.0670
Local telephone: 1.206.292.9500
Reservation fax: 1.206.292.8610

Single Occupancy $119.00/Double $129.00
(plus state and local taxes, currently 15.6%)

The Roosevelt Hotel
1531 7th Avenue
Seattle, Washington 98101
Toll-free: 1.800.426.0670
Local telephone: 1.206.621.1200
Reservation fax: 1.206.233.0335

Single/Double Occupancy $104.00
(plus state and local taxes, currently 15.6%)

Summerfield Suites Hotel
1011 Pike Street
Seattle, Washington 98101
Toll-free: 1.800.833.4353
Local telephone: 1.206.682.8282
Reservation fax: 1.206.682.5315

Single Occupancy $122.00/Double $132.00
(plus state and local taxes, currently 15.6%)

Note: All requests for hotel reservations made after
the October 11 deadline will be handled on a space-
available basis at the hotel’s standard rate.

NEED A ROOMMATE?
If you wish to share a room, post to and check
comp.org.usenix.roomshare.

DISCOUNT AIRFARES
Special airline discounts are available for USENIX
attendees. Please call for details:

JNR, Inc.
Toll-free, U.S. and Canada: 1.800.343.4546
Local telephone: 1.949.476.2788

AIRPORT TO HOTEL TRANSPORTATION
Transportation from the Seattle-Tacoma (Sea-Tac)
Airport to the hotels takes about 30 minutes.

Shuttle Service
Gray Line Services provides daily shuttle service every
30 minutes from 6:00 am until 11:30 pm to the
downtown hotels. The shuttle costs $7.50 one way,
$13.00 round trip. Purchase shuttle tickets at the
Gray Line Service Desk, located near the baggage
claim area.

Taxi Service
Taxi service costs about $35 one way.

HOTEL PARKING
The conference hotels charge about $18/day.

What to See and Do in Seattle
Seattle’s arguably most famous attraction, the Space
Needle built for the 1962 World’s Fair, offers 360-
degree views of the city, the surrounding mountains,
and Puget Sound.

Shop at lively Pike Place Market for flowers, hand-
crafted clothes and jewelry, and a wide variety of
international foods, as well as fresh produce and
seafood.

Visit Pioneer Square Historic District, where many of
the restored century-old building now contain night-
clubs, art galleries, or restaurants.

Take your pick of Seattle museums, including the
Frye Art Museum and the Seattle Art Museum, the
Museum of History & Industry, and the Seattle Asian
Art Museum, as well as the Museum of Flight, where
the Conference’s Wednesday night reception will be
held.

REFUND / CANCELLATION POLICY
If you must cancel, all refund requests must be in writing with
your signature, postmarked no later than October 29, 1999. 
Telephone and email cancellations cannot be accepted. You may
fax your cancellation or substitute another in your place. Contact
the Conference Office for details. 
Telephone: 1.949.588.8649; fax: 1.949.588.9706.

CONFERENCE BONUS:
SYS ADMIN MAGAZINE

LISA ‘99 conference registration includes a
one-year complimentary subscription to 
Sys Admin magazine (a $39 value). Current
subscribers will have an additional year
added to their subscription.

All daytime meetings and the vendor exhibition
will be held at the Washington State Convention
& Trade Center, 800 Convention Place.

Hotel and Travel Information



This address will be used for all USENIX mailings unless you notify us in writing.

Name First Last

First Name for Badge Member Number

Company / Institution

Mail Stop Mail Address

City State Zip Country

Telephone No. Fax 

Email Address (one only, please)

W W W

Attendee Profile
Please help us meet your needs by answering the following questions. All infor-
mation is confidential.  

❏ I do not want to be on the Attendee list.
❏ I do not want my address made available except for USENIX mailings.  
❏ I do not want USENIX to email me notices of Association activities. 
What is your affiliation (check one): 
❏ academic ❏ commercial ❏ gov’t ❏ R&D
What is your role in the purchase decision (check one): 
1. ❏ final 2. ❏ specify 3. ❏ recommend 4. ❏ influence 5. ❏ no role

What is your primary job function (check one): 

1. ❏ system/network administrator 2. ❏ consultant
3. ❏ academic/researcher 4. ❏ developer/programmer/architect
5. ❏ system engineer 6. ❏ technical manager 7. ❏ student
8. ❏ security 9. ❏ Webmaster
How did you first hear about this meeting (check one):

1. ❏ USENIX brochure 2. ❏ newsgroup/bulletin board 3. ❏ ;login:
4. ❏ WWW 5. ❏ from a colleague 6. ❏ magazine

What publications or newsgroups do you read related to systems
administration?

Payment Must Accompany This Form
Payment (U.S. dollars only) must accompany this form. Purchase orders, vouch-
ers, email, or telephone registrations cannot be accepted.

❏ Payment enclosed. Make check payable to USENIX Conference.

Charge to my: ❏ VISA ❏ MasterCard ❏ American Express ❏ Discover

Account No. Exp. Date

Print Cardholder’s Name

Cardholder’s Signature

Tutorial Program Fees  (Sunday–Tuesday, Nov. 7–9)

Tutorials may be taken in any combination, so long as the times don‘t overlap.
Full-day tutorials cannot be split. Check the boxes next to your choices:

Total units (maximum 6) ...................................................................

Total tutorial fee from schedule above ................................ $

Total CEU fee from schedule above (optional).................... $

Full-time student (attach photocopy of current student I.D.)

CODE NO.........................................................................$70.00 $

CODE NO.........................................................................$70.00 $

CODE NO.........................................................................$70.00 $

Workshop Series Fees  (Sunday–Tuesday, Nov. 7–9)

University-level SysAdmin Education (Nov. 7) ..............$50.00 $

GIGA LISA Workshop (Nov. 8) .........................................$50.00 $

Advanced Topics Workshop (Nov. 9)..............................$50.00 $

Technical Program Fees (Wednesday–Friday, Nov. 10–12)

Current member fee....................................................... $400.00 $
(applies to individual members of USENIX, SAGE, EurOpen
national groups, JUS, or AUUG)

Non-member or renewing member fee*..................... $510.00 $

*Join or renew your USENIX/SAGE membership, for no additional fee, 
AND attend the conference. Check here:           ❏    

Technical sessions late fee applies if postmarked after 
Friday, October 1, 1999 ........................................ Add $50.00 $

Full-time student** fee, pre-registered 
or on-site ....................................................................... $75.00 $

Full-time student** fee including USENIX/SAGE 
membership fee.......................................................... $115.00 $

**Students: Attach a photocopy of current student I.D.

TOTAL DUE $
You may fax your registration form to 1.949.588.9706 if paying by credit card.
To avoid duplicate billing, please do not mail an additional copy.

USENIX Conference Office 
22672 Lambert St., Suite 613
Lake Forest, CA USA 92630   
Phone: 1.949.588.8649   Fax: 1.949.588.9706

(            )(            )

REFUND/CANCELLATION POLICY: If you must cancel, all refund requests must be in writing
with your signature, and postmarked no later than October 29, 1999. Telephone or email can-
cellations cannot be accepted. You may fax your cancellation or substitute another in your
place. Call the Conference Office for details: 1.949.588.8649. 
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❏
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❏
❏
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T13

AM PM AM PM AM PM

Full-day
tutorial =
2 units

Half-day
tutorial =
1 unit

Units

1 unit
2 units
3 units

Fee to
Oct. 1

$245
$395
$540

Fee after
Oct. 1

$295
$445
$590

CEU fee

$15
$15
$23

Units

4 units
5 units
6 units

Fee
to Oct. 1

$690
$835
$985

Fee after
Oct. 1

$740
$885
$1035

CEU fee

$30
$38
$45

PLEASE COMPLETE THIS FORM AND RETURN IT, ALONG WITH FULL PAYMENT, TO:

Registration Form LISA ’99   November 7–12, 1999
Copy this form as needed.  Type or print  clearly.


