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Abstract

Thispaper describes the Service Configurator pattern, which
decouples the implementation of services fromthe time when
they are configured. This patternincreases theflexibility and
extensibility of applicationsby enabling their constituent ser-
vices to be configured at any point in time. The Service Con-
figurator pattern iswidely used in application environments
(e.g., to configure Java appletsinto WM browser s), oper at-
ing systems (e.g., to configuredevicedrivers), and distributed
systems (e.g., to configure standard I nternet communication
Services).

1 Introduction

A rapidly growing collection of servicesisnow available on
the Internet. The term service has severa generally accepted
meanings. (1) a single capability offered by a server (such
as the echo service provided by the i net d superserver),
(2) acollection of capabilities offered by a server (such as
thei net d superserver itself), and (3) acollection of servers
that cooperate to achieve acommon task (such asacollection
of r who daemonsin aLAN that periodically broadcast and
receive status reports on user and host activities). Unless
otherwise indicated, this paper uses the first definition of
service, i.e., an identifiable component in a server that offers
asingle capability to communicating entities.

The range of services available on the Internet include:
WWW browsing and content retrieval services, softwaredis-
tribution services, dectronic mail and network news trans-
fer agents, file access on remote machines, remote terminal
access, routing table management, host and user activity re-
porting, network time protocols, and object request brokerage
Services.

A common way to implement these servicesisto develop
each one as a separate program and then compile, link, and
execute each program in a separate process. However, this
“static” approach to configuring services yields inflexible,
and often inefficient, applicationsand software architectures.
The main problem with this static approach is that it tightly
couples the implementation of a particular service with the

1This research is supported in part by a grant from Siemens Medical
Engineering.

configuration of the service with respect to other servicesin
an application or system.

This paper describes the Service Configurator pattern,
which increases application flexibility, and often perfor-
mance, by decoupling the behavior of services from the point
in time a which these service implementations are config-
ured into an application or system. The examples in this
paper illustrate the Service Configurator pattern using Java
applets. However, the Service Configurator pattern has been
implemented in many ways, ranging from device driversin
modern operating systems (like Solaris and Windows NT)
to Internet superservers (likei net d and the Windows NT
Service Control Manager).

This paper is organized as follows: Section 2 describes
the Service Configurator pattern using a variant of the GoF
patternformat [ 1] and Section 3 presents concluding remarks.

2 The Service Configurator Pattern

21 Intent

Decouples the behavior of services from the point in time at
which service implementations are configured into an appli-
cation or system.

2.2 AlsoKnown As

Super-server

2.3 Moaotivation

The Service Configurator pattern decouples the implemen-
tation of services from the time at which the services are
configured into an application or a system. This decoupling
improves modul arity of the services and alows the services
to evolve over time independently of configuration issues,
such as whether or not two services must be co-located or
what concurrency model will be used to execute the services.

In addition, the Service Configurator pattern provides cen-
tralized administration of al the servicesit configures. This
facilitates automatic initialization and termination of the ser-
vices and can optimize performance by performing common
service initialization and termination activities.
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Figure 1: A Distributed Time Service

This section motivates the Service Configurator pattern
using a distributed time service as an example.

2.3.1 Context

The Service Configurator pattern should be applied when
a service needs to be initiated, suspended, resumed, and ter-
minated dynamically. In addition, the Service Configurator
pattern should be applied when service configuration deci-
sions must be deferred until run-time.

Toillustrate this pattern, consider the distributed time ser-
viceshowninFigurel. Thisservice providesaccurate, fault-
tolerant clock synchronizationfor computerscollaboratingin
local area networksand wide area networks. A synchronized
time service isimportant in distributed systems that require
multi plehoststo maintain accurate global time. For instance,
large-scale distributed medical imaging systems [2] require
globaly synchronized clocks to ensure that patient exams
are accurately timestamped and analyzed expeditiously by
radiol ogiststhroughout the health-care delivery system.

As shown in Figure 1, the architecture of the distributed
time service contains the following components:

o Time Server — which answers queries about the time
made by Clerks.

e Clerk — which queries one or more Time Servers to
determine the correct time, calcul ates the approximate

correct time using one of several distributed time algo-
rithms[3, 4], and updatesits own local system time.

o Client — which uses the global time information main-
tained by a Clerk to provide consistency with the notion
of time used by clients on other hosts.

2.3.2 Common Traps and Pitfalls

One way to implement the distributed time serviceisto stat-
ically configure the logical functiondity of Time Servers,
Clerks, and Clients into separate physical stand-aone pro-
cesses.  In this static approach, one or more hosts would
run Time Server processes, which handle time update re-
quests from Clerk processes. Each host that requires global
time synchronization would run a Clerk process. The Clerks
periodically update their local system time based on values
received from one or more Time Servers. Client processes
would then use the synchronized time reported by their local
Clerk.2

In addition to the time service, other services (such asfile
transfer, remote login, and HTTP servers) provided by the
hosts would also execute in separate statically configured
processes.

However, implementing and configuring services in the
static manner shown above has the following drawbacks:

¢ Service configuration decisions must be madetoo early
in the development cycle:  This early binding is undesir-
able since developers may not know a priori the best way
to co-locate or distribute service components. For example,
minima memory resources in wireless computing environ-
ments may force the split of Client and Clerk into two in-
dependent processes running on separate hosts. In contrast,
in aredl-time avionics environment it might be necessary to
co-locate the Clerk and the Time Server into one process to
reduce communication latency. Forcing developers to com-
mit prematurely to aparticular service configuration impedes
flexibility and can reduce performance and functionality.

+ Modifyingor terminating aservice may adver sely affect
other services: In the static approach, the implementation
of each service component is tightly coupled with its ini-
tial configuration. This makes it hard to modify one service
without affecting other services. For example, in the red-
time avionics environment mentioned above, a Clerk and a
Time Server might be statically configured to execute in one
process to reduce latency. If the distributed time a gorithm
implemented by the Clerk is changed, the existing Clerk
code would require modification, recompilation, and relink-
ing. However, terminating the process to change the Clerk
code would also terminate the Time Server. This disruption
inservice availability may not be acceptable for mission crit-
ical distributed systems (such astelecommunication switches
or call centers[5]).

2For platforms that support shared memory, communication overhead

can be minimized by storing the current time into shared memory that is
mapped into the address space of the Clerk and al Clients on the same host.




o System performance may not scale up efficiently: As
sociating a process for each service ties up valuable OS re-
sources (such as 1/O descriptors, virtual memory, and process
table dots). This can be wasteful if services are frequently
idle. Moreover, processes are often the wrong concurrency
model for many short-lived communication tasks (such as
asking aTime Server for the current time or resolving a host
addressrequest intheDomain Name Service). Inthese cases,
a multi-threaded Active Object [6] or a single-threaded Re-
active [7] event loop may be more efficient.

2.3.3 Solution

Often, a more convenient and flexible way to implement
distributed servicesisto usethe Service Configurator pattern.
Thispattern decoupl esthebehavior of servicesfrom the point
in time at which the service implementations are configured
into an application or system. The Service Configurator
pattern resolves the following forces:

e The need to defer the selection of a particular type,
or a particular implementation, of a service until very
late in the design cycle. Dynamic configuration alows
devel opers to concentrate on the functionality of a service,
without committing themselves prematurely to a particular
configuration of services. By decoupling functionality from
configuration, the Service Configurator pattern permitsappli-
cationsto evolveindependently of the configuration policies
and mechanisms used by the system.

e The need to build complete applications or systems
by composing multipleindependently developed services
that do not require global knowledge: The Service Con-
figurator pattern requiresall servicesto have auniforminter-
face for configurationand control. Thisallowstheservicesto
be treated as modular building blocks that can be integrated
easily as components in a larger application. Enforcing a
uniforminterfacefor al services makesthem “look and fedl”
the same with respect to how they are configured, thereby
simplifying application devel opment.

e The need to optimize and control the behavior of a
service at run-time:  Decoupling implementation details
of a service from configuration decisions makes it possible
to fine-tune certain implementation or configuration param-
eters of services. For instance, depending on the parallelism
available on the hardware and operating system, it may be
either more or less efficient to run one or more services in
separate threads or processes. The Service Configurator pat-
tern enables applicationsto select and tunethese behaviorsat
run-time, when additional information (such as the number
of CPUs or the OS version) is available to help optimize the
services. In addition, adding a new or updated service to
a distributed system may not require downtime for existing
Services.

Figure 2 uses OMT notation to illustrate the structure of
thedistributed time service designed according to the Service
Configurator pattern.

Service
init()
Service services I fini()
. <>——e
Repository suspend()
resume()
info()
{ \
TimeServer Clerk
init() init()

Figure 2: Structure of a Distributed Time Service

The Ser vi ce base class provides a standard interface for
configuring and controlling services (such as Time Serversor
Clerks). A Service Configurator-based application uses this
interfacetoinitiate, suspend, resume, and terminateaservice,
as well as to obtain service-specific information (such as the
service name, host address, and port number). Services re-
sidewithinaSer vi ce Reposi t ory and can be added to
and removed fromthe Ser vi ce Reposi t ory by Service
Configurator-based applications.

Two subclasses of the Servi ce base class appear in
the distributed time service: Ti neServer and d erKk.
Each subclass represents a concrete Ser vi ce, which has
specific functionaity in the distributed time service. The
Ti meSer ver serviceisresponsible for recelving and pro-
cessing requestsfor timeupdatesfromCl er ks. Thed er k
serviceisaConnector [8] factory that performsthefollowing
tasks:

1. Creates anew connection for every server;

2. Dynamically allocatesanew handler to send timeupdate
requests to aconnected server;

3. Receives the replies from al the servers through the
handlers;

4. Updates the local system time based on an average of
al Ti meSer ver responses.

The Service Configurator pattern improves the flexibility
of the distributed time service by managing the configura:
tion of service components in the time service. Thus, con-
figuration decisions (such as whether or not to co-locate the
Ti meSer ver andC er ks) aredecoupled fromimplemen-
tation details (such asthealgorithmused by aClerk to update
its notion of time). In addition, implementations of the Ser-
vice Configurator pattern can provide aframework that con-
solidates the configuration and management of application
services in one administrative unit.

2.4 Applicability
Use the Service Configurator pattern when:



e Services must be initiated, suspended, resumed, and
terminated dynamically; and

e An application or system can be simplified by being
composed of multipleindependently devel oped and dy-
namically configurable services; or

¢ The management of multiple services can be simplified
or optimized by configuring them using a single admin-
istrative unit.

Do not use the Service Configurator pattern when:

e Dynamic configuration is undesirable due to security
restrictions (in this case, static configuration of trusted
services may be necessary); or

e Theinitiaizationor termination of aservice istoo com-
plicated or too tightly coupled to its context to be per-
formed in a uniform manner; or

e Stringent performance requirements mandate the need
to minimize the extra levels of indirection used by the
the OS and language mechanisms for dynamic configu-
ration.

25 Structureand Participants

The structure of the Service Configurator patternisillustrated
using OMT notationin Figure 3.

Service
Servi init()
€rvice services fini
. (Sevices g fini()
Repository suspend()
resume()
info()
[ [ [
Concrete Concrete Concrete
Service A Service B Service C

Figure 3: Structure of the Service Configurator Pattern

The key participants in the Service Configurator pattern in-
clude the following:

e Service (Servi ce)

— Specifies the interface that contains the abstract
hook methods [9] (such as methods for ini-
tialization and termination) used by a Service
Configurator-based application to dynamically
configure each Ser vi ce.

e Concrete Service (Cl erk and Ti meSer ver)

— Implements the service hook methods and other
service-specific functionality (such as event pro-
cessing and communication with clients and other
Services).

e Service Repository (Ser vi ceReposi tory)

— Maintains a repository of all services offered by
a Service Configurator-based application. This
allowsan administrative entity to centrally manage
and control the behavior of application services.

2.6 Collaborations
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Figure 4: Interaction Diagram for the Service Configurator
Pattern

Figure 4 depicts the collaborations in following three
phases between components of the Service Configurator pat-
tern:

o Serviceconfiguration—TheServiceConfigurator initial -
izesaSer vi ce by calingitsi ni t method. Oncethe
Ser vi ce hasbeen initialized successfully, the Service
Configurator adds it to the Ser vi ceRepository.
The Servi ceReposi tory is used by the Service
Configurator to manage and control al Ser vi ces that
areinstalled.

e Service processing — A Ser vi ce is executed once it
has been configured into the system. Oncea Ser vi ce
is executing, the Service Configurator can suspend and
resume the Ser vi ce.

e Service termination — The Service Configurator termi-
nates a Ser vi ce once it is no longer needed. The
Service Configurator cdls the fi ni method on the
Servi ce to alow it to clean up before terminating.
OnceaSer vi ce isterminated, itisremoved from the
Ser vi ceReposi tory.®

3Not all systems support service termination. For example, the Javarun-
time environmentthat implementsthe Service Configurator pattern provides
no way to terminate an applet or unload it once it has been loaded into the
run-time environment (e.g., a WWW browser).



2.7 Consequences
2.7.1 Benefits

The Service Configurator pattern offers the following bene-
fits:

e Centralized administration of services: The pattern
consolidatesone or more servicesintoasingleadministrative
unit. Thissimplifiesdevelopment by automatically perform-
ing common service initiaization and termination activities
(such as opening and closing files, acquiring and releasing
locks, etc.). In addition, it centralizes the administration of
services by enforcing auniform set of configuration manage-
ment operationson them (such asinitialize, suspend, resume,
and terminate).

¢ Increased modularity and reuse.  The pattern improves
the modularity and reusability of services by decoupling the
implementation of these services from the configuration of
theservices. Inaddition, all services haveauniforminterface
by which they are configured, thereby encouraging reuse and
simplifying development of subsequent services.

e Increased opportunity for tuning and optimization:
The patternincreases the range of service configuration alter-
natives available to developers by decoupling service func-
tionality from the concurrency models (e.g., threads or pro-
cesses) used toinvoketheservice. Developerscan adaptively
tune daemon concurrency levelsto match client demands and
available OS processing resources by choosing from arange
of concurrency models. Some dternatives include spawn-
ing a thread or process upon receipt of a client request or
pre-spawning a thread or process at service crestion time.

2.7.2 Drawbacks

The Service Configurator pattern has the following draw-
backs:

o Lack of determinism: The pattern makes it hard to de-
termine the behavior of a service and/or application until
run-time. Thisis particularly problematic for rea-time sys-
tems since a dynamically configured service may perform
unpredictably when run with certain services. For exam-
ple, if consumers in a real-time Event Service do not obey
their periodic processing constraints, other real -time services
will misstheir deadlines and the system will not behave pre-
dictably.

e Reduced reliability: An application that uses the Ser-
vice Configurator pattern may be less reliable than one that
does not because a particular configuration of services may
adversely affect the execution of the services. For instance,
afaulty service may crash, thereby corrupting state informa-
tion it shares with other co-located services. Thisis particu-
larly problematic for open systems[10], such as Java applets
within WWW browsers that configure and execute multiple
services within the same process.

¢ Increased overhead: The pattern adds extra levels of
indirection to execute a service. For instance, the Service
Configurator first initializesthe service and then loads it into
the Servi ce Repository. Thismay be undesirable or
an unnecessary overhead in time-critical applications. In
addition, the Service Configurator pattern often configures
services viadynamic linking, which adds extraindirection to
invoke functions and access global variables[11].

o Lack of generality: If services are tightly coupled, it
may not be possible to dynamically configure them in ar-
bitrary ways using the Service Configurator pattern. For
example, it may be necessary to configure two servicesin a
specific order or it may be necessary to always co-locate two
services. The Service Configurator pattern only providesthe
mechanism of decoupling service implementation from ser-
vice configuration — it does not dictate any policy by which
services are to be configured. Therefore, the Service Config-
urator isabuildingblock ina“pattern language’ of strategies
for dynamically configuring and reconfiguring services.

2.8 Implementation

The Service Configurator pattern has been implemented in
many contexts, ranging from device driversin operating sys-
temslike Solarisand Windows NT, Internet superserverslike
inetd, and Java appletsin WWW browsers. This section ex-
plainsthestepsand alternativesinvol ved when implementing
the pattern. These steps and aternatives are summarized in
Table 1.

¢ Define the service control interface:  The following is
the core interface that a service should support to enable the
Service Configurator to configure and control the service:

¢ Initialization — Provides an entry point into the service
and performsinitialization of the service;

e Termination — Terminates execution of a service and
provides a hook to cleanup application resources;

e Suspension — Temporarily suspends the execution of a
service;

e Resumption — Resumes execution of a suspended ser-
vice;

o Information — Obtains information about a service to
determine itsidentity and behavioral characteristics.

There are two ways to define the service control interface:
inheritance-based and message-based, as described below:

o Inheritance-based service control interface — In this
approach, each service inherits from a common base
class. This approach is used by the ACE Ser vi ce
Confi gurat or framework [5] and Java applets,
which defines abstract base classes that contain pure
virtual “hook” methods. The following shows the
Ser vi ceinterfacesimilar totheoneprovidedin ACE:
class Service



Step Common Alter natives
Define the service control o Servicesinherit from an
interface abstract base class
® Services respond to control messages
Define a Service Repository | e Maintain an in-memory table of service

implementations
¢ Maintain a persistent database of
service implementations

Select aconfiguration
mechanism

o Specify at command line
o Specify through a configuration file
o Specify through a user interface

¢ Reactive execution
o Multi-threaded Active Objects
¢ Multi-process Active Objects

Determine service execution
mechanism

Table 1. Steps Involved in Implementing the Service Con-
figurator Pettern

public:
/] = lInitialization and term nation hooks.
virtual int init (int argc, char *argv[]) = O;
virtual int fini (void) = 0;

/1 = Schedul i ng hooks.
virtual int suspend (void);
virtual int resune (void);

/1 = Informational hook.
}_vi rtual int info (char **,
The i nit method is the entry point hook into a
Service. Itisused by the Service Configurator to
initialize and execute a Ser vi ce. Thef i ni method
is a hook that alows the Service Configurator to ter-
minate the execution of a Ser vi ce. The suspend
and r esune methods serve as scheduling hooks and
are used by the Service Configurator to suspend and
subsequently resume the execution of aSer vi ce. The
i nf o method allows the Service Configurator to ob-
tain Ser vi ce-related information (such as its name
and network address). Together, these methods impose
a contract between the Service Configurator and the
Ser vi ce objectsthat it manages.

size_t) = 0;

o Message-based service control interface— Another way
to control services is to program them to respond to a
specific set of messages. This makes it possible to in-
tegrate the Service Configurator into non-OO program-
ming languages (such as C). The Windows NT Service
Control Manager (SCM [12] uses this scheme. Each
Windows NT host has a master SCM process that au-
tomaticaly initiates and manages system services by
passing them control messages such as PAUSE, RESUME,
and TERMINATE. Each developer of an SCMmanaged
service must write code to process these messages and
perform the intended actions.

e Define a Repository: A Service Repository
maintains all the Ser vi ce implementations in the form of
objects, executable programs, and/or dynamically linked li-
brary (DLLS). A Service Configurator uses the Ser vi ce

Reposi t ory to access a service when it is configured into
or removed from the system. In addition, the Repository
maintains the current status of each service (e.g., whether a
serviceisactive or suspended). Thisinformation may reside
in main memory, afile system, or the kerndl.

e Select a configuration mechanism: A service must be
configured before it can execute. Configuring a service re-
quires specifying attributes that indicate the location of the
service's implementation (such as an executable program or
DLL), as well as the parameters required to initialize a ser-
viceat run-time. Thisconfigurationinformation can be spec-
ified in various ways ( e.g., on the command line, through
auser interface, or through a configuration file). A central-
ized configuration mechanism (such as the NT Registry or
i net d. conf file) simplifiestheinstallationand administra-
tion of the services in an application by consolidating service
attributesand initialization parameters in a singlelocation.

o Determine the service concurrency model: A service
that hasbeen dynamically configured by aService Configura-
tor can be executed using various combinations of Reactive
[7] and Active Object [6] schemes. These dternatives are
briefly outlined bel ow:

¢ Reactive execution - This approach uses a singlethread
of control to execute the Service Configurator and all
the services it configures.

o Multi-threaded Active Objects - This approach runsthe
dynamically configured services in their own threads of
control within the Service Configurator process. The
Service Configurator can either spawn new threads® on-
demand” or execute the services within an existing pool
of threads.

o Multi-process Active Objects - This approach runs the
dynamically configured servicesin their own processes.
The Service Configurator can either spawvn new pro-
cesses “on-demand” or execute the services within an
existing pool of processes.

2.9 SampleCode

The following code shows an example of the Service Con-
figurator pattern in the context of Java applets. An appletis
aJavaclassthat can be loaded and run by a Java application
(such as aWeb browser, an applet viewer, or an application).
The example bel ow focuses on the configuration-related as-
pects of the distributed time service described in Section 2.3.
In addition, this example illustrates how other patterns (such
as the Active Object pattern [6] and the Acceptor and Con-
nector patterns [8]) are commonly used in conjunction with
the Service Configurator pattern to devel op flexible commu-
nication infrastructure and services.

In the example, the Concrete Service classin the
OMT class diagram shown in Figure 3 is represented
by the Ti neServer class and the Cl erk class. The
Java code in this section implements the Ti neSer ver



and the O erk classes* Both classes inherit from
j ava. appl et . Appl et . This alows them to be down-
loaded (e.g., from an HTTP server) and dynamically config-
ured (e.g., into aJavainterpreter withina WWW browser).

The WWW server's file system serves as the Ser-
vice Repository for the Java applets. In addition, the
j ava. appl et . Appl et classprovideshook methodsthat
alow dynamic (1) configuration of a service (i ni t), (2)
suspension of a service (st op), and (3) resumption of a
service (st art). Notethat thej ava. appl et . Appl et
class does not provide a termination method equivalent of
fini described in Section 2.8. The Service Configurator
pattern remains at the heart of the Java applets, however,
by alowing their implementation to be decoupled from their
dynamic configuration.

29.1 TheTimeServer Class

TheTi meSer ver usesthe Accept or classto accept con-
nections from one or more Clerks. The Accept or class
uses the Acceptor pattern [8] to create handlers for each
Clerk connection that wants to receive requests for time up-
dates [13]. This design decouples the implementation of the
Ti meSer ver fromitsconfiguration. Therefore, developers
can change the implementation of the Ti neSer ver inde-
pendently of its configuration. This design provides flex-
ibility with respect to evolving the implementation of the
Ti meSer ver class.

The Ti meServer class inherits from the stan-
dard j ava. appl et. Appl et class, which enables a
Ti meSer ver tobedynamically loaded into arunning Java
application. Once the Ti meSer ver applet has been down-
loaded and verified, the Java run-time system invokes its
i ni t hook. This method performs the Ti ne Ser ver -
specific initialization code.

The Ti neSer ver class implements the Runnabl e in-
terface. This allows it to become an active object and run
in its own thread of control. Running Ti meSer ver asan
active object is useful if the applet’s main thread of control
must perform other tasks (such as responding to user GUI
events and methods called by the system).

import java. appl et. Appl et;

public class TineServer extends Appl et
i mpl enent's Runnabl e

{
/1 Initialize the TinmeServer when | oaded. This
/1 may include synchroni zing server clock with
// an atom c clock. This nethod corresponds
/1 to the init() hook nethod of the Service
/1 Configurator pattern.
public void init ()
{
/Il Initialize.
}
/Il (Re)start the TimeServer. Note that this nethod
/Il gets called after init() when the applet first
/] starts up in the context of Java run-tine

4To save space, most of the detailed Java code and exception handling
code has been omitted.

system and al so when the applet is restarted
after being tenporarily stopped. The nethod
spawns of f a new thread to handle Cerk
connections if a thread is not already running.
O herwise it resumes the currently suspended
thread. This nethod corresponds to the resune()
hook nethod of the Service Configurator pattern.

~——————
~——————

public void start ()

if (serverThread_ == null) {
server Thread_ = new Thread (this);
serverThread_.start ();

el se
/! Resune the server thread.
server Thread_.resunme ();

Tenporarily stop/suspend the TineServer.
This met hod suspends the thread that handl es
Clerk connections. This method corresponds
to the suspend() hook nethod of the Service
Configurator pattern.

~————
~———

public void stop ()

if (serverThread_ != null &&
serverThread_.isAlive ()) {
/1 Suspend the server thread.
server Thread_. suspend ();

Return infornmati on about the TineServer
by overriding the nethod defined in the
j ava. appl et. Appl et class. This nethod

corresponds to the info() hook nethod of
the Service Configurator pattern.

blic String getAppletinfo ()

~, T —————
C ~———

/1 Return a String containing information

/1 about this applet. This may include the
/1 nanme of the host, the version nunber, etc.
return new String ( ... );

/ This nmethod serves as the entry point for
/ the Tinme Server thread. It is called

/ when the thread starts.

ublic void run ()

~ —~——

/1 Set the connection acceptor_ endpoint into
/1 listen node (using the Acceptor pattern).
acceptor_.open (port_);

/1 Now use the acceptor_ to accept
/'l connections from d erks.
...

}

/1 Acceptor used for derk connections.
protected Acceptor acceptor_;

/1 Port the TinmeServer |istens on.
private int port_ = SERVER PORT_NUMBER;

/1 The Server Thread
private Thread serverThread_ = null;

/1

The Java run-time system can suspend and resume the
Ti meSer ver by cdling its st op and st art hooks, re-
spectively. Inaddition,it cancall get Appl et | nf o method
to obtain useful information about the service, such as the
version number or the name of the author.



29.2 TheClek Class

The C er k uses the Connector pattern [8] to establish and
maintain connectionswith oneor moreTi meSer ver s. The
Connector pattern creates ahandler for every connectionto a
TimeServer. The handlers receive and process time updates
fromtheTi meSer vers.

The j ava. appl et . Appl et base class is the parent
of the O erk class. Therefore, like the Ti meSer ver, a
C er k can be dynamically configured by the Java run-time
system acting in the role of Service Configurator. The Java
run-time system can initialize, suspend, resume, and obtain
information about the C er k by caling itsi ni t, st op,
start,andget Appl et | nf o hooks, respectively.

import java. appl et. Appl et;

public class Oerk extends Appl et
i mpl enent's Runnabl e
{

Initialize the derk when | oaded. This
may include initializing the algorithm

i mpl enentation to be used to conpute the
Clerk’s notion of time. This method
corresponds to the init() hook nmethod of
the Service Configurator pattern.

blic void init ()

C ~N————

/1 Initialize.

(Re)start the Clerk. Note that this method
gets called after init() when the applet first
starts up in the context of Java run-tine
system and al so when the applet is restarted
after being tenporarily stopped. The nethod
spawns off a new thread to setup connections
with the TimeServers if a thread is not already
running. Otherwise it resumes the currently
suspended thread. This nethod corresponds to
the resune() hook nethod of the Service
Configurator pattern.

e e e e S o

~ e e e e —

public void start ()

if (clerkThread_ == null)
clerkThread_ = new Thread (this);
clerkThread_.start ();

}
el se
/1 Resunme the derk thread.
clerkThread_. resune ();
}
/1 Tenporarily stop/suspend the Cerk. This
/1 method suspends the thread that handles
/'l connection to TinmeServers. This nethod
/'l corresponds to the suspend() hook nethod
/1 of the Service Configurator pattern.

public void stop ()

&&
(
r

if (clerkThread_ != null
clerkThread_.isAive
/1 Suspend the Cerk th
cl erkThread_. suspend ()

—~

))
ead.

-

Return informati on about the Cerk by
overriding the method defined in the
java. appl et. Appl et class. This nethod
corresponds to the info() hook nmethod of
the Service Configurator pattern.

blic String getAppletinfo ()

,~O —————
C ~———

/1 Return a String containing infornmation about

/1 this applet. This may include the nane of
/1 the host, the version nunber, etc.

return new String ( ... );
}
/1 This nmethod serves as the entry point for
/1l the derk thread. It is called when the
/] thread starts.
public void run ()
{

/'l Use the connector to set up connections

/1 to all the TineServers. Then use the

/'l updateTime() nethod to send periodic requests
/1 to the TimeServers for tinme updates, receive
/1 the requests fromthe Ti meServers, and conpute
/1 the local notion of tine.

...

| Called periodically to conpute the Iocal
| systemtine.
rotected void updateTinme (long t)

~ —~—

/1 1mplenent O ock Synchronization algorithm
/1 here to conpute |local systemtine.
}

/1 Connect to TinmeServers.
protected Connector connector_;

/1 The derk Thread.
private Thread cl erkThread_ = null;

Thed er k periodically sendsarequest for time updateto
all itsconnected Ti meSer ver s. OncetheC er k receives
responses from all its connected Ti meSer ver s, it recal cu-
latesits notion of the local system time. Thus, when Clients
ask aClerk for the current time, they receive aglobally syn-
chronized vaue.

293 Lifecycleof a Service

Figure5 showsastate diagram of thelifecycleof aSer vi ce
(such as the Clerk service).

CONFIGURE/
init()

RUNNING

resume() suspend()

SUSPENDED

Figure5: State Diagram of a ServiceLifecycleinthe Service
Configurator Pattern

fini()

Initialy the service isidle. Depending upon requirements,
the user can choose from various implementations dynami-
caly, without having to focus on configuration issues.



For instance, different Clerk services may exist corre-
sponding to different algorithm implementations. Thus, the
user may either select a Clerk service that implements the
Berkeley algorithm [3] or a Clerk service that implements
Crigtian’s algorithm [4]. The choice may depend upon the
characteristics of the Ti meServer. If the machine on
which the Ti meSer ver resides has a WWV receiver® the
Ti meSer ver can act as a passive entity and Cristian algo-
rithmwould be best suited. On the other hand, if the machine
onwhichtheTi me Server residesdoes not havea WWV
receiver then an implementation of the Berkeley agorithm
would be more appropriate.

Once a Clerk service has been selected, it can be easily
configured by loading it into the Java run-time environment
(such as aWeb browser, an applet viewer, or an application).
The following HTML fragment shows how the Clerk applet
can be loaded in an applet viewer or a Web browser:
<APPLET code="d erk. cl ass">
<PARAM nane=confi gFi | e val ue="svc. conf">

<PARAM nane=pol | Ti ne val ue="10">
</ APPLET>

The APPLET tag specifies an appl et to be run withinaWeb
browser or an appl et viewer. The PARAMtag specifies named
parameters to be passed to the applet. An applet can look up
the value of a parameter specified in a PARAMtag with the
Appl et . get Par amet er method. In the example above,
the Clerk appl et is passed the name of a service configuration
fileand apol | Ti me of 10 seconds. This configuration file
(svc. conf) containsthe hostnames and port numbersof all
the Time Servers the Clerk will connect to. Thepol | Ti e
indicateshow frequently the Clerk will poll the Time Servers.

To reduce communication latency, The Clerk service can
be co-located with a Time Server service. The following
HTML fragment shows how the Clerk applet can be loaded
in an applet viewer or a Web browser together with a co-
located Time Server applet:
<APPLET code="d erk. cl ass">
<PARAM nane=confi gFi | e val ue="svc. conf">
<PARAM nane=pol | Ti ne val ue="10">
</ APPLET>
<APPLET code="Server. cl ass">

<PARAM nane=port val ue="7734">
</ APPLET>

Inthisexample, the Time Server classwill listen at port 7734.

Figure 6 showsthe Clerk running independently as well as
running co-located with a Time Server. This configuration
decision need not affect the implementation of the various
time services. Note, however, that if the Clerk and the Time
Server are co-located in the same process, the Clerk may op-
timize communication by (1) eliminating the need to set up a
communication channel with the Server and (2) directly ac-
cessing the Server’sloca notion of time via shared memory.
In general, the decoupling between a service implementation
and itsconfiguration exemplifiestheflexibility offered by the
Service Configurator pattern.

5A WWV receiver interceptsthe short pulsesbroadcasted by the National
Ingtitute of Standard Time (NIST) to provide Universal Coordinated Time
(UTC) to the public.

(a) CO-LOCATED (b) DECOUPLED

Figure6: (a) Clerk co-located with a Time Server; (b) Clerk
running independently

2.10 Known Uses

The Service Configurator pattern has been used in a wide
range of operating system and application programming en-
vironmentsincluding Java applets, UNIX, WindowsNT, and
ACE:

e Java applets. The applet mechanism in Java uses the
Service Configurator pattern. Java supports dynamically
downloading, initializing, starting, suspending and resum-
ing applets. For instance, it defines methods (e.g., st op and
st art) that suspend and resume applet threads. A method
in a Java applet can access the thread it is running in us-
ing Thread. current Thread(). In addition, threads
can control each other by invoking methods like st op and
start.

e Modern operating system devicedrivers. Modern op-
erating systems (such as Solaris [14] and Windows NT
[12]) support dynamically configurable kernel-level de-
vice drivers. For instance, Solaris drivers can be linked
into and unlinked out of the system dynamicaly via
i ni t/fini/infohooks. Thismakesit possibleto recon-
figure the operating system without having to shut it down,
recompile and relink new drivers into the kerndl, and then
restart the system.

e UNIX network daemon management: The Service
Configurator pattern has been used in “superservers’ that
manage UNIX network daemons. Two widely avail able net-
work daemon management frameworksarei net d [15] and
i sten [16]. Both frameworks consult configuration files
that specify (1) service names (such as the standard Inter-
net servicesft p,t el net, dayt i ne, and echo), (2) port
numberstolisten onfor clientsto connect with these services,
and (3) an executable file to invoke and perform the service
when aclient connects. These frameworks contain a master



Acceptor [8] process that reactively monitorsthe set of ports
associated with the services. When a client connection oc-
curs on a monitored port, the Acceptor process accepts the
connection and demultiplexes the request to the appropriate
pre-registered service handler. This handler performs the
service (either reactively or in an active object) and returns
any resultsto theclient.

e The Windows NT Service Control Manager (SCM):
Unlikei net d andl i st en, theWindowsNT Service Con-
trol Manager (SCM [12] isnot aport monitor. Thatis, it does
not provide built-in support for listening to a set of 1/O ports
and dispatching server processes “on-demand” when client
requests arrive. Instead, it provides an RPC-based interface
that allowsamaster SCMprocessto automaticaly initiateand
control (i.e., pause, resume, terminate, etc.) administrator-
installedservices(suchasr enpt e regi stry access).
These serviceswould otherwiserun asseparatethreadswithin
a single-service or a multi-service daemon process. Each
installed service is individually responsible for configuring
itself and monitoring any communication endpoints (which
may be more genera than /O ports, eg., named pipes or
shared memory).

e The ADAPTIVE Communication Environment (ACE)
framework: The ACE framework [17] provides a set of
C++ mechanisms for configuring and controlling services
dynamicaly. The ACE Servi ce Confi gurator ex-
tends the mechanisms provided by i net d, | i st en, and
SCMto automatically support dynamic linking and unlinking
of services. The mechanisms provided by ACE were influ-
enced by the interfaces used to configure and control device
drivers in modern operating systems. Rather than targeting
kernel-level device drivers, however, the ACE Ser vi ce
Confi gur at or framework focuses on dynamic configu-
ration and control of application-level Ser vi ce objects.

211 Reated Patterns

The intent of the Service Configurator pattern is similar to
the Configuration pattern [18]. The Configuration pattern
decouples structural issues related to configuring services
in distributed applications from the execution of the ser-
vices themselves. The Configuration pattern has been used
in frameworks for configuring distributed systems (such as
Regis [19] and Polylith [20]) to support the construction of
a distributed system from a set of components. In a simi-
lar way, the Service Configurator pattern decouples service
initialization from service processing. The primary differ-
ence is that the Configuration pattern focuses more on the
active composition of a chain of related services, whereas
the Service Configurator pattern focuses on the dynamic ini-
tialization of service handlers at a particular endpoint. In
addition, the Service Configurator pattern also focuses on
decoupling service behavior from the service's concurrency
strategies.

The Manager Pattern [21] manages a collection of objects
by assuming responsibility for creating and deleting these

objects. In addition, it provides an interface to alow clients
access to the objects it manages. The Service Configurator
pattern can use the Manager pattern to create and delete Ser-
vices as needed, as well as to maintain a repository of the
Servicesit creates using the Manager Pattern . However, the
functionality of dynamically configuring, initidizing, sus-
pending, resuming, and terminating a Service created using
the Manager Pattern must be added to fully implement the
Service Configurator Pattern.

A Service Configurator often makes use of the Reactor
[7] pettern to perform event demultiplexing and dispatching
on behaf of configured services. Likewise, dynamically
configured services that run for along periods of time often
execute using the Active Object pattern [22].

Administrative interfaces (such as configuration files or
GUIs) to a Service Configurator-based system provide a Fa-
cade[1]. ThisFacade simplifiesthe management and control
of applicationsthat are executing within the Service Config-
uretor.

The virtual methods provided by the Ser vi ce base class
are calback “hooks’ [23] or “hook methods’ [9]. These
hooks are used by the Service Configurator to initiate, sus-
pend, resume, and terminate services.

A Servi ce (such as the Cl er k class) may be created
using a Factory Method [1]. This alows an application to
decidethetypeof Ser vi ce subclassto create.

3 Concluding Remarks

This paper describes the Service Configurator pattern and
illustrates how it decouples the implementation of services
fromtheir configuration. This decoupling increases the flex-
ibility and extensibility of services. In particular, service
implementations can be devel oped and evolved over timein-
dependently of many issues related to service configuration.

The Service Configurator pattern also centralizes the ad-
ministration of servicesit configures. This centralization can
simplify programming effort by automating common service
initialization tasks (such as opening and closing files, ac-
quiring and releasing locks, etc). In addition, centralized
administration can provide greater control over the lifecycle
of services.

The Service Configurator pattern has been applied widely
in many contexts. This paper used Java applets to demon-
strate the application of the Service Configurator pattern in
the Java run-time system. The ability to decouple the de-
velopment of Java applets from their configuration into the
Java run-time system exemplifies the flexibility offered by
the Service Configurator pattern. This decoupling allows
different applets to be developed in accordance with differ-
ent service implementations. The decision to configure a
particular applet into the Java run-time system becomes a
run-time decision, which yields greater flexibility.

The Service Configurator pattern is also widely used in
other contexts such as device drivers in Solaris and Win-
dows NT, Internet superservers like inetd, the Windows NT



Service Control Manager, and the ACE framework. In each
case, the Service Configurator pattern decouples the imple-
mentation of a service from the configuration of the service.
This decoupling supports both extensibility and flexibility of
applications.

4  Availability

The ADAPTIVE Communication Environment (ACE) pro-
vides an implementation of the Service Configurator
pattern.  ACE is fredy available via the WWW at
www. cs. wust | . edu/ ~schmi dt/ ACE. htm .
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