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A bstract

There have been m any studi es of the m anage-
m entofpersonalsecretssuch asPIN codes,pass-
w ords,etc. , i n access controlm echani sm s. The
leakage of personal secrets i s one of the m ost
si gni ficant probl em s in access control . To re-
duce such ri sks,w e suggesta w ay ofauthenti cat-
ing custom ers w i thout transf erri ng expl ici t cus-
tom ersecrets.Furtherm ore,w e gi ve a secure on-
l ine transacti on schem e based on ouraccess con-
trolm echani sm .

N eedham gave an exam pl e ofPersonalIdenti fi-
cati on N um ber (PIN ) m anagem ent f or banki ng
system s [ N ee97]thatpresented a w ay to control
PIN codes. It i nspi red us to devel op an access
control m odel f or el ectroni c transacti ons w hi ch
enf orces a stri ct rol e defini ti on f or personalse-
cret generati on and m aintenance. W e extend i t
to a paym ent m odel . O ur schem e provi des en-
hanced pri vacy f or custom ers, non- repudi ati on
of ori gi n for the custom er order and paym ent
transacti ons,and protecti on f rom personalsecret
leakage. Si nce i t does not rel y on ei ther publ ic
key cryptosystem s orauxi l iary hardw are such as
chi p cardsand readers,i tsdepl oym entw i thi n ex-
isti ng envi ronm ents coul d be cost- ef fecti ve.

�This w ork i s supported i n part by the EPSRC, under
grantnum berG R/ L95809 on Resi lientSecuri ty M echani sm s.
The vi ew s and concl usi ons i n thi s paper are that ofthe au-
thoral one.

1 Introduction

For user authenti cati on, tradi ti onal passw ords
or PIN codes are sti l l one of the m ost com m on
m ethods,al though they are notori ousl y vul nera-
ble to attacks. Even system s w i th sophi sti cated
securi ty protocol s of ten em pl oy such authenti -
cati on procedures, si nce they are easy and f a-
m il iar to users. For thi s reason, m any studi es
ofpersonalsecret m anagem enthave been done,
l ikestrengtheni ng passw ords[ ALN 97],enhance-
m ent of exi sti ng passw ord protocol s [ BM 92,
BM 93], protecti on f or poorl y chosen passw ords
[G LN S93], one- ti m e passw ord schem es [ H al94,
Rub96] ,and so on.

In access control ,w e have to consi der w ho gen-
erates secrets and w ho m ai ntai ns them . Som e
banks generate custom ers’PIN codes,and send
them to custom ers. Som e on- l ine shops ask cus-
tom ers to generate passw ords f or thei r servi ces,
and keep the passw ords i n thei r database. It i s
com m on thatpersonalsecrets are know n to ser-
vi ce provi ders such as banks oron- l ine shops,as
shared secretsbetw een the servi ce provi dersand
custom ers. Butthere i s no reason f or custom ers
to trustservi ce provi ders;thi s i s dangerous.

N eedham gave a si m ple PIN code m anagem ent
schem e f or banki ng system s [ N ee97] , w hi ch
show s a stri ct rol e defini ti on ofPIN generati on
and m anagem ent. The PIN codes are gener-
ated and m ai ntai ned by custom ers them sel ves.
This i dea can be a basi s f or bui ldi ng a pri vacy-
enhanced transacti on m odelw i th stri ctrol e defi-
ni ti on.

O ne ofthe m ostf requentl y asked questi on i n se-



curi ty i s protecti on versus cost. It i s a good i dea
to have al ternati ves w i th the sam e f uncti on at
di fferentl evel sofcost.Publ ickey cryptosystem s
provi de hi gh confidenti al ly,authenti cati on,etc. ,
butthey requi re a publ ic key i nfrastructure.For
som e appl icati ons, i t i s not a proper sol uti on to
adopt a publ ic key cryptosystem because of the
cost.

There have been m any attem pts to use hash
functi ons rather than publ ic key cryptosys-
tem s. IBM ’ s K ryptoK ni ght i s such an exam pl e
[M TvH Z92]. From a user’ s perspecti ve, K ryp-
toK ni ght provi des servi ces and f aci l i ti es w hi ch
are very si m ilar to those ofK erberos [ N T94]and
based on the w el l-know n N eedham -Schroeder
schem e [ N S78],but i t uses hash f uncti ons and
M essage Authenti cati on Codes ( M ACs).W e al so
use onl y one- w ay hash f uncti ons to bui ld an ac-
cess control m echani sm and a paym ent m ech-
ani sm . Si nce i t i s based on hash cal cul ati ons
and nonces,the requi red i nfrastructure i sl ighter
than thatofa publ ic key cryptosystem ,to w hi ch
itcan provi de a l ow costal ternati ve.

W e w il ldevel op a custom er- ori ented transacti on
m odel i n w hich personal secrets are generated
and m aintai ned by custom ers. It supports cus-
tom er regi strati on both i n a bank and i n an on-
l ine shop,and a transacti on procedure betw een
three pri nci pal s;a custom er ,a m erchant,and a
bank.

2 A nalysis ofN eedham ’ s E xam ple

N eedham ’sPIN codem anagem entsystem di ffers
from currentATM system si n the generati on and
handl ing of the PIN code. M ost ATM system s
use encrypti on to protect custom ers’PIN s. The
detai ls vary f rom one bank to another ,butm any
use vari ants ofa system ori ginal ly devel oped by
IBM ,i n w hich the PIN i s deri ved f rom the ac-
count num ber by encrypti on. That i s,PIN s are
generated by banks. Thi s m akes i t di fficul t to
resol ve di sputes betw een banks and thei r cus-
tom ers [ And94] .

In N eedham ’ s proposal ,banks do not know cus-
tom ers’PIN s.A PIN code i s generated by a cus-
tom er hersel f, and i s not stored by the bank.
From the bank’ s poi ntofvi ew,thi s f eature l iber-

ates i t f rom the responsi bi l i ty f or i nternal l eak-
age ofPIN sand assurance ofthei r f ai rand trul y
random generati on. Banks thus have a def ence
agai nst an al legati on that they negl igentl y per-
m itted the PIN to becom e know n.Forcustom ers,
they can obtai n m ore pri vacy by generati ng and
keepi ng thei r ow n PIN s f orthem sel ves.

N eedham ’s schem e i s descri bed under the as-
sum pti on that a custom er has a personal com -
puter and a card w ri ter . Let H be a one- w ay
hash f uncti on. To i ni ti al ise the schem e,the cus-
tom erw ri teson the card a random num ber r and
a hash H(n; b) ofher nam e n and date ofbi rth
b. She w ri tes H(n; b) and H(r; pin) on a floppy
di sk,w here the pin ischosen by hersel f.Shethen
takes the floppy to the bank and says “Pl ease
connect H(r; pin) to m y personaldetai ls H(n; b)
and m y accountnum ber401608 80614874”.

W hen a cash m achi ne accepts her card,i t reads
H(n; b) and r,w orks out H(r; pin) w here pin is
the PIN as entered,and sends the val ue H(n; b)
and H(r; pin) to the bank. N ote that the PIN i s
neversentto the bank and as r is random i tcan-
notbe recovered f rom H(r; pin). The bank l ooks
up H(r; pin) and i f i t i s f ound, the tabl e yi elds
H(n; b) for checki ng as w el las the account num -
ber.

In thi sexam pl e,there are tw o pri nci pal sand one
interm edi ate:a custom er and a bank are pri nci -
pal s and an ATM is an i nterm edi ate. A bank-
ing transacti on i sperf orm ed betw een a custom er
and a bank,and authenti cati on procedures are
done by an ATM and a bank. The ATM checks
the val idi ty ofa card hol derby PIN entered,the
bank checksa custom er’ s i nform ati on and herac-
countnum berby H(r; pin).

The separati on ofcapabi l i ty betw een pri nci pal s
is w el ldefined,but there i s no such separati on
betw een the custom er and the ATM . The as-
sum pti on thatthe PIN i s never sentto the bank
even i n encrypted f orm requi res the custom er
trusts the ATM and i ts operator .The rol e ofthe
ATM is m ore i m portant than at present and a
fal se- term i nalattack usi ng a corrupted ATM i s
sti l lpossi ble.H ow everthi s i s i nherenti n the use
ofm agneti c stri p technol ogy.

A repl ay attack f or the pai r of hash val ues
(H(n; b);H(r; pin)) is possi ble on a com m unica-
ti on l ine betw een an ATM and a bank. If an
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attacker takes the hash pai r f rom the l ine, he
can repl ay thi s pai r on the sam e l ine and be au-
thori sed as a val id custom er by a bank. Si nce
the tw o val ues are al w ays the sam e, they can
be used atany ti m e by attackers. W e coul d pre-
ventsuch attacks,ofcourse,by i nstal l ing a ti m e-
varyi ng encrypti on orauthenti cati on m echani sm
on the l ine betw een the bank and ATM s. H ow -
ever , the bank w oul d then j oin the ATM i nsi de
the custom er’ s trust peri m eter ,and the val ue of
the schem e w oul d be l ost. Agai nst repl ay at-
tacks,w e use a nonce f oreach transacti on i n our
paym entschem e.

3 The R esilient O n- line Transac-
tion Schem e

W e construct an on- l ine transacti on schem e
based on the anal ysi s i n the previ ous secti on.
W edefine three proceduresf oraccesscontroland
electroni ctransacti ons:a regi strati on procedure,
a transacti on procedure,and a secret- revocati on
procedure. The pri nci pal s i n these transacti ons
are a custom er C,a m erchant M ,and a bank B.
M erchants i ncl ude Internetshoppi ng m alls,book
sel lers,on- l ine travelagents,new sprovi ders,etc.

W e descri be f our procedures w i th bri ef protocol
flow s. In the protocoldescri pti on, the notati on

A () B stands f or protocol s betw een A and B,
A ! B a m essage f rom A to B. The sym bol :=
denotesan assi gnm ent.The notati on (x; y)i s the
concatenati on of x and y.Fi gure 1 show s the i n-
terf aces betw een the pri nci pal s.

3.1 The registration procedure

Let us assum e that a custom er has an account
w ith a bank.The regi strati on procedure has tw o
steps:a regi strati on w ith a bank and a regi stra-
ti on w ith a m erchant. Fi rst, the custom er gen-
erates a random num ber rb,chooses a secret p,
and cal cul ates a hash C := H(n; b) ofher nam e
n and date of bi rth b. If the com bi nati on of
n and b is not suf fici ent to i denti fy a custom er
from others, one m ay add m ore detai led i nfor-
m ati on. The custom er w ri tes rb, B,and C on a
di skette f orpri vate use,say Dc,and w ri tes C and
Kcb := H(rb; p) on a di fferent di skette f or regi s-
trati on,say Db. Then she sends Db to the bank
B w ith her account num ber a,e. g.by regi stered
m ailorpersonaldel ivery to a branch ofthe bank.

W hen the di skette Db is recei ved, the bank
m akesa l ink betw een thecustom er’ saccountand
Kcb,and sends an acknow l edgem entw i th a ran-
dom bc back to thecustom er .Thecustom erstores
bc on her pri vate di skette Dc. Thi s i s the regi s-
trati on procedure w i th the bank.



The regi strati on procedure w i th the m erchant i s
as f ol low s: The custom er generates a random
num ber rm,stores i ton her pri vate di skette Dc,
and then sends the m erchanta di skette Dm con-
tai ni ng C and Kcm := H(rm; bc; p) in the sam e
w ay as i n the above procedure. Then the m er-
chantregi sters the custom er’ s i nform ati on on hi s
database,and sendsan acknow l edgem entw i th a
uni que m erchantsecret mc back to the custom er .
mc is a uni quel y i ssued val ue f or each custom er ,
and w i l lbe used f or veri ficati on ofthe m erchant
in transacti ons by a bank. The custom er stores
mc on Dc, cal cul ates Kmb := H(mc;Kcb), and
sends (C;mc) w ith the m erchantnam e M to the
bank. Then the bank constructs Kmb w ith mc

and Kcb,and adds Kmb and M to the custom er’ s
inform ati on.

In thi s procedure, si nce w e have not assum ed
secure com m uni cati on paths betw een the cus-
tom er and the m erchant/ bank,w e used physi cal
transf er of shared secrets by di skette. If a se-
cure path i s avai labl e such as SSL/ TLS [D A97]
or SSH [Yl̈o96] ,w e can repl ace di skette transf er
by such a path.Asa f urtheral ternati ve,the cus-
tom er can send Kcm to the m erchant i n a phys-
icaltransacti on betw een her sm artcard and the
m erchantterm i nal .

Thus the custom er can establ ish a rel ati onshi p
w ith a m erchant ei ther w hen she i s on the m er-
chant’ s prem i ses,or w hen she has a secure l ink
to the m erchant,orw hen the bank i s on- l ine.At
the sam e ti m e, the custom er coul d establ ish a
paym entl im itf or the m erchant( though w e om i t
the detai ls) .

In som e cases l ikecl osed usergroup servi ces,the
m erchant needs to authenti cate the custom er’ s
el igi bi l i ty f orthe servi ce.D uri ng the regi strati on
procedure,them erchantcan requestappropri ate
inform ati on such as a m em bershi p,age,etc. ,f or
the veri ficati on and provi de cl assi fied servi ces i n
the transacti on procedure up to custom ers’el igi -
bi l i ty.

P rotocol

C () B

C: generates rb and p

cal cul ates C := H(n; b) and Kcb := H(rb; p)

stores C, B and rb on di skette Dc

stores C and Kcb on di skette Db

C ! B: Db; a

B: stores C and Kcb w.r.t. a

generatesa random num ber bc
B ! C: bc

C: stores bc on Dc

C ()M

C: generates rm

stores M and rm on di skette Dc

cal cul ates Kcm := H(rm; bc; p)

stores C and Kcm on di skette Dm

C !M : Dm

M : generatesaccountf or C w ith Kcm

generatesa random num ber mc

M ! C: mc

C: stores mc on Dc

cal cul ates Kmb := H(Kcb;mc)

C ! B: C;M;mc

B: constructs Kmb w ith mc and Kcb

adds Kmb and M to C ’s i nform ati on

3.2 The clientsoftw are distribution

Iti snecessary f orthecustom erto trustthecl ient
sof tw are she uses. Thi s cl ient sof tw are can be
a pl ug-in for w eb brow sers,a i n-house program ,
etc. , and obtai ned by dow nl oad, m ai l del ivery,
or w hatsoever . For such sof tw are, the speci fi-
cati on shoul d be publ ic,and anyone can provi de
it. In theory,the custom er coul d im plem ent the
sof tw are f or hersel f, so she can trust her code
and does not need to consi der m al ici ous acti on
orcom prom i se duri ng dow nl oad.In practi ce,she
has to obtai n the sof tw are f rom vendors she can
trust.W hoever the code provi der i s,i tshoul d be
guaranteed that the code does not contai n m a-
l ici ous and erroneous code. The w ay to achi eve
proper veri ficati on i s a controversi al and i nter-
esti ng topi c,and so i s trusted di stri buti on. N ei -
ther i s a m ain focus ofourpaper .

3.3 The transaction procedure

The transacti on procedure i s as f ol low s:W hen a
custom er w ants to m ake a transacti on, she es-
tabl ishes a connecti on to the m erchantby i nvok-
ing the cl ient sof tw are. Thi s sof tw are asks the
custom er to type the secret p, and establ ishes



a connecti on1 to the m erchant. Then the m er-
chant generates a transacti on i denti fier t and
sends i t back to the custom er . Thi s val ue i s a
nonce f or preventi ng f rom repl ay attacks, and
it consi sts of transacti on ti m e, date, and a se-
ri alnum ber . A f ter readi ng the random num ber
rm from the di skette Dc,the sof tw are cal cul ates
H(t;Kcm),and sends (C;H(t;Kcm)) to the m er-
chant. It shoul d be guaranteed that the cl ient
program does not send the custom er secret p to
the m erchant.

The m erchantl ooksup hi sdatabase w i th search-
ing key C,and checks val idi ty of H(t;Kcm) for
custom er authenti cati on. Ifi t i s val id,the m er-
chant cal cul ates H(t;mc;Kcm), and sends i t to
the custom er w i th an acknow l edgem ent. A f ter
accepti ng the acknow l edgem ent, the custom er
checks the hash val ue w ith mc for m erchantau-
thenti cati on.

W hen the custom er m akes an order , the m er-
chant requests her to pay,and sends a paym ent
seri alnum ber y and paym entam ount u.Thecus-
tom er generates a nonce nc, cal cul ates Tcmb :=
H(t; y; u;Kmb;Kcb),and confirm s paym entto the
m erchant by sendi ng (C;B; a; u; y; nc; Tcmb). The
m erchant asks the bank B to cl ear the am ount,
by sendi ng (M;C; a; u; t; y; nc; Tcmb). If Tcmb is
correct, the bank transf ers the m oney to the
m erchant w i th an acknow l edgem ent 2 incl udi ng
H(nc; bc;Kcb).The val ue H(nc; bc;Kcb) is used by
the m erchant to generate an acknow l edgem ent
ti cket f or the custom er . The bank has to store
Tcmb’s that i t has recei ved f or a pre- defined pe-
ri od i n order to detect repl ays. In current credi t
card system s, the m erchant m ust request that
the bank cl eartransacti ons w i thi n a speci fied pe-

1The secure connecti on i s not necessari ly requi red,si nce
w e have the secrets K

cb
and K

mb
. Ifw e have a secure l ink

betw een the custom erand the m erchant,the transacti on i d t
also can be used as a shared secret.

2Ifw e are to consi der adopti ng thi s schem e i nto exi sti ng
system s,i ti sduri ng thi s m oney transf erstage thatw e w oul d
overl ay our m echani sm s. There i s usual ly an i nterm edi ate
credi t card com pany and the m erchant’ s bank betw een the
custom er’ s bank and the m erchant. Transacti on cl eari ng i s
done vi a thi s path.There are tw o typi calauthenti cati on sys-
tem s f or cl eari ng: one uses si gnature m echani sm s betw een
banks and credi tcard com pani es,the other uses secretkey
m echanism s betw een them . In both cases, such an i nfras-
tructure i s al ready used f or banks and credi t card com pa-
nies,butm erchantsand custom ersare noti n thei r netw ork.
If they extend the i nfrastructure to al l custom ers and m er-
chants, the cost w i ll be enorm ous and such extensi on m ay
notbe strai ghtf orw ard.Ifourschem e i s adopted w i thi n thei r
infrastructure,no addi ti onali nvestm enti s needed.

ri od f rom the transacti on date -such as 21 days
in U EPS/VISA CO PAC [And92]-otherw i se pay-
m entw i l lnotbe m ade.The storage of Tcmb does
not requi re m uch resource. Af ter recei vi ng the
acknow l edgem ent f rom the bank,the m erchant
cal cul ates Tbmc := H(t; u;Kcm;H(nc; bc;Kcb)) and
sends thi s val ue as an acknow l edgem ent to the
custom er .The custom erchecks thi s val ue,w hi ch
can be used as a proofofthe purchase order and
ofa proofofpaym enti n case ofdi spute.

W e m ay consider a f al se m erchantw ho w ants to
cause probl em s for the realm erchant by taki ng
orders and not del iveri ng. Si nce Tcmb contai ns
Kmb, he cannot gai n m onetari ly. Furtherm ore,
he has to send Tcmb contai ning Kcm back to the
custom er ,so thatthe custom er can check the el -
igi bi l i ty ofthe m erchant. Such a f al se m erchant
cannotstep i nto the transacti on.

P rotocol

C !M : servi ce i nvocati on vi a cl ientsof tw are
M : generatesa transacti on i d t

M ! C: t

C: cal cul ates H(t;Kcm)

C !M : C;H(t;Kcm)

M : checks H(t;Kcm)

cal cul ates H(t;mc;Kcm)

M ! C: H(t;mc;Kcm)

C !M : m akesan order
M ! C: y; u

C: generatesa nonce nc

cal cul ates Tcmb := H(t; y; u;Kmb;Kcb)

C !M : C;B; a; u; y; nc; Tcmb

M ! B: M;C; a; u; t; y; nc; Tcmb

B: checks Tcmb
cal cul ates H(nc; bc;Kcb)

B !M : H(nc; bc;Kcb)

transf ersthe m oney ofam ount u

M : cal cul ates Tbmc := H(t; u;Kcm;H(nc; bc;Kcb))

M ! C: Tbmc

C: checks Tbmc

3.4 The secret- revocation procedure

W hen a custom er w ants to change her secret,
she has to send previ ousl y used i nform ati on
w ith a new secret. W e suggest a w ay of re-
vocati on and update of secrets: the custom er
sends a nonce nb w ith C to the bank, then the
bank sends back Tbc := H(nb;Kcb). The cus-
tom er checks Tbc, i f i t i s val id, she requests



to update her shared i nform ati on by sendi ng
(C;H(nb;Kcb; bc) � K

0

cb
;H(K

0

cb
; nb)), w here K

0

cb

is the new secret. It the custom er w ants
to change p as w el l , she can do i t i n the
sam e procedure, but does not have to. W hen
H(nb;Kcb; bc) is correct, the bank changes the
custom er’ s i nform ati on. Si m ilarl y,the custom er
can change heri nform ati on i n a m erchantby us-
ing Tmc := H(nm;Kcm) and (C;H(nm;Kcm;mc)�
K

0

cm
;H(K

0

cm
; nm)),w here nm is a nonce and K

0

cm

is the new secret. If the custom er cannot re-
m em ber her previ ous i nform ati on,the i nform a-
ti on cannot be revoked on- l ine,and the revoca-
ti on shoul d be done i n of f-l ine com m unicati on
w ith both the bank and the m erchant.

P rotocol

C () B

C ! B: C;nb

B ! C: Tbc := H(nb;Kcb)

C: checks Tbc

generatesthe new secret K
0

cb

C ! B: C;H(nb;Kcb; bc)�K
0

cb
;H(K

0

cb
; nb)

B: checks H(nb;Kcb; bc) and H(K
0

cb
; nb)

updates C ’s secret
B ! C: ack

C ()M

C !M : C;nm

M ! C: Tmc := H(nm;Kcm)

C: checks Tmc

generatesthe new secret K
0

cm

C !M : C;H(nm;Kcm;mc)�K
0

cm
; H(K

0

cm
; nm)

M : checks H(nm;Kcm;mc) and H(K
0

cm
; nm)

updates C ’s secret
M ! C: ack

4 D iscussion

In general , PIN codes are generated by banks,
and passw ords f or servi ces are m ai ntai ned by
servi ce provi ders though they are generated by
servi ce users.Personalsecretsl ikePIN codesare
notprotected by separati on ofduty,and thi s cre-
ates a securi ty gap. W e show ed how to transf er
responsi bi l i ty f or secrets to custom ers i n a prac-
ti calsystem . Custom ers generate and m ai ntai n

thei r personalsecretto access a servi ce.As a re-
sul t, the servi ce provi der i s l ess exposed to the
m aintenance of custom ers’secret data. There
are no cri ti cal custom er secrets on the servi ce
provi der’ s si de.

To m inim ise com m unicati on costs,of f-l ine trans-
acti ons are pref erred i n som e cases. To m ake
transacti ons of f-l ine,one has to be abl e to post-
pone procedures betw een the m erchant and the
bank f or som e ti m e, and the proof of purchase
has to be i ssued to the custom er w hen the pur-
chase i sm ade.Af terrecei vi ng Tcmb from the cus-
tom er ,the m erchant can i ssue H(t; u;Kcm; Tcmb)
as the proofofpurchase,and the transacti on be-
tw een the custom erand the m erchanti sdone.In
thi s case,the m erchantdoes nothave a guaran-
tee f rom the bank,si nce there i s no com m unica-
ti on w ith thebank.Asi n currentof f-l inetransac-
ti ons usi ng a cheque and cheque guarantee card,
w e can set a certai n credi t l im it f or such trans-
acti ons and guarantee the m erchant hi s m oney.
The m erchantcannotrequesta di fferentam ount
ofm oney to bank f rom the am ounti n Tcmb,si nce
Tcmb contai ns Kcb,and both the custom erand the
bank w i l lhave a hash quantum contai ning the
am ount u.The custom er i sal so protected.

Existi ng el ectroni cbanki ng system skeep a fil eof
m erchant- custom er tupl es f or authori sed trans-
acti ons. Thus the storage of Tcmb w il l not be a
probl em in practi ce. Indeed,l im iti ng the trans-
acti on benefici ari es i s an i m portant control of
fraud,and desi rabl e in the case ofof f-l ine m er-
chant transacti ons. In ef fect,our schem e al low s
new m erchants to be regi stered qui ckl y,butonl y
provi ded the custom er , the m erchant, and the
bank are al lon- l ine atonce.

As an al ternati ve of hash f uncti ons f or our
schem e, w e coul d use M essage Authenti cati on
Codes (M ACs). D uri ng the regi strati on proce-
dure, pri nci pal s share secrets Kcb betw een the
custom er and the bank, and Kcm betw een the
custom er and the m erchant. W hen w e adopt a
M AC for the schem e,these secrets can be used
as keys f or the M AC w i thout f urther ef fort. By
the nature ofM ACs,hashed val ues can be seen
onl y by key sharers. But i tdoes nothel p reduce
the com pl exi ty ofthe schem e.

Thisschem e provi desnon- repudi ati on ofboth or-
deri ng and paym ent. A m erchant cannot m ake
a fal se transacti on w ithout a custom er’ s parti ci -



pati on,because he does nothave the custom er’ s
secret such as Kmb and Kcb. Si nce a custom er
has to send a m erchant the hash Tcmb ofa pay-
m ent i d and her pri vate i nform ati on regi stered
in the bank,the custom er cannot deny that the
transacti on w asdone by her .Forboth pri nci pal s,
a m erchant and a custom er ,they cannot f orge a
transacti on by deni alf or the transacti on.

O ne of the underl yi ng i deas i s a custom er-
ori ented transacti on;a custom er pl ays a central
rol e i n setti ng up rel ati ons to a bank and m er-
chants and m aki ng transacti ons,and keeps her
secrets agai nst other pri nci pal s. Col lusi on be-
tw een a bank and a m erchant i s not so hel pful
in thi s m odel.

5 Sum m ary and Future W ork

W e provi ded a scal abl e and resi l ient access con-
trol schem e based onl y on hash f uncti ons, pre-
sented appl icati ons to el ectroni c paym ent, and
gave a di scussi on of the schem e. Si nce thi s
schem e doesnotshare the custom er’ ssecretw i th
ei ther the bank or the m erchant, w e can de-
vel op pri vacy- enhanced and custom er- ori ented
transacti ons. As the schem e does not depl oy a
large publ ic key i nfrastructure,the i m plem enta-
ti on costcan be l ow erthan conventi onalschem es
such as SET [ VM 97]. O ur schem e can be ap-
pl ied to theexi sti ng paym enti nfrastructure w i th
a m inim um ofchange.

W e consider appl icati ons ofour schem e. Paper-
based paym ents usi ng a cheque are sti l lpopul ar,
but expensi ve f or banks to process. An on- l ine
electroni c cheque can be a system that trans-
fers f unds f rom the payer’ s bank account to the
payee’ s bank account at the ti m e the transac-
ti on takes pl ace. O ur schem e i s al so appl icabl e
here,by repl aci ng the m erchant w i th the payee
w ith sui tabl e m odificati ons. O ne can al so con-
si der sophi sti cated of f-l ine f eatures such as de-
ferred paym ent, bounci ng cheques, etc. E l ec-
troni c cheque transacti ons are a topi c of f uture
w ork.
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