Hackernomics




Hacking a soda machine...
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The Shifting IT Environment




Technology

Software communications is fundamentally
changing — many transaction occur over the
web:

— Service Oriented Architecture (SOA), AJAX, ...

Network defenses are covering a shrinking
portion of the attack surface

Legacy code is being exposed widely

The security model has changed from guys vs.
bad guys to enabling partial trust

— There are more “levels” of access: Extranets,




Attackers

 Attackers are becoming organized and
profit-driven

* An entire underground economy has been
created:

— Meeting place for buyers and sellers (chat
rooms, auction sites, etc.)

— What they are trading: vulnerabilities, botnet
time, credit card numbers, PII, ...
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: The CAPTCHA
Dilemma




Automated Exploitation
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Compliance and
Consequences

« The business has to adhere to regulations, guidelines,
standards,...

— SOX and SAS 112 — has upped the ante on financial audits (and
supporting IT systems) for not-for-profit organizations and for
publicly traded companies

— PCI DSS — Requirements on companies that process payment cards
— HIPAA, GLBA, BASEL I, ..., many more

« Audits are changing the economics of risk and create
an “impending event”

« Disclosure laws mean that the consequences of
failure have increased




Customer expectations

« Customers , especially businesses, are starting
to use security as a discriminator

* In many ways security has become a non-
negotiable expectation of business software

* Banks, photocopiers, pens, etc. are being sold
based on security...

« Security starting to be woven into service level
agreements (SLAS)
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Law 4

In the absence of security education or

experience, people (developers, users,

testers, designers) naturally make poor
security decisions with technology

Corollary 4.a.:

Software needs to be easy to use securely and difficult to use
insecurely

Corollary 4.b:

Developers are smart people that want to do the right thing.
Incomplete requirements, undocumented assumptions, lack of

wrong thing.







Summary

« Software security is about ensuring that
security code/features are present and
implemented properly and that functional
features are implemented securely

« Embrace the attacker and think like him/her
to succeed — become a hackernomist

- Software security is everyone’s responsibility
in the software development life cycle
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