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•  Why Spam? 

•  Defini8on of Spam 
•  Types of Spam: Page Level & Link Level 
•  Newer threats 
•  Security and Spam – hijacked sites, scareware 
•  Low‐Quality pages 
•  Challenging Problems 



 

•  A spam page is one that uses one or more spam 
techniques to inflate its ranking in search results, in a way 
that adds no value to the user. 

•  At Bing, we try to neutralize the effect of spam 
techniques on search ranking  

•  At Bing, we take both manual and algorithmic ac8on on 
spam 



 

•  Search engines, at a very high level, care about two (2) 
things when ranking: 
–  Content of the page (page‐level) 
–  Links poin8ng to the page (link‐level) 

•  Spammers target the content and the links to gain unfair 
advantage over others in ranking 



 

•  Page‐level spam  

•  Link level spam 



 

Page Level 

•  Keyword Stuffing 
•  Parked Domain 

•  Hidden Content 
•  Machine Generated Content 

•  Social Media Spam 

Link Level 

•  Link Farms 
•  Link Exchanges 



 
Keywords are typically around popular theme, but there may be many 
that are unrelated and used simply to surface page in unrelated searches 



 
Domain parking refers to the registra8on of an internet domain name without 
that domain being associated with any services. Parked domain pages are full 
of ads, highly repe88ve, and rarely provide informa8ve content. 



 

Hiding content filled with keywords to promote the 
page 
Types 

•  Hidden Text on the page 
•  Hidden links on the page – can be result of hacking 
How 
•  Use 8ny fonts with same color as page background 

•  Use <invisible>, <hidden> tags 



 



 



 

•  <p><font size=1 color= white> 
•  Riverton gymnas8cs, Lehi gymnas8cs, Jordan gymnas8cs, Herriman gymnas8cs, Salt Lake City gymnas8cs, gymnas8cs salt lake,gym cats ut, gymcats 

ut, parents night off, parents night out gymcats, gymcats draper, gym cats draper, gymnas8cs camp,  
•  backhandsprings, gym cats off track, Utah Gymcats, Gym cats gymnas8cs, Utah gym cats, gymcats, gymcats at the point, gymcat, gym cat  
•  Draper gymnas8cs, Bluffdale gymnas8cs, Riverton gymnas8cs, Salt Lake gymnas8cs, Utah gymnas8cs,  
•  Bluffdale tumbling, Riverton tumbling, Draper tumbling, Draper, Bluffdale, Riverton, Salt Lake City, Lehi, Herriman, South Jordan, West Jordan,  
•  Utah, gymnas8cs, Draper gymnas8cs, Bluffdale Gymnas8cs, Bluffdale tumbling, Riverton tumbling, Draper tumbling,Lehi Tumbling, Herriman 

Tumbling, Eagle Mountain gymnas8cs, Jordan Tumbling,  
•  Riverton gymnas8cs, Lehi gymnas8cs, Jordan gymnas8cs, Herriman gymnas8cs, Salt Lake City gymnas8cs, gymnas8cs salt lake,gym cats ut, gymcats 

ut, parents night off, parents night out gymcats, gymcats draper, gym cats draper, gymnas8cs camp,  
•  backhandsprings, gym cats off track, Utah Gymcats, Gym cats gymnas8cs, Utah gym cats, gymcats, gymcats at the point, gymcat, gym cat  
•  Draper gymnas8cs, alpine gymnas8cs, Highland gymnas8cs, American Fork gymnas8cs, Lehi gymnas8cs,  
•  Bluffdale tumbling, Riverton tumbling, Draper tumbling, Draper, 84065, 84095, 84020, 84043, Herriman, South Jordan, West Jordan,  
•  Utah, gymnas8cs, Draper gymnas8cs, Bluffdale Gymnas8cs, Bluffdale tumbling, Riverton tumbling, Draper tumbling,Lehi Tumbling, Herriman 

Tumbling, Eagle Mountain gymnas8cs, Jordan Tumbling,  
•  Riverton gymnas8cs, Lehi gymnas8cs, Jordan gymnas8cs, Herriman gymnas8cs, Salt Lake City gymnas8cs, gymnas8cs salt lake,gym cats ut, gymcats 

ut, parents night off, parents night out gymcats, gymcats draper, gym cats draper, gymnas8cs camp,  
•  backhandsprings, gym cats off track, Utah Gymcats, Gym cats gymnas8cs, Utah gym cats, gymcats, gymcats at the point, gymcat, gym cat  
•  Draper gymnas8cs, Bluffdale gymnas8cs, Riverton gymnas8cs, Salt Lake gymnas8cs, Utah gymnas8cs,  
•  Bluffdale tumbling, Riverton tumbling, Draper tumbling, Draper, Bluffdale, Riverton, Salt Lake City, Lehi, Herriman, South Jordan, West Jordan,  
•  Utah, gymnas8cs, Draper gymnas8cs, Bluffdale Gymnas8cs, Bluffdale tumbling, Riverton tumbling, Draper tumbling,Lehi Tumbling, Herriman 

Tumbling, Eagle Mountain gymnas8cs, Jordan Tumbling,  
•  Riverton gymnas8cs, Lehi gymnas8cs, Jordan gymnas8cs, Herriman gymnas8cs, Salt Lake City gymnas8cs, gymnas8cs salt lake,gym cats ut, gymcats 

ut, parents night off, parents night out gymcats, gymcats draper, gym cats draper, gymnas8cs camp,  
•  backhandsprings, gym cats off track, Utah Gymcats, Gym cats gymnas8cs, Utah gym cats, gymcats, gymcats at the point, gymcat, gym cat  
•  Draper gymnas8cs, Bluffdale gymnas8cs, Riverton gymnas8cs, Salt Lake gymnas8cs, Utah gymnas8cs,  
•  Bluffdale tumbling, Riverton tumbling, Draper tumbling, Draper, Bluffdale, Riverton, Salt Lake City, Lehi, Herriman, South Jordan, West Jordan,  
•  Utah, gymnas8cs, Draper gymnas8cs, Bluffdale Gymnas8cs, Bluffdale tumbling, Riverton tumbling, Draper tumbling,Lehi Tumbling, Herriman 

Tumbling, Eagle Mountain gymnas8cs, Jordan Tumbling,  
•  </p>  



 



 

<div style="width:150px; height:1px;padding:0px;font:11px Tahoma;overflow:hidden;">  

•  <a href="hlp://medicalpioneers.com/images/thumbs/v9/viagra‐ivf‐frozen‐embryo.php">viagra ivf frozen embryo</a> <a href="hGp://www.snugjazz.com/
siteold/log/viagra‐or‐cialis‐which‐is‐healthier.php">viagra or cialis which is healthier</a> <a href="hGp://medicalpioneers.com/
images/thumbs/v9/viagra‐user‐staNsNcs.php">viagra user staNsNcs</a> <a href="hlp://www.seafdec.org/cms/language/v8/suppository‐
viagra‐100mg.php">suppository viagra 100mg</a> <a href="hlp://www.snugjazz.com/siteold/log/viagra‐patent‐length‐cialis‐levitra.php">viagra patent length cialis 
levitra</a> <a href="hlp://www.seafdec.org/cms/language/v8/gm‐spends‐millions‐on‐viagra‐salaried‐employees.php">gm spends millions on viagra salaried 
employees</a> <a href="hlp://www.seafdec.org/cms/language/v8/viagra‐m‐portugal.php">viagra m portugal</a> <a href="hlp://www.seafdec.org/cms/language/
v8/laughing‐gas‐viagra‐and‐lipitor.php">laughing gas viagra and lipitor</a> <a href="hlp://www.snugjazz.com/siteold/log/women‐who‐take‐cialis‐heart‐
alack.php">women who take cialis heart alack</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/mmm‐viagra‐t‐shirts.php">mmm viagra t shirts</a> <a 
href="hlp://www.snugjazz.com/siteold/log/so0‐sale‐in‐europe‐viagra‐cialis‐levitra.php">so0 sale in europe viagra cialis levitra</a> <a href="hlp://
medicalpioneers.com/images/thumbs/v9/viagra‐developed.php">viagra developed</a> <a href="hlp://www.snugjazz.com/siteold/log/instruc8ons‐for‐taking‐viagra‐
cialis‐levitra.php">instruc8ons for taking viagra cialis levitra</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/women‐viagra‐study‐low‐
testosterone.php">women viagra study low testosterone</a> <a href="hlp://www.snugjazz.com/siteold/log/cialis‐costume.php">cialis costume</a> <a href="hlp://
medicalpioneers.com/images/thumbs/v9/how‐to‐make‐viagra‐and‐alcohol.php">how to make viagra and alcohol</a> <a href="hlp://medicalpioneers.com/images/
thumbs/v9/take‐too‐much‐viagra‐stuffy‐nose.php">take too much viagra stuffy nose</a> <a href="hlp://www.seafdec.org/cms/language/v8/what‐happens‐iif‐a‐
woman‐takes‐a‐viagra.php">what happens iif a woman takes a viagra</a> <a href="hlp://www.snugjazz.com/siteold/log/ii‐bathtubs‐cialis.php">ii bathtubs cialis</a> 
<a href="hlp://www.seafdec.org/cms/language/v8/footwear‐sell‐viagra.php">footwear sell viagra</a> <a href="hlp://www.seafdec.org/cms/language/v8/viagra‐
lisinopril.php">viagra lisinopril</a> <a href="hlp://www.snugjazz.com/siteold/log/bri8sh‐cialis.php">bri8sh cialis</a> <a href="hlp://medicalpioneers.com/images/
thumbs/v9/viagra‐for‐female‐2008.php">viagra for female 2008</a> <a href="hlp://www.snugjazz.com/siteold/log/discussion‐groups‐viagra‐vs‐
cialis.php">discussion groups viagra vs cialis</a> <a href="hlp://www.seafdec.org/cms/language/v8/viagra‐dose‐speed.php">viagra dose speed</a> <a href="hlp://
medicalpioneers.com/images/thumbs/v9/viagra‐and‐iraq.php">viagra and iraq</a> <a href="hlp://www.seafdec.org/cms/language/v8/viagra‐clinical‐trials‐
phosphodiesterase‐inhibitors.php">viagra clinical trials phosphodiesterase inhibitors</a> <a href="hlp://www.snugjazz.com/siteold/log/suppliers‐of‐viagra‐cialis‐
levitra.php">suppliers of viagra cialis levitra</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/viagra‐from‐beijing.php">viagra from beijing</a> <a 
href="hlp://www.snugjazz.com/siteold/log/uk‐online‐viagra‐cialis.php">uk online viagra cialis</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/low‐
testosterone‐viagra‐gel‐group.php">low testosterone viagra gel group</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/viagra‐changes‐in‐vision‐
ischemic‐op8c‐neuropathy.php">viagra changes in vision ischemic op8c neuropathy</a> <a href="hlp://www.seafdec.org/cms/language/v8/how‐long‐effec8ve‐
viagra‐cialis‐levitra.php">how long effec8ve viagra cialis levitra</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/coldwell‐banker‐viagra‐
board.php">coldwell banker viagra board</a> <a href="hlp://www.seafdec.org/cms/phocadownload/SP/v/viavra.php">viavra</a> <a href="hlp://
www.snugjazz.com/siteold/log/hot‐dogs‐and‐cialis.php">hot dogs and cialis</a> <a href="hlp://medicalpioneers.com/images/thumbs/v9/template‐of‐
viagra.php">template of viagra</a> <a href="hlp://www.snugjazz.com/siteold/log/buy‐pfizer‐viagra‐cialis‐levitra.php">buy pfizer viagra cialis levitra</a> <a 
href="hlp://medicalpioneers.com/images/thumbs/v9/viagra‐side‐effects‐depression.php">viagra side effects depression</a> <a href="hlp://medicalpioneers.com/
images/thumbs/v9/viagra‐for‐free‐in‐usa.php">viagra for free in usa</a> <a href="hlp://www.seafdec.org/cms/language/v8/viagra‐banned.php">viagra banned</a> 
<a  

</div>  



 

•  Content is s8tched with keywords taken from query logs 
to rank high for those words 

•  No logical meaning when trying to read the content on 
the page  

hlp://kessebohmer.t35.com/orz.4chan.org‐e‐
res‐621947.html.html 

hlp://www.ipci‐comurnat.org/page/2 
hlp://www.predrepka6.bezsternika.pl/movado‐museum‐
piece‐watches.html   



 



 

Search engine crawler sees content filled with keywords 
while the users are re‐directed to a different page from 
search results 

Can be inten8onal or can be due to the site being hijacked 

Source Page: hlp://www.oie.pl/posturas‐lesbicas.html  

Des8na8on Page: hlp://sexnet.sexyweb.es/  



 



 

   R‐rated content 



 

Pages with lille or no useful content link to each other. 
Most of the link farms are created as networks of sites that 
contain numerous links to one another. 

•  3e2v.org‐>eazishopping.com 
•  3e2v.org‐>5olde.com 
•  5olde.com‐>eazishopping.com 
•  netprivacypower.org‐>eazishopping.com 
•  netprivacypower.org‐>5olde.com 
•  angelcityoutcasts.com‐>netprivacypower.org 
•  angelcityoutcasts.com‐>eazishopping.com 



 

•  A spam‐oriented link exchange occurs when completely 
unrelated web sites reciprocally exchange links. This is done to 
inflate ranking 

•  All links intended to manipulate search engine results will be 
discounted 



 

•  Hijacked sites 
•  Scareware 
•  Low Quality user generated content  



 

•  Part of the site is hijacked to host adult content or sell interes'ng 
() products 

•  EDU sites (student pages, department pages) and social discussion 
components of sites like forums, blogs are the most vulnerable 

hlp://ltss.edu/shared/tmpl_c/FBEF8076/buy‐viagra‐on‐line.html  
hlp://www.math.rutgers.edu/mdnews/cheapest‐place‐to‐buy‐viagra‐
online.html 

hlp://forums.plexapp.com/index.php?/user/13257‐bbviagra/  



 



 

•  Target spiky queries that follow popular events  
     {gaddafi libyan protests}, {rachel oberlin pictures} 
•  Hijack part of popular sites to get  authority/popularity for 

free (no 8me for organic spamming here) 

•  Stuff the hijacked page with key words targe8ng the latest 
events – search engine bots see this page 

•  Redirect to scareware page when clicked as a search result 



 



 



 

What is Content Farm? 

“Content farms are networks of providers aimed at genera'ng large amounts 
of subject specific, but generally superficial content for the purpose of search 
engine mone'za'on” 

Mo8va8on? 

Syndica8on‐based mone8za8on 

Ad‐based mone8za8on 



 



 



 

Algorithmic and manual ac8on 

Detec8on mechanism per spam technique 
Look for a way to aggregate 



 

•  Neutralizing spam without hur8ng users is not an easy 
problem 
–  Big name sites buying paid links 
–  Dealing with low quality content pages from sites that have good 

pages too 



 



 

•  Certain types of spam is hard to detect than others – link level 
spam 



 

•  Certain spam techniques are hard to detect by relevance 
judges – link level spam, low quality content 
–  Weak correla8on between spam and relevance 
–  Determining the actual impact of spam on relevance is hard 



 



 

hlp://likedrop1.info/ 

hlp://www.likedatstuff.com/like.php?id=479 
hlp://www.coolslikes.com/like.php?id=28 

With social signals becoming popular, it is only natural that they 
are going to be targeted by spammers more 



 

•  Eggs, bacon, spam, spam, and spam (SEM 101) 
•  The pernicious perfidy of page‐level web spam (SEM 101) 

•  The liability of loathsome, link‐level web spam (SEM 101) 



 

Four part series on website security: 

•  http://www.bing.com/community/blogs/webmaster/archive/
2009/09/11/the-merciless-malignancy-of-malware-part-1-
sem-101.aspx 

•  http://www.bing.com/community/blogs/webmaster/archive/
2009/09/18/the-merciless-malignancy-of-malware-part-2-
sem-101.aspx 

•  http://www.bing.com/community/blogs/webmaster/archive/
2009/09/24/the-merciless-malignancy-of-malware-part-3-
sem-101.aspx 

•  http://www.bing.com/community/blogs/webmaster/archive/
2009/10/01/the-merciless-malignancy-of-malware-part-4-
sem-101.aspx 


