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Abstract state-machine replication is precluded for these applica-
tions, even if their availability/recovery requirements a

Midas is an inter-disciplinary approach to support- demanding.

ing state-machine replication for nondeterminis- Many research efforts [2, 3, 4, 5, 6, 7, 8, 9, 12] have
tic distributed applications. The approach exploits focused on addressing nondeterminism for state-machine
compile-time static analysis to identify both first-hand and other types of replication. A common strategy is to
and second-hand sources of nondeterminism. Subsé!se transparent, lock-step synchronization. The idea is
quent runtime Compensation occurs through eitherthat every time a server replica executes a nondeterminis-
the transfer of nondeterministic checkpoints or the re-tic call, the replica is effectively paused until the resilt
execution of inserted code, and restores consistencthe callis synchronized across all of the running replicas.
among replicas before each new client request. The apThis ensures consistent state across all of the server repli
proach avoids the need for lock-step synchroniza-cas throughout their execution.. A transparent approach
tion and leverages application-level insight to addressresults because the layer that intercepts every nondeter-
only the nondeterminism that matters. Our prelimi- ministic call to perform the synchronization is often at
nary evaluation demonstrates Midas’ feasibility and the virtual-machine, middleware or OS level, and the ap-

current performance overheads. plication is unaware of the existence of this layer.
) We have previously developed such an approach [10],
1. Introduction and learned some lessons in the process. Transparency,

State-machine replication [11] has long been used fokvhile attractive to application programmers, is not really
providing fault-tolerance for servers; here, every serveideal for handling nondeterminism because (i) not every
rep"ca receivesy performsy and responds to, every C|iermondeterministic call actuaIIy materializes into replica
request. One advantage of state-machine replication is idivergence (we provide examples later), and (i) a trans-
failure-masking, i.e., if a replica fails while processimg Parent layer cannot identify second-hand nondetermin-
client's request, another actively functioning repliceiis ~ ism that arises when the results of (first-hand) nondeter-
ther processing or will process the same request, h|d|n§1|nlstlc calls “taint” otherwise deterministic code. In-ad
the failure from the client. Thus, state-machine replica-dition, lock-step synchronization has a performance cost,
tion is often used for rapid recovery. by requiring all of the replicas to virtually cease opera-
State-machine replication requires deterministic apion until they reach consensus on a result.

plication behavior. This means that any two server repli- With these insights, we developed a new approach
cas, when starting from the same initial state and execalled Midas. There are two primary questions that drive
cuting the same ordered sequence of operations, shoufRHr design and implementation of Midas. Can we lever-

reach the same final state and produce the same outputdge application-level knowledge in a manner that facil-
Nondeterminism can arise from various Sourcesjtates the accurate handling of (ﬁrSt' and Second'hand)

such as local timers, multithreading, system calls,nondeterminism? Can we provide effectively consistent
etc. When nondeterminism is present in servers thastate-machine replication by asynchronously handling all
use state-machine replication for fault-tolerance, theof the detected sources of nondeterminism, so that repli-
server replicas can diverge in state. The resulting incas are free to operate independently and use nondeter-
consistency defeats the purpose of replication as &inistic features, without needing to forcibly synchro-
fault-tolerance strategy. However, many real-world ap-nize with each other?
plications inevitably contain nondeterminism. Thus, . )

2. Midas in a Nutshell

*  Partially supported by the NSF CAREER grant CCR-0238381 an Midas is a deliberately non-transparent approach to han-
the ARO grant number DAAD19-02-1-0389 dling nondeterminism in distributed, replicated applica-




tions. By exploiting techniques from the field of static determinism, e.g., an instance gfetti nmeof day.
analysis, we are able to extract and leverage applicatiorBecause multithreading can introduce nondetermin-
level information about the origin, the propagation andism, shared state among threads is also considered as
the impact of nondeterminism. The static analysis, tofirst-hand nondeterminism. Multithreading can arise
gether with an automated instrumentation framework, alwhen a server requires multiple threads to process a sin-
lows us to insert “compensation” code for the detectedgle request. However, even if a server requires only
relevant sources of nondeterminism. This compensatioone thread to process a single client’s request, the si-
(described later) effectively supports state-machink-rep multaneous processing of multiple clients can lead to
cation by allowing replicas to asynchronously rendermultithreading.
themselves consistent with each other, at runtime, prior Second-hand or contaminated, nondetermin-
to handling every new client request. ism refers to any execution or state that is “touched”
Midas imposes some requirements in its approachby pure nondeterminism or other second-hand non-
First, compiler-based techniques such as static analysigeterminism. Contamination occurs if a nondetermin-
require access to source code. However, they have the aidtic value (say, variabl@) propagates due to depen-
vantage of being able to extract information from source-dencies (e.g.,b = f(a)), thereby rendering other
code that would be lost to a transparent approach. Secrariables or state (in this casdy) nondeterminis-
ondly, we currently require totally-ordered reliable mul- tic, even if the latter were deterministic left to them-
ticast to communicate every message to each group afelves. In multi-tier applications (where one server
server replicas. Thus, all of the replicas of a server willplays the role of a client for another server tier), re-
receive the same set of messages in the same order, evgoests and replies between server tiers can serve as
if they produce different results on processing these mestcarriers” of nondeterminism.
sages. We do not limit the kinds of nondeterminism that  The tracking of contamination requires application-
the application can exhibit, and do not require specialevel information about first-hand nondeterministic
middleware, virtual-machine or OS support. sources and how they influence other application state
We aim to relax the requirement of determinism for through dependencies, requests and replies. Static anal-
distributed applications that wish to use state-machingsis can help to pinpoint first-hand nondeterminism as
replication, and show how an inter-disciplinary approachwell as track second-hand nondeterminism.
(applying static analysis to distributed fault-tolerance
can achieve that goal. 3.2. Static-Analysis Framework

3. Design and Implementation Midas’ program-anglysis framevyork comprises the
front-end of a compiler coupled with a source-code re-
3.1. Kinds of Nondeterminism generator. The custom framework, written from scratch,
Control-flow nondeterminisris due to any path of ex- converts C/C++ source-code into an annotated ab-
ecution within the application that is not deterministic, Stract syntax tree (AST), performs several analytical
and primarily arises from multithreading, exceptions andpasses over the tree, automatically generates and in-
signals.Interaction nondeterminisiis due to the appli- Serts code snippets and, finally, outputs source-code.
cation’s interaction with the system/environmentvia sys- Our framework identifies first-hand sources of
tem/library calls, e.g., those dealing with file-system I/O control-flow and interaction nondeterminism within the
and memory interaction. application. For interaction nondeterminism, Midas an-
We also distinguish between actual and superficiablyzes the application’s source-code, seeking out in-
nondeterminism. For example, if getti neof day  stances of items in our “nondeterminism-dictionary”,
call is executed, and its results are stored in a state varurrently consisting of (i) 262 system calls, includ-
able, that variable constitutes actual nondeterminism. lingr ead, wri t e, get t i meof day, etc., and (i) 163
the results of the call are not stored but discarded (sayibrary functions within the C/C++ standard /0, mem-
after printing them to screen), then, that instance ofory and machine-dependent OS libraries.
get ti meof day does not need to be consistent across Apart from seeking out these system calls and Ii-
server replicas; this is referred to as superficial nondeterbrary routines, Midas performs a comprehensive search
minism. A transparent approach would necessarily adfor any additional sources of first-hand nondeterminism
dress every occurrence, superficial or actual, of a nonthat might not exist in our dictionary. To this end, our
deterministic call. On the other hand, static analysis offramework extracts all function calls from the applica-
the application can focus our attention on the interesttion, and processes this list in four steps. (1) All of the
ing (i.e., the actual) nondeterminism. application-defined functions (i.e., neither system calls
First-hand or pure, nondeterminism refers to any ex- nor library routines) are carefully removed from this list.
ecution or state that is the direct/root source of non-Some application-level defined functions might be added



later for consideration if control-flow analysis reveals ten to by a thread and three other state variables are sub-
their potential for nondeterminism. (2) All of the matches sequently contaminated by, Midas can create and in-
between this list and our dictionary are discarded sincesert a new function that takesas input, and re-executes
they are known to be nondeterministic. (3) All of the code to recreate the values of the three contaminated non-
functions in this list that are dependent on (i.e., contam-deterministic variables. We explain how (1) and (2) com-
inated second-hand by) functions in our dictionary arepensate for nondeterminism, without requiring lock-step
added to our dictionary and also removed from the list;synchronization across replicas.
an example ig r ead, which invokes the nondetermin- Midas employs two kinds of compensation tech-
istic r ead call, resulting in second-hand nondetermin- niques: checkpointing and re-execution. In both cases,
ism. (4) What is left of the list at this point are functions the replicas do not need to block or wait on each other be-
whose potential for nondeterminism we must ascertairfore executing requests. All of the replicas of a server
manually, by examining the source-code for those func-are rendered consistent, in an asynchronous manner, be-
tions. If these functions are found to be nondeterministicfore processing each client request.
by inspection, we add them to our dictionary. We use a multi-tier example, cliedt = serverS;

To identify control-flow nondeterminism, Midas ex- = serverS, = ..., to illustrate our compensation tech-
tracts all shared state between threads automatically — niques. A— denotes a downstream request while-a
of the reads and writes made by each thread to this sharetknotes an upstream reply. We focus on the cafller
state are also flagged as first-hand nondeterminism. Inand the calle€, in the following discussion on inter-tier
stead of forcing the deterministic acquisition of mutexescompensation.
and the identical execution of threads across server replia, oo oo o ete {r ansf er - cont an):
cas, we assume that all interleaving/executions of threadls P P i

are valid: we then compensate for anv resulting replic n this case, the information from the annotations in
. ’ P y grep a(1) is used. Within eachS; replica, both the first-
divergence after the fact.

. and second-hand nondeterminism are locally tracked
Midas then performs control-flow and data-flow anal- y

th licati de (this includ thand stored (we call this a nondeterministic check-
Yot analysis of th clent and the server code, to caveo); EACHS: feplica returs i response ), pig
L o . backing its nondeterministic checkpoint. Due to
the distributed contamination of nondeterminism). Thegy g b

; : . state-machine replication, every, replica trans-
analyses produce a list of inter-dependencies of statfﬁqi,[S its response te,. On its end,S; chooses the

variables within the application, depending on the CON-4 ot received response from the, replicas and pro-

trol path that is chosen. This control—path-spemﬂcdepenbesses it, discarding the remaining responses. Because

dgn_cy I|st.alllows usto |Qen.t|fy all second—hapd non(jeter-of the underlying totally ordered protocol,$; is repli-
minism within the application; for example, if all writes

. . . ) cated, eacld; replica will choose the sa replica.
to an inter-thread state variabie constitute first-hand 1 rep me; rep

- . S1 notes its choice of the&; replica (the choserds
nondeterminism, then, the analyses determine what Oth%plica can differ from one request to the next) and ini-
state within the application is contaminatedxayAt the

X : . - . iates an asynchronous callback to each of$heepli-
end of this phase, Midas has identified every piece mt:as, passing along its choice of th replica and

both first- and second-hand nondeterminism within ead?hat replica’s nondeterministic checkpoint. The call-
server of the distributed application. back has no effect at the chosén replica; the other
3.3. Compensation Techniques S, replicas overwrite their own nondeterministic check-

. . . . oint with the one received in the callback.
Midas performs two kinds of annotations to the appllca-p

tion source-code to track, and compensate for, the nonddeexcute-to-compensate rexec- cont an): Here,
terminism at runtime. (1) The first set of annotations con-we use the information from the annotations in (1)
sists of data structures for holding nondeterministic in-and (2). EachS; replica piggybacks only its first-
formation at runtime. For instance, Midas inserts threadhand nondeterminism in its response 9. As with
specific arrays to track each thread’s order of executiori  ansf er-contam S; chooses anS; replica,
and the thread’s modification to any inter-thread, sharednd piggybacks that replica’s first-hand nondetermin-
state. (2) The second set of annotations consists of codésm in its callback to theS, replicas. The choses:
snippets that can recreate the second-hand nondetermifgplica is unaffected; the othes, replicas overwrite

ism at a server, if provided the first-hand nondeterministheir own first-hand nondeterminism with the one re-
tic variables as input. For instance, if a variaklis writ- ceived in the callback, and then recreate the second-hand

nondeterminism by re-executing the code in (2).

1 If dynamic pointers are used to access state, we need tn@nha Additional Intricacies. After processing the call-
Midas with off-the-shelf packages to assist in the analysis back, all of the server/callee replicas are consistent



once more in their first- and second-hand nondeterminputational costs, while that of r ansf er - cont am

ism, and ready to process the next request. In a multi-tiearises from increased communication. Application pro-

application, inter-tier compensation can occur concurgrammers can choose which technique to use based

rently with the end-to-end operation. In the example,on their needs and application characteristics [1].

S1 could issue and complete a compensation calldf communication overhead is not a significant is-

back to Sy, while C is still processing the response sue, thetransfer-contam is preferable, while

returned froms; . r eexec- cont ammight be a better option if computa-
Midas employs the notion of forward and backward tional time is readily available.

callbacks to handle nondeterminism contamination that o .

occurs due to requests (i€}, — S — S» — ...)and 4. Preliminary Evaluation

replies (i.e.C' — 51 « 53 < ....), respectively. For in- e evaluated Midas’ implementation and compensation
stance, in the midst of processing a request fl@an  techniques using variations of a basic multi-tier, multi-
51 serverreplicamightissue a downstream requeStto  client, micro-benchmark application on Emulab. Each
wait for Sy's response to arrive, process the incoming re-server tier performs the same amount of processing,
sponse, and then respond, in its turnCtoForward non-  and each client has identical functionality. Every server
determinism ab is any nondeterminism due to the pro- replica and every client is located on a different Pen-
cessing that occurs &Y after it receive€’’s request, but  tjum 111, 850MHz machine with 256 MB RAM running
before it issues its own request . Similarly, back- TimeSys Linux 2.4 over a 100 Mbps LAN. The applica-
ward nondeterminism af; ensues during any process- tion is multithreaded with shared state across threads and
ing after it receives,’s response, but before it responds (ses nondeterministic system calls (e.gndon( ) ); we
to C. Both forward and backward nondeterminism needcan also vary the amount of forward and backward non-
to be addressed. Using Midas, the downstream fig) ( determinism. Our goal with this microbenchmark is to
issues a forward callback t6, to compensate for the show the performance and feasibility of our approach
forward nondeterminism, while the upstream ti€f) {s-  with respect to the number of clients and the number of
sues a backward callback to compensate for the backeplicated tiers. We varied our experimental configura-
ward nondeterminism. tions to change (i) the number of clients to 2 and 4, (ii)
There are several intricate details that we omit herehe number of tiers to 2 and 4, (iii) the forward nondeter-
for lack of space. One such detail is the level of concur-minism to 5% and 60% of the total state within the tier,
rency and dependency analysis that Midas performs ofiv) the backward nondeterminism to 5% and 60% of the
the application source-code to determine the causal rewotal state within the tier, and (v) the compensation tech-
lationships between forward requests and backward reniquesr eexec- cont amort r ansf er - cont am
sponses at each tier, as well as the ensuing forward and We implement & r ansf er - ckpt technique, sim-
backward nondeterministic state. ilar to t ransf er - cont am that transfers the entire
We emphasize that, while the annotations in (1) andstate (deterministic and nondeterministic) of the server
(2) do modify the original application source-code, theyreplica. In the baselineani | | a case, replicas are al-
do not alter the functionality or the semantics expectedowed to remain nondeterministic and no compensation
of the servers, and they do not introduce any nondeteris involved. The metric that we use for evaluation is
minism of their own. The annotations consist mostly of round-trip time as measured at a client. For each config-
data structures for tracking and holding nondeterminis-uration, we compute the average round-trip time across
tic information at runtime. Even the re-execution codeall the clients for 300 end-to-end invocations/client.
that Midas adds is deterministic, although it takes a non- The “total state” of a tier is represented by two arrays
deterministic input. Thus, we allow every server replica(one forward and one backward) of 10,d08ngs each.
to continue to be nondeterministic, just as the applicax% forward nondeterminism angb6 backward nonde-
tion programmer had intended, but exploit Midas to re-terminism mean that% of the forward array is nondeter-
store consistency asynchronously before each new cliemhinistic on the forward request-path agitb of the back-
request is processed in the system. ward array is nondeterministic on the backward reply-
The wuse of the transfer-contam vs. path. The backward state depends on the forward state if
r eexec- cont am techniques depends on the rela- the latter is accessed by the incoming/backward reply.
tive costs of transferring a nondeterministic checkpoint We have two major sources of nondeterminism: multi-
(consisting of both first- and second-hand nondeterthreading with shared state and nondeterministic system
minism) vs. re-executing to regenerate the second-hanchlls. By changing the amount of overlapping state across
nondeterminism. The main difference in the two tech-threads, we vary the amount of first-hand nondetermin-
nigues is the types of overhead incurred. The overheatsm. Changing the amount of state modified by a first-
of r eexec- cont am arises predominantly from com- hand nondeterministic system call can vary the amount



of second-hand nondeterminism. These two sources afseful. The main purpose of Midas’ program analysis
nondeterminism are split equally for the purposes of in-is to differentiate between the actual nondeterminism
troducing varying amounts of nondeterminism in ourthat causes replica divergence and the superficial non-
micro-benchmark’s experimental configurations. There-determinism that does not matter. Many transparent ap-
fore, if 60% of the total state is nondeterministic, 30% of proaches will inevitably over-compensate by addressing
state is first-hand nondeterministic and shared across theven any superficial nondeterminism in the application.
threads, and 30% of state is due to second-hand nondétowever, the results of Midas’ analysis of the application
terminism. source-code could be fed into a transparent approach.
Results. Figures 1(b) and 1(a) show Midas’ perfor- In other quQS, even a transparent appr'oach to'har)dling
mance for a fixed 4 replicas/tier and a varying number of’ondeterminism might be improved with application-
clients. The workload across the tiers doubles when théVel knowledge. This improvement can be seen in the
number of clients doubles, as seen by the linear incread@m of increased efficiency in several ways.
in round-trip time for the 4-tier case in Figure 1(b). For instance, a significant amount of nondetermin-

Our evaluation is performed for low (5%) and signifi- ism is often due to multithreading. Although the threads
cant (60%) amounts of both forward and backward nonJnight share data, Mldas’ anaI.yS|s can deterr_‘mne whether
determinism within the application. Clearly, the lower OF Ot the threads interfere with each other in a way that
the amount of nondeterminism within the application,the replicas diverge in state. Armed with this informa-
the less the compensation work to be done and the lowd}on. a transparent approach can simply ignore thread in-
the overheads, as seen in the 5% nondeterminism cad@ractions that will not cause replica divergence. With-
in Figure 1(a). Even in this case, theansf er - ckpt out this applicgtion-level information, a transparent ap-
case stands out, particularly for the 4-tier situation, be{Proach would likely attempt to intercept and compensate
cause of the significant amount of deterministic state thafor all thread interactions, regardless of their impact on
constitutes each checkpoint; the nondeterministic porf€plica consistency. Thus, even a transparent approach
tion of the checkpoint does not contribute significantly to Stands to benefit from Midas’ program analysis ahead of
the overheads, as seentinansf er - cont amin Fig-  deployment, although the approach might employ other
ure 1(a). Note also that, regardless of the number of tier§0mMpensation mechanisms at runtime.
and the % of nondeterminism, more clients imply higher .
latencies because more work results from all of the ac—6' Looking Forward
companying interleaving and callbacks. Our work in this paper was not an exercise in optimiza-

Figure 1(b) shows that Midas can handle evention, but a demonstration of the feasibility of supporting
highly nondeterministic applications, albeit with ex- state-machine replication with nondeterminism in multi-
pectedly larger overheads for all of the compensatier, multi-client distributed applications, where nonde
tion techniques because of the additional work in copingerminism might propagate in a rampant way. There are
with the increased nondeterministr.ansf er - ckpt ~ many performance enhancements that we can make to
still tops the chart because of the amount of stateMidas to reduce its runtime compensation overheads.
that constitutes an entire checkpoint. For an applicasve could vary other application-level characteristics —
tion with lower cost for state-transfer and higher cost fOfrequest size, state size, processing time, inter-request
re-execution, we might expeceexec- cont amto ex-  |atency — to complete our evaluation. Also, much of
hibit higher overheads. our technique is based on static analysis. We intend
. to incorporate dynamic-analysis techniques to gain any
5. Midas for a Transparent Approach application-level information that is beyond the scope of
We view Midas’ operation as two separate phases. Thetatic analysis.
first phase is the initial program analysis that Midas per- L
forms on the application source-code to determine non8-1. Other Replication Styles
deterministic attributes. Midas then implements compenPassive, or primary-backup, replication is often hailed as
sation technigues to address the detected nondetermithe solution to alleviate the difficulties posed by state-
ism. While it is clear that the synergy of the program machine replication for nondeterministic applications.
analysis and the subsequent compensation effectively a®ith passive replication, a designated primary/leader
complish our goals, Midas’ need to access and modifyreplica processes all of the requests and replies, and syn-
application source-code might be viewed as disadvantashronizes itself with its backup replicas by sending them
geous, if not outright impossible in some cases. periodic checkpoints of its state.

Even if a transparent nondeterminism-compensation Without application-level insight, even passive repli-
approach is to be used, thereby avoiding source-codeation cannot handle nondeterminism in multi-tier,
modifications, Midas’ program-analysis phase can bemulti-client, distributed applications. Given the possi-
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