Toward Bothet Mesocosms

Paul Barford and Mike Blodgett
University of Wisconsin-Madison
pb@cs.wisc.edu, mblodget@cs.wisc.edu

Abstract—An in-depth understanding of botnet behavior is operating systems,
a precursor to building effective defenses against this serious 2) the ability to conduct experiments in a secure fashion
and growing threat. In this paper we describe our initial steps (i.e., one that poses no threat to the greater Internet),

toward building a flexible and scalable laboratory testbed for

experiments with bots and botnets. Our Botnet Evaluation 3) the ability to create flexible and realistic botnet topolo-

Environment (BEE) is designed to enable individual bots or gies and configurations,
networks of up to thousands of bots to be tested in a secure, 4) the ability to conduct experiments at scale and under
self-contained framework. BEE is being developed as a toolkit realistic conditions.

for Emulab-enabled network testbeds; a design choice made \y ot that a testbed that satisfies these requirements
to obviate the need for building user/experiment management

functions and to enable access to collections of computing hosts.Would enable a range of experimental study on new methods
The focus of our implementation efforts has been on building and tools for characterizing, comparing, identifying, tracking,
a library of OS/Bot images that can be run on individual dismantling, and preventing botnets. The key benefits of such

systems or on virtual machines. The library currently includes an environment are the ability to establighound truth be-

images generated from source code of four well known bots . L . .
(Agobot, GTbot, Spybot, SDbot) and from binary code for several havior through comprehensive instrumentation, experimental

unknown bots, and a number of Windows OS variants. BEE also €Peatability and the ability to conduct experiments over a
includes a set of services that are required for botnets including Wide range of configurations.
DHCP, DynDNS, and IRC, as well as other tools that are useful  In this paper we describe the design and implementation

for botnet measurement and evaluation such as VM monitors of the Botnet Evaluation Environment (BEE), with the long
and honeypots. To demonstrate the utility of BEE, we describe a term goal of satisfying the requirements listed above. In
simple set of_tests that characte_nzes pommand and control traffic bri . . .
from three different botnet configurations. rief, BEE is a set of operating system/bot images and
support tool configurations that can be instantiated in secure,
I. INTRODUCTION Emulab-enabled environments including DETER [11] and the
meso-cosm n. a medium size, representative system  Wisconsin Advanced Internet Lab (WAIL) [12]. Emulab is
that matches as directly as possible a larger system a widely used network emulation testbed technology that
in constitution, configuration or development. enables customized operating system and application images
to be deployed on dedicated PCs, and for those systems to
Over the past several yearsotnetshave become one of e organized into virtually any kind of topological configura-
the most serious threats ever faced by the Internet. Magiyn [13]. These capabilities satisfy aspects of the third and
recent reports describing botnet structure and behavior hayarth BEE requirements listed above, making an Emulab-
appeared in the technical and popular presg.([1], [2], [3]). enabled testbed a natural starting point for our work.
While it is difficult to estimate the total number of systems The relatively recent emergence of malicious botnets, their
that participate in botnets at any point in time, most estimatggnamic nature and mechanisms for obfuscating their behav-
are on the order of millions [4], [5], [6], and Turing Awardior are central challenges in creating an effective, realistic
winner Vint Cerf recently predicted that as much as 25% @fboratory environment for botnet evaluation. While the lit-
all Internet hosts could become botnet drones over the nexhture is growing, there are remain many open questions on
several years [7]. Furthermore, the magnitude of the botngitnet structure and behavierg., typical botnet topologies,
threat is now widely recognized to be compounded by thftmaster behavior and even size and lifetimes of botnets.
emergence of an active botnet economy that is likely to kgther complicating factors include handling anti-virtualization
fueled by organized crime [8], [9], [10]. Developing effectivezapabilities, providing sufficient support services for a wide
counter-measures against this threat will require significainge of bot variantse(g., those that use non-IRC command
focus and innovation from the network security community.and control systems), and the tussle between containment and
We argue that a comprehensive testbed environment f8iperiments with bots that “phone home” for binary uploads.
botnet study is a critical building block in the quest to addregs the community develops a deeper understanding of these
the botnet threat. The requirements for such an environmes§ues through empirical study, we argue that the utility of
include: BEE for botnetstudy €.g., the network effects and impact
1) the ability to experiment with a variety of bot types (botlof multiple bots communicating and reacting to botmaster
known and unknown) running on a variety of standardommands) will grow. In the meantime, we argue that BEE is



a valuable platform for the study of individubbts three different security mechanisms all aimed at keeping BEE

BEE'’s design includes three primary components: os/peffic contained within an experimental configuration. The
images, support services, and security mechanisms. The fiRgichanisms include(i) a firewall at the BEE border that
component, as its name suggests, is a library of differépfocks all outgoing connections and UDP packéits keeping
versions of bot code installed on different versions of M#e BEE management network logically separate from the
Windows operating systems. Our goals for this component &¥Perimental network, andiii) using only unroutable (10-

1) to automate the process of generating OS/bot images, Ak addresses within BEE. To date, these mechanisms have
2) to build out a library of images that will enable experimentdnly been tested in the WAIL environment, but it seems clear
with wide range of individual bots [14], [15]). Building thesethat DETER (a testbed designed for secure, self-contained
images has been the primary focus of our initial efforts. WeXperiments) would easily accommodate BEE, and that it
want to be able to experiment with bots built from bot code ifould be ported to a standard Emulab environment. We discuss
either source or binary form. The former is very useful wit§ome of implications of these mechanisms in Section IlI-D.
respect to building all of the necessary support infrastructureAn important aspect of BEE is how it is packaged and
and for establishing ground truth behavior for a particulatsed. Our goal is to make experimental development by users
bot variant. However, it can be difficult to find bot code i®S Simple as possible. At the highest level, BEE will be
source form. In contrast, a large number of bot code binari@¥ailable to the research community subject to approval by
(or binaries suspected to be bot code) can easily be captuﬁ%ﬁbed operators, who will be conservative due to the possible
through the use of honeynets [16]. The challenges in buildifigngers of experiments in BEE. Upon approval, users will be
and experimenting with images built from bot binaries ar@lven access to the BEE OS/image library and configuration
security containment and the fact that a growing number 8§fipts that instantiate the required services. Users can then
bots include anti-virtualization and anti-debugging capabilitgXpPeriment with individual bots or build botnets with OS/bot

We have developed an initial set of OS/bot images from bo@mages in the same way that other netwqu topologies are built
source code and binaries, and continue the library developmg]ﬂFmUIab'enabled environments. In this case, however, the

effort. To improve usability and enable experiments with lar grages will only be gble to be deployed on systems that_ reside
ind the testbed firewall. After a topology has been built, and

numbers of bots, we have developed images that can be hani H back 4 traff ) q
on virtual machines. In our experience, this enables appro%— €r mechanisms such as background traflic generators an

mately 5-to-1 bot-to-host multiplexing on modestly configureﬁpedﬁc instrumentation have been deployed and the service

PCs. With this capability, we have experimented with 500 bagripts_have been run, the banet can be exercised like a botnet
networks — what we refer to asotnet mesocosmsinally, in the live Internek.g.,by sending commands through the BEE

each OS/bot image in our library includes documentation (%C SErver. ' .

when it was created, its name and family, and its importa tTO demonsrate thg efficacy of BEE, we created three_ simple

features such as a list of its control commands, propagati tngt mesocosms in WAIL. We used thesg experimental

modes, and attack and information gathering capabilities. configurations to generate, measure, characterize and compare
The second component of BEE is the set of support servi botnet command and control traffic. While the results show a

: ) dictable traffic pattern through the IRC server, they also
that are required for botnets to function. The current set

. includ q had to devel fghlight randomness and differences in the traffic process
services include DHCP, DynDNS and IRC. We had to deve ich we would expect to see in the Internet. While we

specific configurations for each of these services in BEE fitake no arguments for the intrinsic value of these results,

that _theyF will resp?nngEpropriatelyr/] t(()j a _wid_e va(;igty Ofye believe that the demonstration provides useful insights on
queries. For example, ignores the destination address X capabilities of the toolkit.

queries directed to the DNS service and directs them to SThe remainder of this paper is organized as follows. We

OWE DhynDZIdS serve;. -r:h'SBsEeévfng turn, ref)/\l/lﬁﬁ to r?" dUeTIqRview studies related to botnet measurement and analysis in
wit tf € adaress o t € Serl\(?eé' e the Culrre@ection [I. The details of BEE’s implementation, the chal-
set of services are, in some sense, -centric, we plan, & ges that had to be overcome in its development and the
enhance this component with additional capabilities as nee llenges in its use are given in Section IIl. In Section IV
to supporte.g.,other command and control mechanisms. we report results of our case study that demonstrates how

The final component of BEE is it's set of security mechggEg can be used. We summarize our work and describe future
anisms. These are critically important since real bot code dgections for BEE in Section V.

used to build OS/bot images used in experiments. Two threat

models were considered in designing the security mechanisms. Il. RELATED WORK

The first is bot code that is not BEE-aware, but that may Network security research can be conducted in a variety
attempt to self-propagate or conduct other malicious activiof ways. One of the most important modalities is empirical
beyond BEE. The second is users who may inadvertentijudy based on gathering data from live and/or dedicated
disable one of the security mechanisms in the course mEasurement systems deployed in the Internet. There are
an experiment. To address these threats, we implemensegeral mechanisms that have been used effectively to gather



data specifically on botnet behavior. The first is by monitoringntire Internet. Weavegt al. offer an interesting approach for
DNS for lookups commonly used by bots to resolve thaddressing this by describing scale-down techniques in [35].
address of the server (typically an IRC server) used f@ur objective in BEE is to enable realistic experiments with
command and control. Active methods via DNS hijacking [1@mall to medium sized botnets as defined in [24]. Experiments
and passive methods via DNS-based blackhole lists [18] havi#h larger bots loom as an interesting possibility but are
been described in prior work. Another method for trackingeyond the scope of this study. We are aware of no prior
botnet activity is through the use of monitors deployed omork that attempts to build a scalable, extensible and realistic
unused address space (honeynets) [16], [19], [20], [21], [22éstbed for botnet evaluation and analysis.

Honeynets with active response capability enable details of at+inally, there are several efforts underway to identify and
tacks to be tracked and malicious binaries to be gathered [1éjaracterize malware in general and bot code in particular
[23]. Two recent studies by Rajadt al. [24] and Freilinget that are hybrids of the aforementioned analysis methods. A
al. [25] describe multifaceted approaches to evaluating botngismmercial example of this is the Norman Sandbox, which
based on using honeynets to gather malicious binaries, an@luates malicious binaries in a secure, emulation environ-
then to monitor systems on which these binaries execute faent and produces reports on their behavioral characteristics
command and control traffic associated with botnets. Similariiecluding classification into malware types such as bots [36].
that work, we anticipate that honeynets will continue to be asimilar commercial product is the Sunbelt CWSandbox [37]
important source of malware that can be evaluated in BEE, but
unlike that work, BEE is focused on understanding how small
to medium sized botnets behave, not just individual instances.

Finally, the potential of correlating data from multiple sources hi . d ibe the impl ion_ detail
as a means for detection and real time tracking of botnets h én t IS sect!on, we describe the Imp ementa’uon. etails
1SBEE including the challenges that we faced during the

been discussed in several papers including [26], [27], [28]. ) .
; ; ; . development process. We also provide a description of how
believe that BEE will eventually be useful for testing this kin . . . .
EE is used in an Emulab-enabled environment, and discuss

of distributed monitoring system with real botnets. its current and future limitations.

A second modality for network security research is through
detailed examination of instances of both source code (in- BEE Imol ati
stances of malware source code can be found by searching'the mplementation
Web and Usenet news groups) and executable code (executghe objective of our work is to build a bot testbed that satis-
bles can be gathereé,g.,via honeynets). Standard tools argied the requirements listed in Section I. The key components
used to reverse engineer executables including disassemblgfshe requirements are realism, flexibility, security, usability
debuggers and system monitors such as [29], [30], [31]. Thifd scalability
microcosmapproach is commonly used by network and host The first step toward satisfying these requirements was to

security vendors for signature _development. However, malW&H@sign and develop BEE as a toolkit for Emulab-enabled
authors are well aware of this approach, and are known |i,ratories. Building on top of Emulab allowed us to take
be developing specific deception techniques to complicate e antage of established functionality that includes user, ex-

analysis process [32]. Similarly, there are many tools availabdgrimem and disk image management, and straight-forward
for static analysis of source code such as [33], [34]. These toglsyork topology generation and configuration. This choice
are most often focused on the problems of identifying run timgs, ajlowed us take advantage of installations of large num-
errors and sequrlty vuln(_arabllmes. However, the informatiogers of dedicated general purpose computer hosts, which are
they can provide including symbol tables, call graphs andqyired to enable BEE to be used by the research community
parse trees could be valuable in future bot code analysis. Wejarge and to conduct experiments with botnet mesocosms.
anticipate that a diverse repository of botnet configurations ¢\, 10cal Emulab-enabled facility, WAIL [12], has over 100
BEE will be useful to researchers interested in developing ap@:s’ and is the infrastructure on which BEE development has
testing,e.g., host-based mechanisms for botnet detection. 5yen place.

A third modality for network security research, and the With Emulab/WAIL as a starting point, BEE's design in-
one that we advocate in this paper for the study of botludes OS/bot disk images, a set of services required for bot
nets is through the use of emulation testbeds such as Eroperation and a set of security mechanisms that aim to ensure
lab/DETER/WAIL [13], [11], [12]. These testbeds offer thethat no malicious packets from bots can escape into the live In-
possibility for study in controlled environments that strive téernet. Each of these components is described in detail below.
be realistic. While hundreds of papers have been publish&& also added VMware-based virtualization capability, which
based on results from emulation infrastructures, botnet anislthe most direct method for instantiating MS Windows-based
ysis presents both challenges and opportunities as descrifbot images in Emulab-enabled testbeds. Virtualization also
throughout this paper. One particular challenge is conductiegables botnet size to be increased by running multiple images
large scale experiment®.g., approximating the size of the per PC host.

IIl. THE BOTNET EVALUATION ENVIRONMENT



B. OS/bot Image Library can take up to one day due to the myriad of configuration
tasks related to creating a specific MS Windows configuration
including service packs, patches, etc.) on VMware. We are
§o developing tools for streamlining this process.

At the core of BEE is a library of OS/bot disk images th
are available to authorized users through a web interface.
images are built from real bot code on top of MS Windows
operating system variants, and can be deployed in an Emula#tdding bots to OS images when the bot source code avail-
test network, enabling experiments with real bots or botnetsaRle is usually a straight forward task. Finding, configuring and
a matter of minutes. Our goal in developing this library is t60mpiling the bot are the most time consuming aspects of the
provide users with a large number of bot variants develop@focess. Typically, anti-debugging or anti-virtualization checks
from either bot source code or binary code. Learning how € commented in the code and are easy to disabled. Our
build OS/bot images and then building tools to automate tggrent implementation requires an administrator to configure
process has been the primary focus of our initial efforts.  the bot and place the compiled binary into the VMware virtual

Source code for some common bots is available from tiisk — this constitutes what we refer to as an “OS/bot image”.
web, news groups and underground sources (although (fyevill eyentually be ppssible for users to c_reat.e their own
anticipate that it will be increasingly difficult to find source®>/Pot images from either source code or binaries.
instances over time). We gathered several of the most wellAdding a binary to an OS image when the binary is either
know bot variants for the initial BEE OS/bot image developknown to be or suspected to be a bot can be more complicated.
ment. Working with source code enabled us to bootstrap oline process begins by placing the binary into the VMware
testbed development process by providing important insighistual disk. Next, the resulting OS/bot image must be tested to
on the required network services, precluding the need fege if it includes anti-virtualization checks that preclude its use
IRC passwords or channel keys, and exposing the entde VMware installations. Depending on the sophistication of
command set for each bot. Perhaps most importantly, southe anti-virtualization mechanisms, the image may only be able
code exposes all of the anti-debugging and anti-virtualizatioam be used on a stand-alone PC which would limit the scale of
capabilities of the bot. Disabling these capabilities is essentgdperiments. While stand-alone MS Windows images are not
to operation in a virtualized network configuration. In outurrently supported in BEE, we are investigating how to utilize
current inventory of bots, only the Agobot code include@&mulab’s support for this capability. Otherwise, changes to the
anti-debugging and virtualization checks. During initializatioWMware installation may very well provide a solution. We are
our version of Agobot checks for the VMware “BackDoorkurrently working on adding some of the known counter VM
I/0”, and exits if it is found. Other bot code variants haveletection mechanisms into our guest images [38].

been known to check values in various hardware reglsterswe are currently developing an automated method for users

ornr;;err;otriy Aoﬁatr':nr?t’ ir:]dvfl?]rtthexiei(jtifhr;ge of pr?cessreﬁ rt]8rinclude their own bots in BEE. We believe that this is very
contiguration elements kKnown to exis aguest opera il%portant since it will enable expansion of the bot library

system running on a VM. (e.g.,by gathering binaries from honeypots) and to increase the

“The process for creating guest OS images begins by ideriffjjiry of BEE (e.g.,by developing automated bot identification
fying a target operating system. Our initial development eﬁor[:%\pability similar to [36], [37]). Users interested in testing

focused on MS Windows variants (specifically Windows 200%eir own bot code currently have to submit it to the testbed

although our methodology can easily be extended for Uniyministrators who can build it into a standard image.
variants. After the initial install of the guest OS, a number

of changes must be made the the VMware virtual machine

configuration file to allow multiple identical image instances. Network services | _

These changes are not OS specific, and are related to certaifoniects 1o rcabraracourci.com’ on port $705 (TCP)

- : ) ends data stream (11 bytes) to “irc.abraracourcix.com",
locking and logging features of VMware. Inside the guest OS port 3705.

we must set up the environment so that when the image {S|5e! \ees mickmame. USA803400.

booted on an experimental node, it will configure node specifie IRC: Uses username ixligi. _

parameterse.g., provide a unique NetBIOS name for each] |iC & o vecrmeds for wser USAIBHS200 1o o

image. Additionally, if the node is required to auto-infect itself

with a bot binary (e" execute a bot binary that is reSidem:ig. 1. Example output from Norman Sandbox [36] analysis of bot binary
in the root directory), we must pass that information inteaken from Offensive Computing [39].

the guest. Currently we do this through the variable passing

features of VMware, but these tools also provide a detectable

feature for any anti-debugging code. We are currently devel-The final step in the process of building OS/bot images
oping a new method for adding binaries that bypasses tlem either bot source or binaries is to generate documentation
standard VMware tools thereby making the overall procefs each image. A standard template is filled out, to the
of running binaries in VMware environments more efficienextent possible, by the person creating the image. The template
Finally, the build time for a new OS image from scratclincludes information on image creation, the OS name/version,



bot name/versioh,whether or not the image can be used irecursive services. This design choice could limit the range of
a virtualized environment, whether or not the bot includesxperiments with some bots, so we are looking into alternative
anti-debugging and notes on configuration and @sg.(IRC configurations.

channel name and bot user name). The documentation alsg _ : .
includes notes of the bot itself such as commands that are®) YMware ServerVMware-server 1.0.1 s used to provide
recognized by the bot, exploits/capabilities of the beig( virtualization on the testbed. We chose VMware based on its

DoS, Spam relay, etc.), and propagation methods. Our fodell known support for Windows images. We created a custom
is not on deep details, but to provide information sufficiefionfiguration for the VMware server that enables a user to run
to conduct a wide range of experiments with the botnets. FRItiPle instances of the same guest OS image on a target host.
binaries, services such as the Norman Sandbox can be use-m@ configuration is fetched and installed on target hosts when

expose details of bots that are necessary for their use in BRE experiment is instantiated. The process of loading OS/bot

as shown in Figure 1. In this example, the IRC server naniB129€S onto the virtualized systems is likewise automated via
' nfiguration scripts.

port number and the channel name are provided, all of whi€R

are required for exercising this unknown bot. The current testbed nodes do not have hardware virtualiza-
The OS/Bot images (plus documentation) currently avation support €.g., Intel's IVT or AMD’s AMD-V). We are

able in the BEE library include: considering possibility of adding these nodes to the WAIL
« Windows 2000 + Agobot/Phatbot (from source) testbed, which may affect the future choice of virtual machine
« Windows 2000 + SDBot (from source) software.

« Windows 2000 + GTBot (from source)

. Windows 2000 + SpyBot (from source) 4) DHCP Server:While not used by the bots themselves,

. to provide addresses to the virtual machines inside an experi-
: nggxz )Z(gog fgs();yoél(l)ath(itl?lfrtl()(\]:\r/ﬁrgiiglrj;cvee)rsion) mental network we included the ISC DHCP server and DHCP
. forwarders. Since the topology of the network can be varied
This set was developed and tested to demonstrate the abiifyhe yser, the configuration of the DHCP daemon and DCHP
to mix and match different OS and bot variants from botfyyarders must be determined at run time. At boot time, the
source code and binaries. It is our hope that as BEE is US§Acp server node(s) will extract their configuration from the
by the community, that others will contribute to the imaggmyjab/NS configuration file. For anything more than a simple
building and documentation effort. LAN topology, DHCP forwarders are likely to be necessary,
which at present need to be chosen manually and enabled via
the Emulab/NS file. The DHCP servers are configured to only
Bots in the live Internet expect a standard set of services W@ipond to MAC address prefixes corresponding to VMware

will not operate without them. Thus, the same set of servicggtyal adapters, which otherwise cause problems with the
must be available in any test environment built from BEkgsthed bootstrapping mechanisms.

OS/bot images. The set of services listed below have been
configured, tested and packaged for easy instantiation and usg) Other Services:Several additional capabilities are in-
in BEE. We anticipate expanding this set over time as nesuded in BEE to enhance usability. First, packet measurement
bots that require additional services are added to the librarWWAIL includes systems with high performance hardware-
1) IRC Server:At present, Internet Relay Chat [41] is thebased packet capture capability which can be used BEE
primary means for bot command and control. We use IRCExperiments), link tracing and propagation delay emulation
hybrid7 to provide IRC services in BEE [42]. Our defaulean be specified in the Emulab/NS configuration file, and
configuration disables many of the anti-flooding control€xamples are included in BEE/NS templates. We also included
Users can, of course, modify the configuration of the IR@ Nepenthes honeypot image that is simple to instantiate from
daemon or completely replace it if required. the Emulab/NS. A Harpoon image is also included, which
2) DNS Server:BIND can be run on any of the experi-enables background traffic generators to be easily included in
mental nodes. The default configuration for BEE sets up a rgdtperiments [43].
zone that can be updated via DynDNS which is frequently usedy fina| capability that is important in the analysis of bots
by bots [17]. Users specify DNS entries in the Emulab/Ng, jsolation is instrumentation and monitoring of the OS/bot
conflgqratlon file, which are added tg each server on Stal‘tLiIﬁ),ageS themselves. Dynamic profiling tools such as IDA
or entries can be manually added via the NS-update tool. g [29] can be used to provide disassembly information on
default wild card can also be used, returning a single addrggg ot jtself, while tools available from Sysinternals provide
for aII_ names. For sgcunty purposes, BIND is configured _rgn array of information on MS Windows OS behavietd|,
only listen on experimental interfaces and does not providgjities for file system, network, process and other resource
1 . . . . usage) [31]. While not currently available in BEE, we plan to
The details of malware naming conventions vary widely and we are . . . .
clude these and other instrumentation tools in future versions

attempting to be consistent with projects such as MITRE’s Common Malwahd
Enumeration [40]. of BEE.

C. Network Services



D. BEE Security the options they want to enable in their network including the

Since real instances of malicious code are available in BEEJ,eC'f'C OS/bot image, the specific services, etc. This network

great care must be taken to prevent an outbreak beyomJJS athen mstanﬂgted on the tgstbed (zissgmmg the req.uested
es are available), users issue a “go” command via the

specified testbed boundary. The security mechanisms in BE : :

are designed to prevent non-BEE aware bots from sendi‘f? tbed server that starts_ all of the virtual machines, and_then
packets beyond the testbed perimeter and to prevent users f s can, for example, issue commands to the bomet via the
inadvertently allowing malicious traffic to escape. We belie\) Server.

that the mechanisms described below plus limiting BEE accgsschallenges and Limitations in Using BEE
to authorized users are sufficient, although we will periodically

o . As noted in Section I, there are several challenges that must
reevaluate both our policies and mechanisms.

be addressed before the vision of conducting realistic tests

o . ; With botnet mesocosms can be fully realized. The nascency
authorization. First, management/control traffic from user

ttin nd running experiments and test traff ner bt malicious botnet research limits, for example, our ability to
SEtling up and running experiments and test traffic gene a}ﬁﬁ{l?j representative botnet topologies. It also precludes study
by bots and services during experiments flow over logical

. . o of bots that require services or configurations that we are
separate networks. We enforce this policy via filtering ru'%fnaware of and thus have not included in BEE
on the hosts that run OS/bot images; the primary rule belngoLjr security policy preventing all outgoing connections

do not forwarq any traffic out the (?ontrql interface. .S'm'Timits the diversity of bots in the BEE library. Some bot
larly, we configure all network services in the experime

. o ariants install a simple module on a compromised host that
to generate traffic that is limited to the testbeslg., by P P

. . . . then “phones home” to download additional code as needed
disabling recursive DNS. To guard against testbed hosts be as directed by the botmaster. In general, it is difficult (or

Nious reasons, any packet that would do damage beyond

and the nodes is allowed. Emulab has built in support f%e testbed must be blocked. Therefore, we blaktloutgoing
creating "Secure Environments" via filtering nodes in th : o : . ’ :
control network, and also isolation of the testbed infrastructugonnecnons' A similar challenge is faced by honeypot oper

. . . Kors. If all of the code segments of a particular bot variant
can be achieved t.)y using thg E.mula_b in Emulab™ featur ere captured by other mearesd.,a honeypot), then a “phone
The second security mechanism is a firewall deployed on t

. . N N&me” server could be added to BEE.
WAIL border and configured to block all outgoing connections As mentioned above, anti-debugging and anti-virtualization
and UDP traffic. This policy prevents some types of bots frogw ’

. ; . . apability in bot code binaries presents challenges in buildin
being used in BEE as described below. The firewall mechanl%  the éS/bot image library. V?/hile most of thegbots that weg

s complemented by a separate monitoring system Wh'ﬁ ve experimented with to date do not have these capabilities,

enables us tot krj(;)w |ft\;>/urkm33han|stms r}a\t{e faﬂe?. Final} 'is prudent to expect that most future bots will. In the case of
an expenment-wide network address transiation System can| ?i-virtualization, we plan to continually augment out OS/bot

used to limit all bot packets to RFC1918 addresses [44] that age building methods to include the latest counter detection

not routable in the live Internet. O_ur_approach is to connect %echanismse(.g. [38]), although we expect there will always
bot hosts to NAT systems that will intercept all packets fro e some images that can only be run on a stand alone host,

23:2rahnc?sgsragstlﬁéetg:g;gds\;gsszs.r??:ge rfc()):gsasrdclxrf]ge tthe(i]r:;lrﬂhe case of anti-debugging, as dynamic analysis tools that
! ' ' P X account for these capabilities become available, we will

the NetPath delgy em.ulat(.)r for this purpose [45]. While NAT IS clude them in BEE.
the default configuration, it can be changed by users to enable,
e.g.,experiments focused on examining scanning capabiliti€s Future Work on Scalability

of bots. While virtualization enables individual systems to run mul-

. tiple bot images simultaneously on a single PC, the actual
E. Using BEE multiplexing factor is limited by the system resources required

BEE is realized as a library of OS/bot images, a set by each bot. The point is that users must be careful not to
configuration scripts and a set of Emulab/NS templates theltew experimental results by overloading systems with too
are available to authorized users. Upon testbed approval, usaesy bot images. Our own experience in this regard indicates
begin by creating an Emulab network topology from scratdhat multiplexing factors of less than 10 to 1 are reasonable in
or using a BEE template. A network can be as simple asmaost cases. Trial-and-error is the only way at present to make
single node running one OS/bot image or a large, multi-notléis determination. Since all Emulab-enabled testbeds are well
topology with complex interconnections, diverse propagatiamder 1K PCs, a federation between testbeds will be necessary
delays and realistic background traffic. Once the network hesconduct experiments with networks over 10K bots (which
been built, users then edit the NS configuration file to specifire not uncommon [3])



Beyond federating Emulab-enabled environments, anothelUsing two OS/bot images from the BEE library and BEE
avenue we are pursuing is to enable the considerable resousmpts to deploy the required services (including security mea-
available from grid computing infrastructures to be used sures described in Section IIl), we conducted three different
BEE experiments. For example, the Condor Project contrdistnet tests, the details of which are given in Table I. The
a large number of systems on our campus which are opefdgus of each test was to measure, characterize and compare
available for research [46]. The integration of these nodesthe basic features of bot command and control traffic. We
temporary resources could potentially provide us the ability taptured all IRC traffic in each test using tcpdump running
scale the number of bot instances into the thousands. Howewar,the node represented at point A in the topology.
the distributed nature of these resources, and the requiredach test consisted of issuing a set@f c¢;...cy com-
security measures needed will make integration a challenggands to a 150 node botnet. A script running on the master
We are currently investigating the feasibility of this idea. node sent each commangdto the IRC server five consecutive
timesi.e.,, G1...G s with a 60 second spacing between com-

IV. BEE DEMONSTRATION A ; Lo
) ] mand and followed by a one minute interval before issuing
To provide perspective on BEE capabilities, we conductgfle next command.1. This resulted in tests running for

a set of simple tests that characterize command and confighyoximately 45 minutes. Loading the virtual machines takes
traffic for several different botnet mesocosms. Our intentiofyout 15 minutes, and the tests run for about 30 minutes
is to highlight the process of building and exercising botnefgym initial command to end. In the case of test #2, Harpoon
in BEE. The results from the tests are not intended to Bgckground traffic generators warmed up for 1 minute before
representative of real instances of botnet use (indeed an @ffa Master began issuing commands.

line analysis from empirical traces would be much more The Agobot variant used in the tests has a weak random
informative). However, one can envision using a similar envisickname generator and with a high probability collisions wil
ronment to conduct repeatable tests in which ground truth cggeyr. Since it has no mechanism for collision detection, if
be established o.g., new tools for detecting bot commandyames collide on start up, a bot will continually attempt to
and control traffic, or bot scanning/propagation over a range @nnect and eventually timeout to the IRC server. To address
bot types, botnet S|zes.and configurations, or the scalab|I|tytﬂfs, several minutes after tests #1 and #2 were started, we
honeynet systems designed to capture malware such as bgiseq a manual process to identifpnnectedbots and direct

A. Experimental Setup and Protocol them to choose a new IRC nickname. This, in turn, enabled

The network topology used in all tests was built in WAIL,the unconnectedots to join the channel.

and is shown in Figure 2. The design goal was a network with Results
a range of propagation delays and with sufficient link capacity 5 simple statistical summary of the command and control

so that congestion would only potentially become an issue @l¢ic characteristics is given in Table II. To focus the char-
the single bottleneck (node A) when background traffic Wagerization, we define husy periodin a test as an interval

introduced. that begins with a Master sending a commangdand ending
owst N with the first zero packet per second interval aftgr is sent
_/ N (thus, there are 25 busy periods for each test). The Busy Period
; Packet per Second (BPPS) results for tests #1 and #2 reflect
the command, ACK, response and confirmation packets sent
by the bots. The differences in the results for tests #1 and
#2 are primarily due to timing and traffic randomness in the
tests and do not reflect significant underlying effects includ-
ing background traffic. This inherent randomness may be a
harbinger of the difficulty of developing statistical methods
for identifying this traffic in the live Internet. The difference
in BPPS for the Agobot tests versus the Spybot test #3 is
primarily caused by the responses to the command seds (
Fig. 2. Network topology used for the BEE case study. “list p” generates a great deal of traffic), and does not indicate
any relative inefficiency of Spybot communications.

The botnet groups 1 through 6 shown in Figure 2 consistedAn example of the IRC packet per second time series from
of 5 PCs per group. Each of these PCs ran VMware Servest #1 is shown in Figure 3. The figure shows the predictable
1.0.1. We loaded 5 virtual machines per PC for each test. \fattern of busy and non-busy periods due to our test protocol.
arrived at this multiplexing factor by monitoring resource utiA small amount of activity can also be seen in non-busy
lization (CPU, memory, network) during tests. Five images peeriods. This traffic is attributed to the IRC ping/pong packets
host kept CPU utilization below 100% thereby amelioratinffom the server to the bots, which takes place throughout the
the impact of virtualization on results. tests. The fact that spikes of this ping-pong packets are visible

Oms delay

Harpoon Server

100ms delay

IRC Server Master

Eot group #&



TABLE |
DETAILS FOR THE THREE DIFFERENT TEST CONFIGURATIONS USED IN THEEE CASE STUDY.

[ Test # ]| Image (os/bot) | Topology [ Link BW ] Master Commands. [ Background Traffic [ Runtime
1 W2K/Agobot | 150 bots (30 per 6 bot groups) 1Gbps " bot.secure”,".bot.unsecure"”, None 46:53minutes
as shown in Figure 1 ".cvar.set do_avkill false",
“.bot.rndnick”, ".irc.join #botnet2"
2 W2K/Agobot | 150 bots (30 per 6 bot groups) 1Gbps ".bot.secure",".bot.unsecure” | Harpoon @ 200Mbps 47:08 minutes
as shown in Figure 1 ".cvar.set do_avkill false", at node A
“.bot.rndnick”, ".irc.join #botnet2"
3 W2K/SpyBot | 150 bots (30 per 6 bot groups) 1Gbps "info","list p*","makedir test" None 39:31 minutes
as shown in Figure 1 "startkeylogger","stopkeylogger"
TABLE I

SUMMARY STATISTICS FOR COMMAND AND CONTROL TRAFFIC FOR EACH TEST IN THBBEE CASE STUDY. BPPS =PACKETS PER SECOND DURING BUSY
PERIODS BPL =BUSY PERIOD LENGTH

[ Test # [| Mean BPPS [ Std Dev. BPPS| Max BPPS | Mean BPL | Std. Dev. BPL | Max BPL |

1 680 828 3452 12.3 6.1 25.0
2 788 693 2457 9.8 5.9 19.0
3 1384 1441 6816 8.5 4.3 23.0
T 8 o B
S a c o
3 g 8
1] o @
[ = o]
g : g 3z
o B k)
e 7 £ 3
8 g & 7
o = o
1 1‘50 1 2‘00 1 2‘50 1 3‘00 1200 1 2‘50 1 3‘00 1350
Time Time

Fig. 3. Snapshot of IRC packet per second time series from test #1. E&idh. 4. Snapshot of IRC packet per second time series with 10 OS/bot images
spike begins when the bot master sends a commend. per node (150 bots total).

in the figure is due to synchronization of this traffic that arisésotnets, and for building effective counter-measures against
throughout the course of the tests. this threat. In this paper we describe the Botnet Evaluation En-
Finally, we include an IRC packet per second time serigdronment, which has been developed to test and evaluate bots
graph in Figure 4 from a test where 10 bots per PC were us@dEmulab-enabled testbeds. The first component of BEE is a
on 15 systems (3 per group with no 0 delay group) for a tot@brary of OS/bot images and associated meta data that have
of 150 bots. The key observation is that the busy periods haveeen built from bot code source and binaries. Key challenges
significantly different profile versus Figure 3 resulting from thén this effort were automating the task of constructing OS/bot
5 bot per node configuration. The difference is caused by CRdages from binaries and understanding how images can be
contention on each VMware node by running 10 bot imagesed in virtualized environments. The second component of
leading to commands taking much longer to complete. TRBEE are the support services that are required for bot and
would not be evident in the live Internet where there is a onBotnet operation. The current set of services includes DNS,
to-one correspondence between bots and hosts, and highligRts and DHCP along with standard support tools such as
the care that is required in creating BEE configurations.  VM/OS monitors, honeypots and background traffic generators
that are commonly used in tests. A set of configuration scripts
V. CONCLUSIONS ANDFUTURE WORK have been developed that enable all of these services to be
The premise for our work is that realistic and securautomatically deployed in a test network. The third component
testbed environments are important for understanding bots aiffdBEE are the security mechanisms that were employed to



ensure that no BEE traffic goes beyond a specified perimetegz]
These systems include NAT functions that aim to ensure
all destination addresses in packets are RFC1918 complia[r%{
(unroutable in the Internet), a firewalled network perimetery]

and a separate management network.

To demonstrate the process of building and testing botneld
with BEE we created three different botnet mesocosms in thgj
Wisconsin Advanced Internet Lab. The network topology for
each consisted of 46 PCs connected with varying propagati
delays to an IRC server. We exercised the botnets by issuing
a series of commands via IRC, and measured the resulting
command and control traffic. A simple qualitative and quantj

tative characterization of the traffic was presented, which

hope will inspire future creative use of BEE by the researgi]

community toward the goal of reducing the botnet threat.

Our BEE development activities are on-going. We belieVs?
that the initial utility of BEE will be primarily in the study [13]
of individual bots. To that end, one of our most important
tasks is continuing to add images to the OS/bot library. THEY
challenges in this task are in automating the image generation
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process, creating detailed documentation for images generdiet! P. Barford and V. YegneswaraAn Inside Look at Botnetser. Advances

from binaries, and developing mechanisms for overcomirfﬂ;]

in Information Security, Malware Detection. Springer, 2007, vol. 27.
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anti-debugging and anti-virtualization capabilities. We hoge7] p. bagon, C. Zou, and W. Lee, “Modeling Botnet Propagation Using

that the research community will eventually engage in the
image repository building effort as our tools mature and ﬂ[?s]

utility of BEE becomes clear.

An important objective in future work is to increase the
utility of experiments with botnet mesocosms. On-going r
search by the community on botnet characteristics, capabilit
and behaviors will be reflected in enhanced BEE services,

configurations and documentation, enabling more detailed

realistic experiments with collections of bots. It is importa
to note that the DETER [11] testbed has been designed
specifically for experiments with malicious code. We have

recently begun communicating with DETER developers ar%l]
look forward to the opportunity to streamline BEE's security
mechanisms by taking advantage of built-in capabilities in
DETER. Finally, we will continue to investigate methods fol

expanding the scale of botnet experiments.
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