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e Valid statistical guarantee
e Efficient
e Easy to use

e |nstills confidence in election results for
voters and officials

e Software independent
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e One approach: eliminate computers
e Our approach: automate, but verify
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Auditing Third Parties
System for
Verification
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%xml wersion='1.d" encoding= LI ! g !5
<Puml-styleshest ty) Ytext sl b wsltest.xs1"?>

<audit date="12/21/2802" starttime="@1:81:31">

celectionk<nameMational Election</homer<date’ 2005-11-11</dater</election?
SISV S 1 T 1 [ R [ T R 1 P T O 0 P IR T R 1P 0 PR P IR R P (PR Pt

<inputs
<precinctlists
{precinct:P1{fprecinct

{precinct>P18< /precinct
<precinctxP11 /precinct Ser en ere a a
<pr‘ecinct>P12<§r\ecinct>

dprecinct>P123</precinctl
<pr‘ecinct>P14</pr*ecinct>
<pr‘eeinct>P15<fr‘ecinct>
<pr‘ecinct>P1E|<fr‘ecinct>
<pr‘ecinct>P1?</:r*ecinct>
<pr‘eeinct>P18</pr*ecinct>
dprecinct>P19< /precinctl
‘precinct P2 dfprecincty
{precinct>P2a</precinct>
{precinctP3precingt?
<precinct>P4 < precinct’
<pr‘eeinct>P5<fr‘ecinct>
<pr\ecinct>P6<fr\ecinct>
<pr‘ecinct>P?<fr‘ecinct>
<pr‘ecinct>P8<fr‘ecinct>
{precinct>PA{pracincts

o <—— Calculations

<rand message="@"»
<selection3Pl{/selection}

<hexoutput>6d?1 781 2bes ] cle20ZecchZe3a fHEZ04 20024 74dd650dacde 7d480e3b375 7430 < fhexoutput> -
{decoutput}@ 427512 < decoutput?

<Arand

<rand message="1">
{selectionP18</selaction>

<hewoutput> 720452305501 20259 193253001 46145424 3a3bal1 626 {59583 caad 3 f1 fI123e < hexoutputs - I n t
{decoutput>@ . 447576 < fdecoutput >

< Arand >

<rand messoge="2"»
¢selectiondP11</selaction>

L] L
¢hewoutput>EbEebdl ca2 162040 RS2 PhE f6 7240 fhBS438fSachb ] Sfol 7OB2E430a3eb3a7hE < fhexoutput - P re C I n Ct O r b a I I Ot S e I e Ctl O n S
<decoutput@ . 419658 < decoutputy

<Arand>

{rand message="3">

{selectionP124/selection?

{hexoutput’ 1 bATebSASEebd3be f 1 748962026 fadb FE7aA2E7 1 28281 fALAZ f31 GoBadcbaal < fhexoutputs
{decoutput>@ . 185508 < fdecoutputs

< Arand >
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Attributes of log
— XML: can be easily parsed

— Stores all information necessary to recreate an audit,
either by hand or with another machine

A log verifiable by a third party
ensures software independence.
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e Web application
e Python with Django web framework

Goal: auditing interface easy for non-expert users




Auditing Steps:

« Choose election

+ Select races and
algorithms

« Roll die

« Run algorithms

« Download results

+ Upload recount
results

Post Election Auditing Tool

Home

Create an Account

Project Info

Welcome, you are currently logged in.

Begin the audit process

Snapshot of previous audits:

Logout

Audit

Precincts linked?

Dierolls complete?

Faces Audited

View Results

Continue audit

Yes
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Examine election data | Examine ballot data




Auditing Steps:

« Choose election

« Select races and
algorithms

« Roll die

« Run algorithms

« Download results

+ Upload recount
results

Post Election Auditing Tool

Home

Create an Account

Project Info

Logout

Select races in election "November 2008 - Humboldt County":

Audit race?

Race name

Algorithm

™

President

| Exact Percent ﬂ

Percent of precincts:

% (0-100]

U.S. Representative

| Exact Percent E]

Percent of precincts:

% (0-100]

Member of State Assembly

| Constant Sample Size ﬂ

Confidence level:

S (0-100]

Ferndale Mayor

Exact Percent

Percent of precincts:

% (0-100]

Percent by Probability
Constant Sample Size
Varying Sample Size




Supported Algorithms
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Precinct-based algorithms:

e Exact Percent
e Percent by Probability

Ballot-based algorithms:
e Constant Sample Size
e Varying Sample Size
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e Assume two races A and B over the same
set of precincts

e Goal: choose 2% of precincts for Race A and
3% of precincts for Race B
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Set of all ballots, S
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Set of all ballots, S

S,& Sg
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“1,2,1,4,4,...”

N\

PRNG
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e Ballot images from Humboldt County (CA)
Election Transparency Project (Nov 2008)

e Textual ballot representations from Mitch
Trachtenberg’s Ballot Browser program

e 29 races; 145 precincts; 128,144 ballots
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e Loaded the data from individual ballots into our
database

e Used the system to run a mock audit

e |n order to simulate a manual recount, compared
the ballot images against the data in our database
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Audit | Algorithm Parameter | Precincts | Ballots Percent ballots
chosen Chosen | chosen
1 Exact Percent | 1% of 33 15,613 12%
precincts

2 Exact Percent | 1% of 15 5,768 4%

(linking) precincts
3 Constant 99% N/A 3,006 2%

Sample Size confidence
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Automation can
e Make post-election audits more efficient

e Expand the scope of complex auditing algorithms
and reduce the number of ballots to be counted

as long as the output can be independently verified.
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