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Enterprise appliances
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ÅHigh performance
ÅScalable and highly-available access

Networkattached storage, routers, etc.



Example Appliance
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ÅMonolithic kernel
ÅKernelcomponents

Problems:

ÅFault isolation
ÅPerformance isolation
ÅResource provisioning



Split architecture
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Benefits of virtualization
ÅHigh availability 
ÅFault-isolation
ÅMicro-reboots
ÅPartial functionality  in case of failure

ÅPerformance isolation

ÅResource allocation
ÅConsolidation and load balancing, VM migration

ÅNon-disruptive updates
ÅHardware upgrades via VM migration
ÅSoftware updates as micro-reboots

ÅComputation to data migration
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Main Problem: Performance
Is it possible to match performance of a monolithic  

environment? 
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ÅLarge amount of data movement between components
ÅMostly cross-core

ÅConnection oriented (established once)

ÅThroughput optimized (asynchronous)

ÅCoarse grained (no one-word messages)

ÅMulti-stage data processing

ÅMain cost contributors
ÅTransitions to hypervisor

ÅMemory map/copy operations

ÅNot VM context switches (multi-cores)

ÅNot IPC marshaling



Main Insight: Relaxed Trust Model

ÅAppliance is built by a single organization
ÅComponents: 
ÅPre-tested and qualified

ÅCollaborative and non-malicious

ÅShare memory read-only across VMs!

ÅFast inter-VM communication
ÅExchange only pointers to data
ÅNo hypervisor calls (only cross-core notification)
ÅNo memory map/copy operations

ÅZero-copy across entire appliance

7



Contributions

ÅFast inter-VM communication mechanism

ÅAbstraction of a single address space for traditional 
systems

ÅCase study
ÅRealistic microkernelizednetwork attached storage
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Design
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Design Goals

ÅPerformance
ÅHigh-throughput

ÅPracticality
ÅMinimal guest system and hypervisor dependencies

ÅNo intrusive guest kernel changes 

ÅGenerality
ÅSupport for different communication mechanisms in the 

guest system
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Transitive Zero Copy
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ÅGoal
ÅZero-copy across entire appliance
ÅNo changes to guest kernel

ÅObservation
ÅMulti-stage data processing



Pseudo Global Virtual Address Space

12

264

0

Insight: 
ÅCPUs support 64-bit 
address space
ÅIndividual VMs have 
no need in it



Pseudo Global Virtual Address Space
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Pseudo Global Virtual Address Space
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Transitive Zero Copy
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Fido: High-level View
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Fido: High-level View
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ÅάŎέ ςconnection management
ÅάƳέ ςmemory mapping
Åάǎέ ςcross-VM signaling



IPC Organization
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ÅShared memory ring
ÅPointers to data



IPC Organization
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ÅShared memory ring
ÅPointers to data

ÅFor  complex data structures
ÅScatter-gather array



IPC Organization
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ÅShared memory ring
ÅPointers to data

ÅFor  complex data structures
ÅScatter-gather array

ÅTranslate pointers



IPC Organization
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ÅShared memory ring
ÅPointers to data

ÅFor  complex data structures
ÅScatter-gather array

ÅTranslate pointers

ÅSignaling:
ÅCross-core interrupts (event channels)
ÅBatching and in-ring polling



Fast device-level communication

ÅMMNet
ÅLink-level

ÅStandard network device interface

ÅSupports full transitive zero-copy

ÅMMBlk
ÅBlock-level

ÅStandard block device interface

ÅZero-copy on write

ÅIncurs one copy on read
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Evaluation
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MMNet Evaluation
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ÅAMD Opteronwith 2 2.1GHz 4-core CPUs (8 cores 
total)
Å16GB RAM
ÅNVidia1Gbps NICs
Å64-bit Xen(3.2), 64-bit Linux (2.6.18.8)
ÅNetperfbenchmark (2.4.4)

Loop NetFront MMNetXenLoop



MMNet: TCP Throughput
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MMBlkEvaluation
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ÅSame hardware
ÅAMD Opteronwith 2 2.1GHz 4-core CPUs (8 cores total)
Å16GB Ram
ÅNVidia1Gbps NICs

ÅVMs are configured with 4GB and 1GB RAM
Å3 GB in-memory file system (TMPFS)
ÅIOZonebenchmark

MMNetXenBlkMonolithic



MMBlkSequential Writes
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