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Enterprise appliances

(Il

Networkattachedstorage, routers, etc.

A High performance
A Scalable and highigvailable access



Example Appliance

A Monolithic kernel
A Kernelcomponents

Problems:
A Fault isolation

A Performance isolation
A Resource provisioning




Split architecture




Benefits of virtualization
A High availability

A Faultisolation
A Micro-reboots
A Partial functionality in case of failure

A Performance isolation

A Resource allocation
A Consolidation and load balancing, VM migration

A Non-disruptive updates
A Hardware upgrades via VM migration
A Software updates as mici@boots

A Computation to data migration



Main Problem: Performance

Is It possible to match performance of a monolithic
environment?

A Large amount of data movement between components
A Mostly crosscore
A Connection oriented (established once)
A Throughput optimized (asynchronous)
A Coarse grained (no ongord messages)
A Multi-stage datgprocessing

A Main cost contributors
A Transitions to hypervisor
A Memory map/copy operations
A Not VM context switches (multiores)
A Not IPC marshaling



Main Insight: Relaxed Trust Model

A Appliance is built by a single organization
A Components:

A Pretested and qualified
A Collaborative and nomalicious

A Share memory readnly across VMs!

A Fast intefVM communication

A Exchange only pointers to data
ANo hypervisor calls (only cresere notification)
ANo memory map/copy operations

A Zerocopy across entire appliance



Contributions

A East interVM communication mechanism

A Abstraction of a single address space for traditional
systems

A Case study
A Realistianicrokernelizednetwork attached storage



Design



Design Goals

A Performance
A Highthroughput

A Practicality
A Minimal guest system and hypervisor dependencies
A No intrusive guest kernel changes

A Generality

A Support for different communication mechanisms in the
guest system
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Transitive Zero Copy

A Goal

A Zerocopy across entire appliance
A No changes to guest kernel

A Observation
A Multi-stage data processing

11



Pseudo Global Virtual Address Space
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Pseudo Global Virtual Address Space
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Pseudo Global Virtual Address Space
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Transitive Zero Copy
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Fido: HigHevel View




Fido: HigHevel View




IPC Organization

A Shared memory ring
A Pointers todata
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- Requests -
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Responses
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IPC Organization

A Shared memory ring
A Pointers to data

A For complex data structures
A Scattergatherarray

Responses
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IPC Organization

A Shared memory ring
A Pointers to data

A For complex data s
A Scattergatheyarray

A Translate poingérs

Responses
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IPC Organization

A Shared memory ring
A Pointers to data

A For complex data s
A Scattergatheyarray

A Translate poin
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Fast devicdevel communication

A MMNet
A Linklevel
A Standard network device interface
A Supports full transitive zeroopy

A MMBIK
A Blocklevel
A Standard block device interface
A Zerocopy on write
A Incurs one copy on read
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Evaluation



MMNet Evaluation
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I
Loop NetFront XenlLoop MMNet
A AMD Opteronwith 2 2.1GHz 4ore CPUs (8 cores
total)
A 16GB RAM

A NVidialGbps NICs
A 64-bit Xen(3.2), 64bit Linux (2.6.18.8)
A Netperfbenchmark (2.4.4)
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MMBIk Evaluation

Monolithic XenBlk MMNet

A Same hardware
A AMDOpteronwith 2 2.1GHz 4ore CPUs (8 cores total)
A 16GB Ram
A NVidialGbps NICs

A VMs are configured with 4GB and 1GB RAM

A 3 GB iamemory file system (TMPFS)

A 10Zonebenchmark
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