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Esafe

|, 800 LOC adsafe.js library

50 calls to three kinds of assertions
40 type-tests

5 regular-expression based checks

60 privileged DOM method calls
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Bsafe?

|, 800 LOC adsafe.js library

50 calls to three kinds of assertions
40 type-tests

5 regular-expression based checks

60 privileged DOM method calls
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Definition |1 (ADsafety): If all
embedded widgets pass JSLint, then:
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Definition |1 (ADsafety): If all

embedded widgets pass JSLint, then:

| .Widgets cannot load new code
at runtime, or cause ADsafe to
load new code on their behalf;

eval()
document.write()
document.createElement("script")
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<div>
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Definition |1 (ADsafety): If all
embedded widgets pass JSLint, then:

| .Widgets cannot load new code
at runtime, or cause ADsafe to
load new code on their behalf;

2.Widgets cannot obtain direct
references to DOM nodes;

3.Widgets cannot affect the
DOM outside of their subtree;
and

4.Multiple widgets on the same
page cannot communicate.




Goal:
Verify ADsafe
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untrusted, but
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Goal:
Verify ADsafe

| + Jabout:blank ¢ |

Goal: model
JSLint

ADSAFE. get [ ADSAFE.get(obj, x)

& J
gsaf
sa e untrusted, but

passes JSLint
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JSLint ensures:
no DOM node
references

“Widgets cannot obtain direct
references to DOM nodes.”
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JSLint ensures:
no DOM
references

ADsafe ensures:

only “safe”
methods on
bunches

node

“Widgets cannot obtain direct
references to DOM nodes.”
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JSLint ensures:
no DOM node
references

ADsafe ensures:
only “safe”
methods on
bunches

bunch.__nodes_

“Widgets cannot obtain direct
references to DOM nodes.”
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JSLint ensures:
no DOM
references

ADsafe ensures:

only “safe”
methods on
bunches

JSLint ensures:
__hodes__is
“private”

node

bunch = {

__nodes__ : array of nodes,
append: function ...,
getText: function ...,

. .« 20 functions

}

bunch.__nodes_

/@\

<div>

Untrusted
Widget

<b>

“Widgets cannot obtain direct
references to DOM nodes.”

| 4



JSLint ensures:
no DOM node
references

ADsafe ensures:
only “safe”
methods on
bunches

JSLint ensures:
__nodes__is bunch.__nodes_
“private”

“Widgets cannot obtain direct
eferences to DOM nodes.”

| 4



JSLint ensures:
no DOM
references

ADsafe ensures:
only “safe”
methods on
bunches

JSLint ensures:
__hodes__is
“private”

ADsafe ensures:
DOM nodes are
not returned

node

bunch = {
__nodes___

}

array of nodes,

append: function ...,
getText: function ...,

20 functions

bunch.__nodes_

bunch.append(...)

Untrusted
Widget

“Widgets cannot obtain direct
references to DOM nodes.”

| 4



Goal I:
model JSLint
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var n
var S

var b

6
""a string”

true
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var n = 6
var s = "a string"
var b = true

Widget := Number + String + Boolean + Undefined + Null +

16



Widget := Number + String + Boolean + Undefined + Null +

|7



{ x: 6, b: "car" }

Widget := Number + String + Boolean + Undefined + Null +

|7



{ x: 6, b: "car" }
{ nested: { y: 10, b: false } }

Widget := Number + String + Boolean + Undefined + Null +
*: Widget

|7



{ x: 6, b: "car" }
{ nested: { y: 10, b: false } }
s{ __nodes__: 90 }

smyObj.prototype = { };
Widget := Number + String + Boolean + Undefined + Null +
*: Widget
__nodes__: Array<Node>
caller:

prototype:

|7



{ x: 6, b: "car" }

{ nested: { y: 10, b: false } }
s{ __nodes__: 90 }
smyObj.prototype {1 };

function foo(x) { return x + 1; }

foo(900)

foo.w = "functions are objects"

["array", "of", "strings"]

/regular[ \t]xexpressions/

Widget := Number + String + Boolean + Undefined + Null +
*: Widget
__nodes__: Array<Node>

caller:
prototype:

code : Widget x ... - Widget
__proto__: Object + Function + Array + ...

|7



JSLint Widget type-checker
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JSLint Widget type-checker

Claim:

evidence:
|,100 LOC of tests

or, passing |SLint =Widget-typable
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JSLint Widget type-checker

Claim:

evidence:
|,100 LOC of tests

or, passing |SLint =Widget-typable
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Goal I:
model JSLint

H0SAFE.get(ob3,

\Esafe)

untrusted, but
passes JSLint
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String
eval

wing

low.setTime

Widget-Widget

o
¢

ﬁ

out

window.setTimeout(callback, delay);



& Numbe r}"‘-
JJ'W////

String
eval

window.setTime¢out

o

Widgel—»Widget
\‘ ﬁ

/*: Widget x Widget - Widget */
ADSAFE. later = function(callback, delay)

{
if (typeof callback !== "function") {

throw "expected function";

}

window.setTimeout(callback, delay);

20



. window : {
Wldgetﬂwid eval: &,
get setTimeout : (Widget x ... - Widget) x Widget - Undefined,

i

-
a@\ e =
\d

] ////
o /*: Widget x Widget - Widget x/
ADSAFE. later = function(callback, delay)
~ {
~ =’ if (typeof callback !== "function") A{
‘ throw "expected function';

etszdget }

window.setTimeout(callback, delay);

window.setTime¢out

e

Widget-Widget

20




window : {
eval: &,

setTimeout : (Widget x ... - Widget) x Widget - Undefined,
. idget

/*: Widget x Widget - Widget */
ADSAFE. later = function(callback, delay)
{

if (typeof callback !== "function") {
throw "expected function';

}

window.setTimeout(callback, delay);

window.setTime¢out

e

Widget-Widget

20




window : |
eval: &,
setTimeout : (Widget x ... - Widget) x Widget - Undefined,

. dger

/*: Widget x Widget - Widget */
ADSAFE. later = function(callback, delay)

{
if (typeof callback !== "function") {
throw "expected function';
s

window.setTimeout(callback, delay);

} N\
@et X uonu —»Wi@

window.setTime¢out

e

Widgel—»Widget
q (@)

20



& Numbe r}"‘-
JJ'W////

window.setTime¢out

o

Widgel—»Widget
‘ 0

window : {

eval: &,
setTimeout : (Widget x ... - Widget) x Widget - Undefined,

Widget >
/*: Widget x Widget - Widget */
ADSAFE. later = function(callback, delay)
{

if (typeof callback !== "function") {
throw "expected function';

}

window.setTimeout(callback, delay);

) N\
@et X uonu —»Wi@

This is just one kind of if-split we handle.

—Politz et al. USENIX Security 201 | and Guha, Saftoiu, Krishnamurthi. ESOP 201 |.
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000 Joe Politz

+ imtpclfmwm.hmedu.' ¢ 1 Q- Coogle

amerofzoi'lwilhheschy
group at Google in Mountain
View.

Software

* (New!) The software that
accompanies the ADsafety

"
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JSLint model

Type-checked ADsafe

22



var fakeNode = {
tagName: "div",
appendChild: function(elt) A
var win = elt.ownerDocument.defaultView;
win.eval("alert('hacked')");

}
b
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var fakeNode = {
tagName: "div",
appendChild: function(elt) A
var win = elt.ownerDocument.defaultView;
win.eval("alert('hacked')");

}
b

var fakeBunch = { _ nodes_ : [fakeNode] };

Rejected by JSLint



var fakeNode = {
tagName: "div",
appendChild: function(elt) {
var win = elt.ownerDocument.defaultView;
win.eval("alert('hacked')");

}

&
var fakeBunch
var fakeBunch

{ _nodes__: [fakeNode] };
{ ' nodes_': [fakeNode] };

Rejected by |SLint

Accepted by JSLint

type error: expected Array<HTML>,
received Array<Widget>

23



/*: Widget x Widget - Widget x/
WrappedElt.prototype.style = function(name, val) {
var regexp = new Regexp("url");
if (regexp.test(val)) {
return error();

}

. this.__node__.stylel[name] = val ...

24



/*: Widget x Widget - Widget x/
WrappedElt.prototype.style = function(name, val) {
var regexp = new Regexp("url");
if (regexp.test(val
return error();

}

expected

String, received
Widget

. this.__node__.stylel[name] = va

24



/*: Widget x Widget - Widget x/
WrappedElt.prototype.style = function(name, val) { v
var regexp = new Regexp("url");
if (regexp.test(val
return error();

}

. this.__node__.stylel[name] = va

passes safety check

returns bad value

24



/*: Widget x Widget - Widget x/

WrappedElt.prototype.style = function(name, val) { v
gexp = new Regexp("url");

regexp.test(val
return error();

. this.__node__.stylel[name] = va

passes safety check

returns bad value

24



Definition |1 (ADsafety): If all
embedded widgets pass JSLint, then:

| .Widgets cannot load new code
at runtime, or cause ADsafe to
load new code on their behalf;

2.Widgets cannot obtain direct
references to DOM nodes;

3.Widgets cannot affect the
DOM outside of their subtree;
and

4.Multiple widgets on the same
page cannot communicate.

do
document.c

~ % )
% g ("script")

Untrusted
Widget
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Definition |1 (ADsafety): If all
embedded widgets pass JSLint, then:

‘/ | .Widgets cannot load new code
at runtime, or cause ADsafe to

load new code on their behalf;

‘/ 2.Widgets cannot obtain direct
references to DOM nodes;

3.Widgets cannot affect the
DOM outside of their subtree;

do
document.c

Y % 0
% g ("script")

Untrusted
Widget




Bsafe!

Caveats:
e || LOC unverified

* subtree property unverified
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JavaScript
program
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JavaSc ri pt desugar S }\JS

program program

Proofs for
JavaScript!?

Proofs for As.
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JavaSc ript desugar A

> JS

program program
Proofs .for SpiderMonkey 00 LOC Proofs for As.
J&V&SC rlpt? V8, Rhino interpreter

v v
“their “our
’ < . . > ’
answer identical for answer

Mozilla JS test suite*

— Guha, Saftoiu, Krishnamurthi. ECOOP 2010.
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banned = {
‘arguments’
callee
caller

'eval'
prototype
stack
unwatch
valueOf
watch

: true,
: true,
: true,
constructor :
: true,
: true,
: true,
: true,
: true,
i true

true,

+

function reject_global(that) {
if (that.window) {

¥

}

error();

error('ADsafe error.");

I 1f (/url/1i.test(string_check(value[1i]))) {
}

and other patterns...

28



banned = {

‘arguments' : true,

callee : true,

Eikli?uctor E;ﬂ:' function reject_global(that) { . . . .

: 1 . ! if (that.window) { if (Jurl/i.test(string_check(value[i]))) {
cva + true, error(); error('ADsafe error.');

prototype : true, ) }

stack : true, }

unwatch : true,

valueOf : true,

EE R and other patterns...

... can be succinctly expressed with types

Widget := Number + String + Boolean + Undefined + Null +
*: Widget
__nodes__: Array<Node>
caller: ¥
prototype:

code : Widget x ... - Widget
__proto__: Object + Function + Array + ...

28



Conclusion

|.Model sandbox as a type
system

Widget := Number + String + Boolean + Undefined + Null +

2. ObjeCt types for fipvl\‘liggi: Object + Fungtion + Array + ...

code : Widget x ... - Widget

JavaScript (% and ) e >

JavaScript Ns
3.Proofs over tractable -
JavaScript semantics o
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Unverified Code

function F() {};

ADSAFE. create
F.prototype
return new F

b

0

typeof Object.create === 'function' ? Object.create
typeof o === 'object' & o0 ? o : Object.prototype;

]
’

/*: (banned -» True) & (not_banned - False) x/
function reject_name(name) {
return banned[name] ||

((typeof name !== 'number' || name < 0) &&
(typeof name !== 'string' || name.charAt(Q) === '_"' ||
name.slice(-1) === "'_' || name.charAt(Q) === '-'));

: function (o) {
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Theorems

Lemma 1 (Type Preservation) If, for an expression e,
type T', environment 1" and abstract heap 3.,

L. Yo
2.2l esd angd
3. oe—o'é;
then there existsa X' with¥' - o' and X';T'Hée' : T.

Theorem 1 (ADsafety) For all widgets p, if
1. all subexpressions of p are Widget-typable,
2. adsafe. js is typable,
3. adsafe. js runs before p, and
4. op — o’'p’ (single-step reduction),
then at every step p', p’ also has the type Widget.
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Full Widget lype

Widget = na.

Str U Num U Null U Bool U Undef U
f Object U Function \

proto : UBunch U Array U RegExp
UString U Number U Boolean,

* . Q,

code : [Global U ala- - — a,
___nodes___" :Array(HTML)UUndef,

Ref{ "__star__ " :BoolUUndef, >

"caller” : &, "callee” : &,

"eval" : E;, "prototype" : &,

"watch" : &, “donstructor” : 3,

" proto ": E‘, "unwatch" : E‘,

"arguments" : &, "valueOf" : Absent,

L "toString" : Absent ¥




