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ÁMany Web services today are free/open access 
ÁSupported by advertising revenue 

ÁReaching critical mass requires low barrier to entry 

ÁPage views driven by user-generated content  
ǐVideos,  social networking updates, blogs, etc. 
 

ÁHowever: openness leaves sites vulnerable 
ÁExploitation of free resources 
ǐEx: Sending spam from Web-based email accounts 

ÁUnsanctioned advertising channels 
ǐEx: Spamming links on blog comments 
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ÁAbuse is profitable 
ÁKanich et al. estimated $7k/day email spam revenue 

ÁNontrivial to execute many schemes 
 

ÁLabor markets have evolved to supply workers 
ÁOne such labor market: online freelancing sites 

 

ÁWhy outsource abuse jobs? 
ÁCost effective: workers originate from low wage regions 

ÁAgile: workers are adept and technically capable 

ÁScale: ~one million workers on Freelancer.com 
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ÁScenario: Abuser wants to send spam via Web email  
ÁPrerequisite: Bulk accounts on Gmail 
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ȰÉ need gmail captcha entry 
agent immediately. 1000's new 
captcha entrys per week 
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ÁProblem: Google detects mass account creation 
ÁSolution: Purchase IP proxy services 
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ÁProblem: Google implements phone verification 
ÁSolution: Buy telephone numbers 
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ÁGoal: Assess the role of freelance labor in 
ÓÕÐÐÏÒÔÉÎÇ 7ÅÂ ÁÂÕÓÅ ÂÙ ÉÎÖÅÓÔÉÇÁÔÉÎÇȣ 
ÁTypes of services currently available 

ÁDemand for various jobs 

ÁCost of each abuse task 

ÁQuality of the delivered work 
 

ÁApproach:  
ÁCharacterize job postings on Freelancer.com 

ÁPost jobs and hire workers  
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ÁFreelancer.com: one of the largest 
outsourcing and oldest freelancing sites 
ÁClaims over two million employers and workers 

ÁUser population covers 234 countries/regions 

ÁExports API to query info on users and jobs 
 

ÁHow it works: 
1. Buyers/employers post jobs 

2. Workers bid on jobs 

3. Buyers select workers 
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ÁObtained seven years worth of job/user data: 

Á 840 k job descriptions 

Á 815 k user profiles 

Á 12 million bids 
 

ÁCategorizing dataset: 

ÁOf 2k manually labeled jobs: ~30% abusive 

ÁBeyond 2k jobs: trained SVM classifiers for 9 job types 
 

ÁPosted jobs to test quality/delivery of products 
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ÁMany abuse schemes require accounts 

ÁTo scale abuse, need large quantity 
 

ÁBasic Accounts:  

ÁRequirements: CAPTCHA solve, IP diversity 

ǐExamples: Plain Gmail, Hotmail, Facebook 
 

ÁVerified Accounts:  

ÁRequirements: Phone numbers, credit cards, etc. 

ǐExamples: Craigslist PVA, Ebay Verified Seller 
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50-200 fresh Craigslist 

PVAôsé made with different 

US IPé U.S phone number 

Gmail accountséUS ips and 

female name é rate $9/1000, 

need 50k 

ÅThe major email providers/social networks are targeted 
ÅCraigslist is the most targeted among all verified accounts 
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Basic Verified 



ÁCan workers deliver valid, bulk, web-based 
email accounts? 
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Craigslist Facebook 
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ÁOnline Ad Postings: Jobs to post daily 
advertisements to Craiglist, Kijiji, etc. 
 
ÁBulk Emailing: Jobs to send bulk emails 

 
ÁOnline Social Network Linking: Jobs that 

involve creating social links to users 
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ÁBuying friends, Facebook fans/likes for website 
pages, Twitter followers, YouTube subscribers, etc. 
 

ÁTrend: Surging rise in demand 
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I need to build up my fan base on 

Facebook for my musician 
ÐÁÇÅȣ (ÅÒÅ ÉÓ link to my ÐÁÇÅȣ 
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I'd also like to know your plan for 
converting people into buyers 
ÁÎÄ ÍÏÎÅÔÉÚÉÎÇ ÔÈÅ ÐÁÇÅȣ 
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ÁFacebook, MySpace, Twitter, and YouTube 
mentioned in 97% of jobs 
 

ÁTargeted demographics: High-income 
English speaking countries 

ÁUS (46%), UK (13.2%), Canada (9.5%) , AU(6.2%) 
 

ÁEmployers want real users: 

ÁOver 50% ÏÆ ÊÏÂÓ ÉÎÃÌÕÄÅÄ ȰÒÅÁÌȱ ÁÎÄ ȰÁÃÔÉÖÅȱ 
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ÁCan workers deliver quality social links? 
 
 

ÁTask: Acquire 1k links for a skin care site 

ÁTarget real people based in US, UK, and Canada 
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ÁOverview: Of the 10 workers selected, only 1 
ÄÅÌÉÖÅÒÅÄ ȰÑÕÁÌÉÔÙȱ ÌÉÎËÓ  
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ÁGoal: Assess if page links come from real users 

ÁObservation: Same users appear in multiple sets 

Ђ Ј ΧΦΦ ÓÈÁÒÅÄ ÁÃÃÏÕÎÔÓ  

= < 100 shared accounts 
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ÁUsers are fake: few friends, substantial 
number of links to other websites 

ÁMY1 delivered real, unsuspecting users 

Marcella Williams 

# Friends: 1 

# Page Links: ~2,647 

Mike Phay 

# Friends: 11 

# Page Links: ~1,326 

https://www.facebook.com/profile.php?id=1

00002233746684 
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Few Friends,  
Few Page Links 

MY1 set (real) 

Few Friends,  
Many Page Links 

Madden Scott 

# Friends: 0 

# Page Links: ~1,085 

Mia Windly 

# Friends: 70 

# Page Links: ~3,845 

Arthur Santos 

# Friends: 11 

# Page Links: ~32 

About me: 

I am an éhonest Man éI 

am a single mom of 2 girls 

and it is not easy...I am a 

hot latina, LMAO!!!  

https://www.facebook.com/profile.php?id=100002233746684
https://www.facebook.com/profile.php?id=100002233746684
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ÁGoal: Drive traffic to target website by 
gaming search engine algorithms 
 

ÁBackground (Google): 

ÁBacklinks: Incoming links to target website 

Á3ÉÔÅȭÓ PageRank score based on backlink quality 
 

ÁScheme:  Acquire large quantities of 
backlinks, either by spamming or purchasing 
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ÁȰGreyhatȱȡ 3ÐÁÍÍÉÎÇ ÆÏÒÕÍÓȟ ÂÌÏÇÓȟ ÓÏÃÉÁÌ 
bookmarking sites with backlinks 

Å Need someone with Level-2 Yahoo accounts who can 
post 1Ǫ!ȣ ×ÉÌÌ provide with live/click-able link to my 
website. I will pay 20 cents each. 

Å I need links for Relevant Blogs for product I am selling 
ȣÒÅÃÏÍÍÅÎÄ my product and post a link to my website 



ÁȰGreyhatȱȡ 3ÐÁÍÍÉÎÇ ÆÏÒÕÍÓȟ ÂÌÏÇÓȟ ÓÏÃÉÁÌ 
bookmarking sites with backlinks 

 

ÁȰWhitehatȱȡ %ØÐÌÉÃÉÔÌÙ ÆÏÒÂÉÄÓ ÁÂÕÓÉÖÅ ÔÅÃÈÎÉÑÕÅÓȟ 
but specifies PR of sites to purchase from 
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Å No classifieds or mortgage, gaming, web ÄÉÒÅÃÔÏÒÉÅÓȣ 
Å No article directories, ÆÏÒÕÍÓȣ 
Å No link farms, no link-exchange ÐÒÏÇÒÁÍÓȣ 
Å No exchange programs, web ÒÉÎÇÓȣ 
Å No gambling, adult & porn sites, pharmacy ÓÉÔÅÓȣȢ 



www.Naturalherbalz.com... 

125 social bookmarking 

submissions 
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ÁObjective: Determine sites targeted for backlink abuse 
ÁMethodology: Extract target URLs from job posts and 

use Yahoo Site Explorer API to find backlinks 



 
 
 
 
 
 
 
 
ÁBuyers willing to pay workers between $0.50 

and $25 for backlinks depending on PR of site 
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10 separate linksé PR 7 or 

more for ONE yearé willing to 

pay $5 to $10 per link 
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ÁBackground: keyword rich blogs, articles, 
forum posts used to influence search rank 
 
 

ÁPurpose:  

ÁKeyword density believed to affect PageRank 

ÁBacklinks posted with content are less suspicious 

ÁAds often shown in conjunction with content 
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Spinning in format {a|b|c|d}é  

4 combinations average in 

brackets 

Given 10 keywords to write 1 

articles about eachégood 

keyword densityé 

 
 
 
 

 

 
ÁLargest abuse class in dataset: 
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ÁCan workers deliver quality SEO content ? 
 

ÁMethodology: 

ÁCommissioned article writing task to 10 workers 

ǐPasses CopyScape, plagiarism detection tool 

ǐKeyword density (KD): 2-3% 

ÁSix article topics revolve around skin care (Anti-
wrinkle creams, acne cleansing, etc.) 
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ÁWorkers all completed task: 

ÁOne (out of 10) plagiarized two articles (out of six) 

ÁOne disregarded keyword density requirement 

ǐThree others failed check for 3+ articles 
 

ÁComputed FleschɀKincaid Grade Level score: 

Á Measures comprehension difficulty 

ÁSix scored above 8th grade level for all articles 

ǐCosmo articles scored at the 7th grade level 

 

 

 

Ȱ! ×ÒÉÎËÌÅÄ ÆÁÃÅ ÄÅÓÔÒÏÙÓ ÔÈÅ ÃÏÎÆÉÄÅÎÃÅ ÏÆ Á 
person specially that of a woman. She becomes a 
ÓÕÂÊÅÃÔ ÏÆ ÇÏÓÓÉÐȢȱ 

- Flesch-Kincaid grade level of 6 
 
 

 

Ȱ#ÏÎÊÕÇÁÔÅÄ linoleic acids revitalizes the skin's 
rebirth while decreasing the emergence of lines. ȱ 

-Flesch-Kincaid grade level of 11 
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ÁAttackers outsource number of abuse jobs: 

Á~30% of Freelancer.com jobs abusive 

ÁJobs spanned range of categories, from 
spamming, to account registrations, to SEO 

 

ÁEngagement with workers showed: 

ÁWorkers complete jobs 

ÁQuality of delivered product is highly variable 
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ÁLarge, cheap labor pool changes threat model 
ÁAutomation is not the only way 

ÁLargely removes difficulty in executing abuse task 
 

ÁOutsourced workforce enables new attacks 
ÁWorkforce is flexible, adapts to meet demand 

ÁAbusers innovate by trying different schemes 
 

ÁIdentification of abuse jobs is possible 
ÁWeb services: acquire insight into abuse techniques 

ÁFreelance sites: filter abuse jobs to disrupt ecosystem 

38 



 

39 



3000-4000 output per hour é  

image is yahoo captcha 

Rate is.80$-.85$ per 1k é 

Bangladeshi workers are 

preferable 

ÁOverview: Using humans to solve CAPTCHAs  
 

ÁEmployers post daily ads on Freelancer.com: 
 
 
 
 
 

Nightshift support on following 

servers: Qlink , Goodearners, 

Fasttypers, Mars dooms. 
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Å  CAPTCHA solving began at nearly $10/1,000 solves 
Å  Price stabilized to roughly $1/1,000 solves 
Å  Demand has remained stable since 2010 

2007: looking for $0.01 per 

solvedé typing 6 letter captchas 
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