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Spam-Business Model

A Spam fundamentally advertises goods for sale

A spammer revenue = orders placed x revenue/order

A Goal: Characterize this revenue

how much and from where
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Players inithe SpamEconomy

From: fvcjleo@acme.com

SECURE ORDER FORM

100% SECURE CREDIT CARD TRANSACTION

Order details

Zyrtec (Generic)
50 pills x 5 mg

Delivery type
Courier

Billing Address

WE ACCEPT

—
= B ()

Sum For your safety we use highly

secure order processing server

with our own secure certificate
1 $51.73

$14.95
Total  $66.68

Shipping Address

FintName  [Sanioy

] ®  shipping info equals to Billing Info
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Affiliate Marketer

(Spammer)
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FPharmary Exquress.

Affiliate Program




- ~ JP— Ty N7 .
m Haoms caitmr Ipesssyvmecrsa  Bonpoc - oteer Yo 1yt nponcxoant  KonraxTat W iL °000 } Jg
e

RX-Promr

L

O6ue Bonpocit
ICQ: 402961146

RX-Promotion — naprHepcKas nporpamma, no3soasionas y4acTHHKam sapabarsisa ‘
NpoA&Ke MEAHKAMEHTOB TaM, /1€ OHHM XOTAT H TaK, KaK OHH XOTHT. MoxHo OTKPbLITH

COBCTBEHHYIO OHNAMH-AMNTEeKY WK paboTaTh Yepes Haury ceThb.

[nasHoe — 370 HaifTH Nokynareas ¥ NpoAaTs MeAuKaMeHTsl. Hy 1, koHeuHo, e 3abuirs
MOAYYHTL NPHOLIIL: BNAOTL A0 60% oT cAenKH. CYMTaeTe 310 NpeA/IoKeHHe
HEeBbINOAHbIM? YT0 X, OCTaeTCH BaM TO/ILKO 1103aBHA0BATD.

Kcraru, a cefuac Ml pa3birpbiBaeM 3o1010H CAHTOK.

PEITMICTPAILIVIA »

r

HOMHCCHA

— Konxypew? Hy u vmo? 5 /0 Houxcox aamonenenit

~ Jlefiemaumensio, Wy u umo, nod SEO
nodymaeuts, Xapaeit auuzpams,
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On-demand
payment
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Bosmoorcnocmes omxpvims ceou
MA2a3uUH

XOTHTE OTKPHITE CBOIO OHNaiH-anTexy? MEI BAC MOIIEDKHBACM,
Bek COOCTBEHHBIN MarasiH naer Donee MHPOKHE BO3MOAKHOCTH
IULA MIPHBIICYCHHA NOCETHTENEH, paDoTel ¢ MOTEHIHAIBHEIMH
KIIHEHTaMH H II0HCKAa OPHIHHAIBLHOTO ITYTH pa3BHTHA OH3Heca.
[ToaTOMY MEI IIpEIaraeM pasMecTHTE Ball caiiT Ha OeclIaTHOM
xocTHHre RX-Promotion H noIy4eTE NPHATHEIH MOJApOK —
IOMEHHOE HMA. BripoyeM, BB MOeTe BEIOpaTh o000l XOCTHHT,
KOTODPBIH BaM MOIXOIHT.

CITy4ae, 3T0 DYIET Ballla CTPATErHd IIPOIAX.




Studying: affiliaté: proegrams

Oakland 2011 Click Trajectories study:

A 969 Million spam emails analyzed

A Identified all pharma, replica, software sites
A Mapped sites to affiliate programs

A Made multiple purchases per program

A Showed relationship between affiliate
programs and banks

Levchenkoet al. Click Trajectories: End-to-End Analysis of the Spam Value Chai
IEEE Security and Privacy 2011

- 6
@ UCSDCSE
Computer Science and Engineering




Customer:Service

A Customer service email includes order ID#

nin':m o supporti@drugs-support-24.com to gvheart Jan 11 | 4~ Reply | ¥
support@drugs-support-24.com to ck2171 Jan 11 | 4 Reg

+1(800) 998-7978 THEUspRUYe Dear Customer, your order was processed. The status of your order is "Sent to Warehouse

Aaaie) FEERL. O Oi Mheiey fae +1 (8900 9B P97 i'i support@rx-drugs-support.com to gvhasrxp Feb 8

Dear Customer, your order was processed. The status of your order is "Sent to War

[ A\\I(L\
HI‘.X\\\I Y

We have successfully checked all your data and prepared your order for the shipmei

The transactiop
Your Order s 45542?
You have purcha=e £ iollowing products at httpo/ithe-us-drugs.com/ :

Gamrng cutt ey Pehrows et et Ovéer mavn

SR ~ | VPXL 1 bottle x 1 pc . gty- 1, amount: 37.99 USD

Boslsellors!

dt ' . ' Total amount of your order is: 52.99 USD (with shipping)

Viegra tali Fomale Viagra
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Sequential Wpdate Hypaothesis

Each affiliate program has a single global
counter implementing order number.

When ordering from an individual Affiliate
Program, order numbers are sequentially
updated for each new order.
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Order  Throughput:inference

Order IDs

GlavMed

Affiliate
Program

= Order
our purchas Database
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AffiliateProgram coverage

NN
33)DRUGS

www. 33drugs.com

‘ Online
Pharmacy
Brand & Generic Medications

CANADIAN
ONLINE
PHARMACY

Pharmacy Express .com Sinee 2003

Canadian @ Pharmacy
#1 Internet Online Drugstore

66% of pharma spam

2%
¥ ) UCSDCSE
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World Software %4 .
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QUALITY SOFTWARE
YOUR SOFTWARE RETAILER

97% of downloadable
software spam




Dataset

156 orders over 2 months
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Order  Throughput:inference
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