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ÅSpam fundamentally advertises goods for sale

Åspammer revenue = orders placed x revenue/order

ÅGoal: Characterize this revenue

Spam Business Model

how much and from where



Players in the Spam Economy
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Studying affiliate programs

Oakland 2011 Click Trajectories study:

Å969 Million spam emails analyzed

ÅIdentified all pharma, replica, software sites

ÅMapped sites to affiliate programs

ÅMade multiple purchases per program

ÅShowed relationship between affiliate 

programs and banks
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Levchenkoet al. Click Trajectories: End-to-End Analysis of the Spam Value Chain

IEEE Security and Privacy 2011



Customer Service

ÅCustomer service email includes order ID#
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Sequential Update Hypothesis

Each affiliate program has a single global 

counter implementing order number.

When ordering from an individual Affiliate 

Program, order numbers are sequentially 

updated for each new order.
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Order Throughput Inference

9



Affiliate Program coverage
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66% of pharma spam
97% of downloadable 

software spam



Dataset

156 orders over 2 months
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Validating 

sequential update hypothesis

ÅStandard in popular cart implementations

ÅConsecutive orders increment by one

ÅConsistent across long term measurements

ÅTime keying, time binning (see paper)
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Order Throughput Inference
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