Staying Safe on the Web

Yesterday, Today and Tomorrow

Sid Stamm
<sid@mozilla.com>



mailto:sid@mozilla.com
mailto:sid@mozilla.com

YESTERDAY -



Starting up...




June 5,2002!

About: - Mozilla {Build ID: 2002053012} _ 8] X]
File Edt iew Go Bookmarks Tools Window Help

AL about:

4 Home ¥ Bookmarks 4 The Mozilla Organizat... 4 Latest Builds

Mozilla 1.0

Mozlla/S. 0 (Windows, U, Win95; en-US; rw:1.0.0)
Geckof20020530

o Copyright © 1998-2002 by Contributors to the Mozilla codebase under the Iozilla Public
License and Netscape Public License. All Rights Reserved.

e Portions of this software are copynght © 1994 The Regents of the University of Califorma. All

v

\Z. [&) &%  Document: Done [0.11 secs) =

¢ 427 PM




SO Bug 149777 - Node cloned from external, untrusted document and appended to chrome document.

IC) ;’l' (:C:f' 'I: :I' (:ﬁ:] Mhttps://bugzilla.mozilla.org/show_bug.cgi?id=: Al (-'l' Google Q)

@ Bug 149777 - Node cloned from e...

Node cloned from external, untrusted
Bugzilla@Mozilla - Bug 149777 document and appended to chrome Last modified: 2007-04-01 14:17:18 PDT
document.

Home | New | Browse | Search | Search ) [?] | Reports | Reguests | Help | New Account | Log In
| Forgot Password

First Last Prev Next No search results available

Bug 149777 - Node cloned from external, untrusted document and Last Comment
appended to chrome document.

Status: VERIFIED FIXED Reported: 2002-06-06 17:00 PDT by John
Whiteboard: ,adt1.0.1+, approval, [ADT1 RTM] Morrison

Keywords: tope

Broduct: - | Reported: 2002-06-06 17:00 PDT by John
Component: Secu MO rri SO n

Version: Trunk
Platform: All All

See Also:

Importance: P1 major (vote)

Target Milestone: mozillal.0.1

Assigned To: Mitchell Stoltz (not reading bugmail)
QA Contact: bsharma

blocking-
fennec:

blocking2.0:
status2.0:

URL: http://Ixr.mozilla.org/seamonkey blocking1.9.2:

[sour... statusl1.9.2:







®Oo Bug 18553 - [DOGFOOD] addEventListener allows sniffing keystrokes (at least)

(;\4 ) :)' (:C':) 'I: :I' (iﬁ:ﬁ' Mhttps://bugzilla.mozilla.org/show_bug.cgi?id=1 w, v )

@ Bug 18553 - [DOGFOOD] addEven...

3 [DOGFOOD] addEventListener allows

sniffing keystrokes (at least) Last modified: 2002-09-05 16:25:32 PDT

Bugzilla@Mozilla - Bug 1855

Home | New | Browse | Search | Search ) [?] | Reports | Requests | Help | New Account | Log In
| Forqot Password

7 e [ met Dre -y Al oot OO Ite availablao
FIrst 150 /i v | NO searcn resuits avaliable

Bug 18553 - [DOGFOOD] addEventListener allows sniffing keystrokes Last Comment
(at least)

Status: VERIFIED FIXED Reported: 1999-11-11 05:32 PST by joro

Whiteboard: [PDT+] [ETA 10/3] Modified: 2002-09-05 16:25 PDT (History)

Keywords: CC List: 11 users (show)

Product: Core
Component: Security
Version: Trunk
Platform: x86 Windows 95

See Also:

blocking-fennec:
blocking2.0:

Importance: P1 major (vote) status2.0:
Target Milestone: mozilla0.9.5 blocking1.9.2:
Assigned To: Mitchell Stoltz (not reading bugmail) status1.9.2:

QA Contact: bsharma blocking1.9.1:

URL: http://www.nat.bg/~joro/mozilla/addli.. status1.9.1:

Depends on:

Done




SO Bug 108104 - Key events from script can execute menu commands

(C ) :" 'Z:C':ﬁ' 'Z: :I' (:ﬁ:ﬁ' mhttps://bugzilla.mozilla.org/show_bug.cgi?id=1 Al C-"' Google

\@ Bug 108104 - Key events from scr...

Key events from script can execute

Last modified: 2002-05-28 17:33:31 PDT
menu commands

Bugzilla@Mozilla - Bug 108104

Home | New | Browse | Search | Search ) [?] | Reports | Requests | Help | New Account | Log In

| Forqot Password

p [ aclt Pro lov Al coare OO Ite awvails =
/ t Last Prev Next No search results available

Bug 108104 - Key events from script can execute menu commands Last Comment

Status: VERIFIED FIXED Reported: 2001-11-01 16:34 PST by Mitchell Stoltz (not
Whiteboard: AOLTWOK reading bugmail)
Keywords: Modified: 2002-05-28 17:33 PDT (History)

CC List: 17 users (show)
Product: Core

Component: DOM: Events See Also:
Version: Trunk

Platform: All All blocking-
fennec:
Importance: -- critical (vote) blocking2.0:

Target Milestone: mozillal.0
Assigned To: joki (gone)
QA Contact: Viadimir Ermakov

status2.0:
blocking1.9.2:
status1.9.2:
URL: blocking1.9.1:
status1.9.1:

Depends on:
Blocks:

Done
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|SFunFuzz

http://www.squarefree.com/2007/08/02/introducing-jsfunfuzz/
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Bug Ust: (Ths b
Bug 349611 - (jsfunfuzrz) Jesse's JavaScript compiler/decompiler fuzzer (eait)

States: NEW (eoit Reported: 20
Whiteboard! Modfied 20100804 10 PDT

YW Oe CC List: -
Keyworeds: mes

Prochuct -
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g

Importance; 5 e B with B vates "2 g .
Target Mileatenc: $ estoeit -
Assigned Yo: NoDody: OK 10 take & and wark t (eor tmus _
QA Contact: Pris NoAY &ot) See Also: Add Bug URLs

URL:
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Oh dear...

Image Credit: Randal Alan Smith / http://valleywag.gawker.com
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( Brendan Eich )

( Invented JavaScript )
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Oh dear...

Image Credit: Randal Alan Smith / http://valleywag.gawker.com
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November 9, 2004!
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Bug 267824 - Firefox is ugly and sucks

:I" (iC':I' 'f: :I' (:ﬁ:ﬁ' Mhttps://bugzilla.mozilla.org/show_bug.cgi?id=2 w, v )
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@ Bug 267824 - Firefox is ugly and ...

Bugzilla@Mozilla - Bug 267824

Home | New | Browse | Search |

| Forqot Password

First Last

Bug 267824 - Firefox is ugly and sucks

Status:
Whiteboard:

Keywords:

Product:
Component:
Version:
Platform:

Importance:
Target Milestone:
Assigned To:

QA Contact:

URL:

Depends on:
Blocks:

Al coare rOC § ol awvaliliablo
NO search results available

VERIFIED INVALID

Firefox
General
unspecified
All All

-- critical (vote)

Blake Ross
general

http://any website

Show dependency tree / graph

Firefox is ugly and sucks

Last modified: 2004-11-04 16:22:09 PST

Search | [?] | Reports | Requests | Help | New Account | Log In

Last Comment

Reported:
Modified:
CC List:

2004-11-04 16:13 PST by IE_Fan
2004-11-04 16:22 PST (History)

0 users (show)

Flags:
bugtrap: blocking-aviaryl1.0-

See Also:

blocking2.0:
status2.0:
blockingl1.9.2:
status1.9.2:
blocking1.9.1:
status1.9.1:




SO Bug 267824 - Firefox is ugly and sucks
|\1/) )= (@) (<) (A ) (@ mozillaorg, https://bugzilla.mozilla.org/show_bug.cgiid=: 1.7 ¥ )

@ Bug 267824 - Firefox is ugly and ...

IE_Fan 2004-11-04 16:13:44 PST Description

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.0; en-US; rv:1.8a5)
Cecko/20041104
Build Identifier:

You can't release Firefox 1.0 like that! Just see how ugly it looks like,
horrible! You need to improve Firefox for at least some years to get a decent
release!

Reproducible: Always

Steps to Reproduce:

1. Go to spreadfirefox.com
2. Download Firefox

3. Note ugliness

Actual Results:
I was horrified and went back to IE (after a short jump over to Mozilla).

Expected Results:
Stay with Firefox :)

IE_Fan 2004-11-04 16:14:25 PST Comment 1

this needs to stop Firefox 1.0!!

Blocks:
Show dependency tree / graph
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Browser as Protector




Safe Platform










Out-Of-Process Plugins




ut-Of-Process Plugins

firefox.exe

NPP * functions

. - aall i
Mozilla plugin host

'.-_-‘- o

NPN * functions

IPC Shim
Parent

mozilla-runtime.exe

IPDIL Protocols

NPP_* functions

IPC shim —
Chid -

NPN * functions




Out-Of-Process Plugins

@ Flash Crash! - Minefield
File Edit View History Bookmarks Tools Help

C §  http://flashcrash.dempsky.org/

§  Flash Crash!

If you are reading this from a browser using Adobe's Flash Player plug-in (i.e.. if vou
see a blue rectangle below), it will probably crash within the next few seconds. :-(




Out-Of-Process Plugins

& Flash Crash! - Minefield

File Edit View History Bookmarks Tools Help
G g §  http://flashcrash.dempsky.org/

§  Flash Crash!

If you are reading this from a browser using Adobe's Flash Player plug-in (i.e.. f vou
see a blue rectangle below), it will probably crash within the next few seconds. :-(

submitted.




Out-Of-Process Plugins

@ Flash Crash! - Minefield
File Edit View History Bookmarks Tools Help

C g §  http://flashcrash.dempsky.org/

§  Flash Crash!

If you are reading this from a browser using Adobe's Flash Player plug-in (i.e.. if vou
see a blue rectangle below), it will probably crash within the next few seconds. :-(




SECURITY FEATURES
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CSS HISTORY
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Online Payment, Merchant Account - PayPal

P Paypal Inc. (US) https://www.paypal.com/

BETTER
TRUST




PRIVACY
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FirefOSe
( Okay, not really )



Canvas MathML

CSS3 Transformations Open Video/WebM

Direct2D SVG
Drag & Drop WebGL
FileAPI WebSockets
Geolocation Web Storage (SQL)

HTML5 Forms Web Workers



/

£} Percent of Your Computer’s Abilities used by VWeb Sites
100%

75%

50%

25%

0%
2004 2008 2010 2012

\ You Tube Nintendo Emulator

eBay Google Docs







Jetpack

Minefield




Minefield

7 JavaSeript



Jetpack

Minefield




MULTI-PROCESS
ARCHITECTURE
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Create an account for €' Yahoo.com as:
Custom

d another

ACCOUNT .
MANAGER

(concept)

z‘ You are logged in as

Log into €! Yahoo.com as:

Aza Raskin Viad V.

gom info,
fl::r:;




Online Payment, Merchant Account - PayPal

P’ Paypal Inc. (US) https://www.paypal.com/
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PRIVACY?
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ANONYMITY?
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Online Payment, Merchant Account - PayPal

P’ Paypal Inc. (US) b paypal.com/

BETTEREST
TRUST?




SOCIO-TECHNICAL

SECURITY?



Sid Stamm
<sid@mozilla.com>
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