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ABSTRACT

Efficiently installing and configuring large sets of computer systems is an important concern
for system and cluster administrators. Current solutions usually follow one of the two approaches:
an image-based install or a metadata-based custom install. Both approaches limit the opportunities
for optimizing the installation time by coupling the system specification with the installation
technique and ignoring the relationships between configurations over time (as they evolve with
patches and new packages).

The Adaptable Installation System (AIS) is a new model and implementation that attempts to
address these shortcomings by taking a hybrid approach to client system installation. As in the
metadata-based approach, it uses descriptors to express what the final system should look like in
terms of composition and configuration. At the same time, it uses imaging for part of the client re-
installation to achieve speed. In this paper we present the design and implementation of AIS along
with details on the algorithm that builds images and performance results of running the prototype
system on a set of RedHat based machines.

Introduction and Motivation 1. They couple the specification of the system
) . ) ) (golden-server, Kickstart or other configuration
Efficiently 1nsta1.11ng gnd configuring large sets file) with the installation technique (over-net-
of computer systems Is an important concern for sys- work disk-image writing, package or OS install
tem and cluster administrators. Numerous programs tool). This limits opportunities for algorithmic
that facilitate automated and unattended installations optimization and prevents using the best speci-
have been created. Generally they follow one of the fication with the best technique in all cases.
two approaches: an image-based install or a metadata- 2. They both assume a static model of system
based custom install. Both techniques are widely used installation, meaning they assume installation is a
and effective in certain scenarios. However, they both singular, fairly heavy-weight event. Although
have two main disadvantages: some adaptation to more dynamic environments
Installation Factors
. Optimal
Speed of Number of  Available Server [nstallation
Installation Configurations Storage Approach
1 Notafactor Small Not afactor Custom, Image
2 Not afactor Small Factor Custom
3 Not afactor Large Not afactor Custom
4 Not afactor Large Factor Custom
5 Factor Small Not afactor Image
6 Factor Small Factor AlIS
7 Factor Large Not afactor AlIS
8 Factor Large Factor AlS

Table 1: Factors that affect installation scenarios.
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such as Clusters-on-Demand [18] is possible,
they do not capture the relationship between sys-
tem configurations over time.

Table 1 compares the applicability of the two
approaches with respect to three typical considerations
in large installation/cluster management. The right-most
column indicates the preferred installation approach
given the values of the three considerations that are
shown in the columns to the left. When the speed of
client re-installation is not critical, custom install is a
better option because of its ability to scale to a large
number of system configurations and modest storage
requirements. A new system configuration can be sup-
ported by creating a corresponding metadata descriptor,
ie,, a Kickstart file. Imaging remains a preferred
approach when the speed of client re-installation is crit-
ical. However, as the number of configurations increase
dramatically, it becomes time consuming to manage
and requires large amounts of storage on the server.

Both imaging and custom installation approaches
fall short of simultaneously supporting fast client re-
installations, large number of system configurations
and moderate storage usage. The Adaptable Installa-
tion System (AIS) is a new model and implementation
that attempts to address these shortcomings by taking
a hybrid approach to client system installation. As in
the metadata-based approach, it uses descriptors to
express what the final system should look like in terms
of composition and configuration. At the same time, it
uses imaging for part of the client re-installation to
achieve speed.

The need to support a large number of system
configurations while simultaneously allowing fast
client re-installations is motivated by the development
of ““utility” computing and “clustering on demand”
services such as the Oceano [4, 10] and Cluster-On-
Demand [18] projects. These projects’ business model
is that an organization manages computer clusters on
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System Configuration
A description of the composition of computer sys-
tem software in terms of the packages installed on
this system. In the case of an RPM-based distribu-
tion of Linux, a list of all RPMs installed on this
system.

System Configuration Descriptor (SCD)
An XML file that describes system configuration
at a class level. Configuration is described in terms
of Installation Base and additional packages that
make up the system.

Installation Base
A minimal, working system configuration. Typi-
cally consists of a kernel, C libraries, and a small
set of common Unix programs.

Host Configuration
System Configuration, plus any modifications to
operating system configuration files needed to
achieve the desired host state. Host configuration
can be achieved manually, by copying host-spe-
cific files from the AIS server, or by running tools
such as Cfengine [6].

Host Configuration Descriptor (HCD)
An XML file that specifies host configuration
details. It references the SCD on which this host
configuration is based.

AIS Server
The machine executing the AIS server code that
calculates the contents of each image and builds
the cached image files. This machine also hosts the
image cache files and package files required for
client installation.

Table 2: Definitions of system components.

behalf of its clients (whether internal or external) and
guarantees an agreed upon level of performance. It
maintains a large pool of client machines and dynami-
cally reallocates them from one virtual cluster to
another as necessary. A second motivation is the con-
tinued need to patch or upgrade, and occasionally
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Figure 1: Stages in installation process.
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downgrade, production servers. This cycle causes a
continually increasing set of configurations that differ
only by a few package versions. To maintain them as
online images would require continually growing stor-
age and management complexity.

<ImageConfiguration>
<InstallBase> fc1</InstallBase>
<OsBaseAlterations/>
<Installations>

<package type="rpm">mozilla-1.4.1-17</package>

p—

<package type="rpm"> other package</package>

</Installations>
</ImageConfiguration>

Figure 2: Sample system configuration descriptor.

<HostConfiguration>
<Scdld>Configuration 1</Scdld>
<ConfigFiles>
<file perms=*°644"">/etc/hosts</file>
<file perms="644"">/other/file</file>
</ConfigFiles>
</HostConfiguration>

Figure 3: Sample host configuration file.

AIS Operation

To better understand how AIS operates, it is
helpful to know the phases involved in client installa-
tion. They are shown in Figure 1. The terms that are
used in the section are defined in Table 2.

As seen is Figure 1, AIS operates on two fronts:
the installation server and the client machine being
installed. On the AIS Server, AIS maintains a reposi-
tory of System and Host Configuration Descriptors
and a repository of installation packages. With this,
AIS can reconstruct on disk any system configuration
using its descriptors. This is shown as Phase 1 of the
overall process in Figure 1. Note that AIS does not
store or recover application data files except for host
configuration contained in the HCD. The data files can
be maintained on network file servers or separate data
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disks. One such method is described in [17]. Further-
more, AIS creates and maintains a repository of
images (Phase 2), which it uses as the first step in
reinstalling a client machine. This step is depicted as
Phase 3 of the overall process.

The key to AIS operation is that it does not nec-
essarily store images for all system configurations.
Furthermore, an image does not have to correspond to
any specific configuration. Instead, the content of the
image cache is determined by an algorithm and the
same image can be used for initiating a re-installation
of more than one system configuration. The algorithm
aims to minimize the client installation time. In the
decision making process it considers all system con-
figurations that might need to be installed and the disk
space available for storing image files. Since the
image does not necessarily correspond to an exact sys-
tem configuration, AIS performs the necessary post
imaging steps to arrive at the exact system configura-
tion. This step is depicted as Phase 4 in Figure 1.

On the client, AIS is a script that runs as soon as
the machine boots. The script uses a third party imag-
ing tool, Frisbee, to retrieve the image from the AIS
Server and write it to disk. After this, the script per-
forms additional package installations, as necessary, to
achieve the desired system configuration. Finally it
performs any host specific configuration.

The following sections provide additional details
about AIS operations on the Installation Server and
the client machines.

AIS Operations on the AIS Server
Overview

The content of the image cache depends on all
the System and Host Configuration Descriptors AIS is
managing. The objective is to maintain such a combi-
nation of images that it minimizes the time it takes to
install the next client machine, while meeting the disk
space constraint. In the context of a large number of
system configurations it is not feasible to store an
image for every configuration. Thus, the images that
are maintained do not necessarily correspond to a par-
ticular system configuration. Instead, an image can be
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Figure 4: Adding a new system configuration descriptor requires image cache to be updated.
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a mixture of common components from various con-
figurations. This explains why in the post-image con-
figuration phase AIS may need to install additional
packages — to arrive at the desired system configura-
tion from a generalized image configuration.

System and Host Configuration Descriptors

For AIS to manage a system configuration, a cor-
responding System Configuration Descriptor (SCD)
must be created. A sample SCD is shown in Figure 2.
A SCD specifies configuration of a system only in
terms of the installed packages. Each SCD references
an InstallBase, which is a minimal working system. The
packages that make up the Installation Base plus the
packages listed in the Installations section of an SCD
constitute all the packages for a given system configu-
ration. A system configuration specified by a SCD rep-
resents a class of systems. Any host specific configura-
tion is contained in a Host Configuration Descriptor,
HCD. A sample HCD is shown in Figure 3.

Introducing New System Configuration

Figure 4 shows the steps that are taken by AIS
when a new System Configuration Descriptor is intro-
duced. The cache content may no longer be optimal
since when it was originally calculated the just-added
SCD was not considered. This necessitates AIS to
rerun the algorithm to determine the new content of
the image cache. After the new content of the cache is
determined, AIS needs to create the images. This is
done by first installing the system configuration in a
designated partition on the AIS Server and then run-
ning an image creation program. The last two steps are
repeated for every image file.

The process of refreshing the image cache takes a
considerable amount of time. After AIS determines
how many configurations should be in the cache and
what should be their content, each of those systems
needs to be installed on a dedicated hard disk on the
AIS Server in order to create an image. As such,
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refreshing of the image cache is meant to be an off-line
operation scheduled during times when it can complete
before starting to server client re-installation requests.

AIS Operations on the Client Machine
Image and Host Customization

On the client, AIS is a script that runs after the
client node is booted. The steps involved in the client
installation are shown in Figure 5.

The script contacts the AIS Server via HTTP
with the client’s MAC address. This allows AIS to
uniquely identify the client and determine which sys-
tem configuration should be installed and which image
files should be used. The Frisbee server is started that
serves the image file and AIS sends the client the
command that it should execute to retrieve the image.
After the image is written to disk, the client contacts
the AIS Server to retrieve the list of any addition
packages that might need to be installed to achieve the
desired system configuration. After any additional
packages are installed, the client script performs host
specific configuration by copying OS configuration
files from the AIS Server.

Algorithm Details

We will present a specific algorithm for con-
structing a set of good system images to cache. Many
other algorithms also exist and we are continuing to
investigate them. Each potential algorithm has a dif-
ferent set of tradeoffs. The one we present here is a
fairly simple merge-based algorithm that maintains the
invariant that all proposed images and targets are com-
plete sets of packages with no missing dependencies.
This algorithm produces results that are noticeably
better then pure imaging or pure metadata based
approaches, however, they are theoretically non-opti-
mal (in the sense of minimizing the time to install any
potential requested configuration).

Client Machine

Start Clientlnstall

Script Send MAC address

Installation Server

Start Frisbee

Frisbee command string to execute

A

daemon to serve

Run Frisbee, write -
image to disk C:

Request a list of additional packages to install

client's image

List of additional packages (.instructions file from ‘output’ dir)

Parse server
output, install

Request host configuration information

packages

Host configuration information

Y

A

Perform host
configuration <
(currently by copying
all files from
installation server)

Figure 5: Client installation process.
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The results of experiments conducted using the
merge-based algorithm are further discussed later.

Partitioning Available Space Among Installation
Bases

The algorithm operates on two levels. First, it
determines how much disk space, out of all available
for image caching, to allocate to each installation base.
Since images are not compatible across installation
bases, it is best that at least one image per installation
base is available. The amount of space allocated to
each installation base is proportional to the installation
size of all systems configurations that rely on this
base. For example, if the installation size of systems
that rely on a given base is thirty percent of the total
installation size of all systems AIS manages, then
thirty percent of available disk space will be allocated
for caching images of this base.

Determining the Composition of Cached Amalgam
Images

Merge-based Algorithm

The second step of the algorithm determines the
makeup and number of images to create within the
space allocated for each installation base. Ideally, there
would be enough space to store an image for every sys-
tem configuration. However, in the context of a large
number of configurations, this may not be feasible.

This step continuously merges the two selected
configurations into one, until the remaining configura-
tions fit in the allotted space. The two selected configu-
rations are those that share a set of packages which also
has the largest installation size. The resultant configura-
tion after the merge is that common subset of packages.

Once this decision step completes, it produces
three pieces of output:
1. A mapping of each system configuration to the
image file that will be used in the imaging
phase of client installation;
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2. An SCD that describes the content of each of
the images; and

3. A file that lists any additional packages that need
to be installed for each system configuration.

If a particular system configuration was merged
in, then there will be no image that represents it
exactly. In this case the file will list the missing pack-
ages. For those systems that were not merged-in, the
file will not list any packages.

Experimental Results

AIS is currently implemented in Python and
works with RPM based Linux distributions. The exist-
ing Frisbee tools are used to generate compressed disk
images and reliably multicast them to the client
machines. The image times reported use Frisbee
directly. Tables 4, 5, and 6 demonstrate the results of
running AIS against ten system configurations. While
this is not the large number of configurations AIS is
intended to manage, the numbers provide strong evi-
dence of the advantage AIS provides over other
approaches. These tests were conducted on a set of
X86 PC’s with Pentium3 processors and a 100 Mbps
Ethernet network. Although not the newest generation
of PC’s, we believe these are representative of actually
deployed hardware.

The configurations used in this example are all
based on the Fedora Core 1 Linux distribution. They
vary in size and composition. The second column of
Table 3 describes the content of each configuration in
terms of how to achieve it using the redhat-config-
packages program. redhat-config-packages, per default
comps.xml file in RedHat/Fedora, divides all packages
in five global groups: Desktops, Applications, Servers,
Development and System. Each package group is fur-
ther subdivided into subgroups. Each packages can be
either mandatory, default or an optional member of a
given subgroup. In Table 3 the package group name is

Configuration Description Image Used
Conf 1 [Epplications-] M

Conf 2 [Applications+] 98642
Conf 3 [Aapplications-], [servers-] {3}

Zonf 4 [Applications+], [Servers+] [EE4AN
Conf 5 [Aapplications-], [servers-], [development-] 15}

Zonf 6 [Applications+], [Server+], [Development+] 986420
Conf 7 [Applications-], [servers-], [development-], [kde] ({7}

Corf 8 %gsstl’iaﬁgi:)nsﬂ, [Servers+], [Development+], 08642}
Conf 9 %gsgt“ecﬂmggél[{?oepﬂgs+]. [Pevelopment«l, |1g 654 5
Conf 10 [Defaulf] {10}

Table 3: Configuration to image file mapping.
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capitalized and followed by a plus sign only if every
package of every subgroup is installed. The package
group name is not capitalized and is followed by a
minus sign if only mandatory and default packages of
every subgroup are installed. Thus, Conf 5, for exam-
ple, consists of only mandatory and default packages
belonging to the subgroups in Applications, Servers,
and Development package groups.

Table 3 shows that after this particular run of
AIS, due to the disc constraints provided, the image
cache consists of only six image files, as indicated by
six unique entries in the rightmost column. For every
system configuration in the leftmost column of Table
3 an image file that will be used during client re-
installation is shown in the corresponding row of the
rightmost column. For configurations 9, 8, 6, 4, and 2
there is no image in the cache that represents their
exact configurations. The amalgam image, depicted as
9,8, 6,4,2, will be used in the imaging phase of client
installation for configurations 9, 8, 6, 4, and 2. For
other system configurations, there is an image file that
represents that configuration.

Table 4 shows the time it took to install each of
the ten configurations using the three approaches.
RedHat Kickstart was used for custom installation and
Frisbee was used to derive the timing results for imag-
ing approach. For those configurations that had a cor-
responding image in the cache under AIS, the time is
nearly identical to Imaging. The one second delay is
roughly how long it took to complete the host configu-
ration, as can be seen in Table 6. Those configurations
that used the amalgam image, took slightly longer than

Mikhailov and Stanton

Imaging because of the additional packages that
needed to be installed and host configuration. How-
ever, the Imaging approach required almost twice the
disk space for storing image files as AIS, as seen in
Table 5.

To further demonstrate interesting implications
of AIS approach in maintaining a system configura-
tions infrastructure, we compare the behavior of Imag-
ing and AIS under evolving configurations in Figure
6. This can occur when the administrator wants to
keep all versions of the same configuration as it
evolves (patches applied, new packages installed)
throughout its lifetime. In typical imaging approach,
an image for every version of the configuration must
be maintained, consuming much more storage than the
size of the changes.

In Figure 6 AIS maintains only one image, with
which it can achieve any version of configuration. As
new versions are introduced, they may get incremen-
tally longer to install, because they deviate more from
the imaged configuration, as shown in Scenario 1.
Alternatively, AIS can update the image so that instal-
lation of most recent versions takes the least time, as
shown in Scenario 2.

Related Work

A number of tools allow for automated and unat-
tended installations. Tools that allow metadata-based
installations, among others, include RedHat Kickstart
[15], FAI [7, 8], and LUI [13]. They can support large
number of configurations, but take a relatively long
time to install and couple the system specification and

Confl | Conf2 | Conf3 | Conf4 | Conf5 | Conf6 | Conf7 | Conf8 | Conf9 | Conf 10
Kickstart | 0:37:03 | 1:06:14 | 0:52:52 | 1:13:34 | 1:03:32 | 1:14:05 | 0:40:05 | 0:54:56 | 1:14:43 | 0:20:05
Imaging | 0:03:22 | 0:05:13 | 0:04:46 | 0:05:19 | 0:04:25 | 0:05:20 | 0:04:44 | 0:05:18 | 0:05:23 | 0:02:36
AIS 0:03:23 | 0:05:14 | 0:04:47 | 0:07:49 | 0:04:26 | 0:08:44 | 0:04:45 | 0:09:25 | 0:09:51 | 0:02:37
Table 4: Timing of custom install, pure imaging and AIS approaches.
Installation Pkg. Image
Repository Repository
Kickstart 1.8 GB -—-
Imaging Oor 1.8 GB 9.7 GB
AIS 1.8 GB 5.1GB
Table S: Storage requirements for three approaches.
Confl | Conf2 | Conf3 | Conf4 | Conf5 | Conf6 | Conf7 | Conf8 | Conf9 | Conf 10
Imaging 0:03:22 | 0:05:13 | 0:04:46 | 0:05:14 | 0:04:25 | 0:05:21 | 0:04:44 | 0:05:21 | 0:05:22 | 0:02:36
Additional 0:00:00 | 0:00:00 | 0:00:00 | 0:02:34 | 0:00:00 | 0:03:22 | 0:00:00 | 0:04:03 | 0:04:28 | 0:00:00
Installations
Host . 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01 | 0:00:01
Configuration
Total 0:03:23 | 0:05:14 | 0:04:47 | 0:07:49 | 0:04:26 | 0:08:44 | 0:04:45 | 0:09:25 | 0:09:51 | 0:02:37
Table 6: Detailed timing for AIS.
110 2004 LISA XVIII — November 14-19, 2004 — Atlanta, GA




Mikhailov and Stanton

the installation technique. SystemImager [7, 9] and
Frisbee [3] are tools that follow the imaging approach.
As such, they install quickly, but lack flexibility in
configuration and require disk space that increases
with the number of system configuration variations.

A number of more sophisticated host configura-
tion management tools exist which attempt to solve the
larger problem of creating and maintaining software
configurations across a large number of servers and
desktops. These tools are discussed in [2, 1, 14, 5, 16,
12, 11] and are complementary to the AIS approach, as
AIS only attempts to solve the problem of fast, efficient
installation and could easily be matched with a SCM
system for ongoing management. Currently the host
configuration phase of the client installation process is
achieved by copying over the necessary configuration
files from the Installation Server. While this is suffi-
cient for a prototype implementation, the overall value
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of the system would increase if one of the SCM sys-
tems was incorporated as one of the phases of the
overall AIS process.

Availability

The AIS system as well as additional documenta-
tion is available for download under an open-source
license at the web site http://www.ensl.cs.gwu.edu/
projects/ais/ .

Future Work

AIS is a prototype implementation of a hybrid
approach to installing software on a large number of
client machines. The current implementation is limited
to RPM. However, conceptually the ideas can carry
over to other package management systems, as well as
to using multiple package management systems on the
same machine, if necessary. What is important is the
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ability to determine the makeup of the system’s con-
figuration in terms of installed packages, be it from
one or more package management systems’ databases.

Ability to query and list the content of the system
is a significant advantage provided by package man-
agement systems; something that is not available by
default in systems where a lot of software components
are installed from source, “tar.gz” files or similar
mechanisms. Furthermore, source installations do not
provide dependency information and thus are not natu-
rally suited for AIS-type systems, which construct sys-
tem images from metadata descriptors.

Conclusion

AIS combines the features of custom install tools
and imaging tools and provides a beneficial balance of
ease of maintenance, scalability to large number of
system configurations, and speed of client re-installa-
tion. This paper demonstrates how a hybrid, caching
installation system can achieve both fast installation
and low disk space use. These ideas can apply to
imaging and installation tools other than Frisbee and
RedHat Kickstart.
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