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Key Points

1. DETER iIs an ideal choice for
hands-on, online security
education.
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Key Points

2. Realistic, hands-on, exercises
are a powerful addition to our
security curriculum.
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= Project motivation

= DETER as an educational platform
= Our labs as a case study

= Lessons Learned

= Conclusion
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Project Motivation

= Homework for the online classroom
= Requirements

= Same value as traditional homework

= Easy to use without much “face time”
= Possiblilities

= Research Projects

= Pen and paper coursework

= Hands-on labs
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Why Hands-on?

= Theory alone does not provide security
= Real security Is theory and practice, together
= The real world is complicated

= “Glve a person a fish...”
= Real-world scenarios and tools add relevancy

= Fundamental issues exemplified in real
systems
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Hands-on Approaches

= Applications
= OWASP WebGoat, custom demonstrations, etc.

= \We wanted to use real software systems
= Some topics hard to put in “application form”

= Virtualization

= QEMU, VirtualBox, VMware
= Testbeds

= In-house, Emulab, DETER
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Why Not Virtualization?

= Remote software support @

= Multi-gigabyte download 2085 s o ﬂ?ﬁ
= Bugfixes @

= Virtual networking |i|

= Cheating "ore

= Overhead of multiple hosts
MITM Topology
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Dynamic physical
networks

Based on Emulab
~300 machines
Internet-accessible
Public

Grouped resources
Security focused

4;] L;> v @ @ | @ | nttp:/www.isi.deterlab.net/index.php3?stayhome=1 v| [*q v | presenta

@ isi.deterlab.net - DETER Networ... | 5p v

1) deterlab e,

based on emulab

102/Free PCs
Aug 06 11

Information DETER Network Security Testbed

Home

Utah Emulab

News (July 22)
Documentation
DETER Project home
DETER Publications DETER newsletter for Summer '10 is out.
DETER Tools

SEER Tool home
DETER Federation
Education with DETER
DETER Chat

Projects on DETERIab

Scheduled downtime: Thursdays from 5PM until 7PM Pacific Time.

An 8-minute video highlighting the mission and activity of the DETERIab
Testbed is now online for viewing. It includes interviews with project
co-leaders Terry Benzel, John Wroclawski, and Anthony Joseph, along
with Doug Maughan, the Program Manager for the Department of
Homeland Security's Cyber Security R&D Center.

[search Docume

The DETER testbed is a public facility for medium-scale repeatable experiments in computer
security. Built using Utah's Emulab software, the DETER testbed has been configured and extended
to provide effective containment of a variety of computer security experiments, including defense
against attacks such as DDoS, worms, viruses, and other malware, as well as attacks on the routing
infrastructure.

Built With

Emulab
Once registered, a security experimenter can access DETER remotely to develop, configure, and
manipulate collections of nodes and links with nearly-arbitrary network topologies. The pool of testbed

nodes is generally shared among multiple simultaneous experiments, isolated from each other. The
node pool currently contains roughly 400 PCs, located at USC ISl and UC Berkeley but managed as a
single testbed. Supported operating systems include Linux, FreeBSD, Windows, and the Click
Modular Router.

From this page you can reach extensive documentation on DETER and Emulab. If you need more
immediate information or experience operational problems with DETER, please send email to
Testbed Operations (testbed-ops@deterlab.net).

DETER Homepage
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DETER Experiments

v @ ﬁ ﬂo https://www.isi.deterlab.net/showexp.php3?pid=UCLAClass&eid=alpha-mitm#

deterlab.net - Experiment (U... lﬂi

Ay DETERIab | Logout | New ntact i":;’“ ]
7 PCs reloadin
N N 11 active us
Information ~ Experimentation ~ 25 active expt:
3 - 1 ' Logged in. |
Experiment (UCLAClass/alpha-mitm) Fri Aug 08 10T POT |
Experiment Options ‘ Settings | ‘ Visualization ‘ | NS File ‘ ‘ Details |
= Networ Oopolo
View Activity Logfile
Swap Experiment In bhob(pc?
Terminate Experiment 10.1.1.3
Modify Experiment D

™ Make Experiment Risky (pe)
Modify Settings 47 Tgi .Pfa
. a C I I I e S mbonni | -
Duplicate Experiment

| pe2133(10]bpc2800[0 (bpc21338bpc3000(26) and
| pc3000/0 | pc3060/8 | pc3100 /4 bpc306o)
[bpc1400/0_|bvx2200(22) pe2300l0l |

= Software

alice(pc?
10.1.1.2

| Zoomout | ZoomIn | _Hide Details | | Full screen |

[ The Deter Project ] [ Information Sciences Institute ] [ and University of California at Berkeley |
[ Flux Research Group ] [ School of Computing ] [ University of Utah |
Copyright @ 2000-2010 The University of Utah and Information Sciences Institute

Questions? Contact Us
See if we are online via DETER Chat

Done =]

DETER Topology designer
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DETER Customization

= Boot-time
customization

= Packages install from
course archive on
DETER

= Single repository

= Stable platform and
Interface

08/09/10

@i v € O O (ST s

@ isi.deterlab.net - Experiment (U...| 5P

eriab R

d on emulab

y

Experiment Options
Submit a Trouble Ticket

View Activity Logfile
Swap Experiment In
Terminate Experiment
Modify Experiment
Make Experiment Risky
Modify Settings

Show History
Duplicate Experiment

102 Free PCs, 7 reloa
pc2133(10 bpc2800/0 |bpc21338|bpc3000(26 |
/8 | pc31004/bpc3060/24]
I -

| Pc3000(0 | pe3oso)
[bpc1400/0_|bvx2200(22| pc2300 0]

.deterlab.net/showexp.php3?pid=UCLAClass&eid=alpha-mitm# v

y DETERIab | Logout | News | Contact

102 Free PCs
7 PCs reloading
11 active us

Information = Experimentation = 25 active expt:

Experiment (UCLACIlass/alpha-mitm)

p' Logged in.

B =h
Fri Aug 06 12:07pm PDT

ings | [Visualization | | Ns File | [ Details |

#generated by Netbuild 1.83
set ns [new Simulator]
source tb compat.tcl

set alice [$ns node]

tb-set-node-os $alice FC4-STD

tb-set-node-startemd Salice "sudo /proj/UCLAClass/236/1abs/mitm/install-victims >& /tmp/labing
set bob [$ns node]

tb-set-node-os $bob FC4-STD

th-set-node-startemd $hob “sudo /proj/uCLAClass/236/1labs/mitm/install-victims >& /tmp/labinste
set eve [$ns node]

tb-set-node-os $eve FC4-STD |
tb-set-node-startcmd $eve "sudo /proj/UCLAClass/236/1labs/mitm/install-eve >& /tmp/labinstall.
set land [$ns make-lan "$alice $bob $eve" 106Mb Oms]

$ns rtproto Static

$ns_run
#netbuild-generated ns file ends.

"
tb-set-node-startcmd $bob

L save |

[ The Deter Project ] [ Information Sciences Institute ] [ and University of California at Berkeley ]

Done

[ Flux Research Group ] [ School of Computing ] [ University of Utah ] L

Convrinht & 20002010 The Universite of Litah and Information Sciences Insfifite.

DETER customization scripts
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DETER for Students

= Individual, private logins

= Simple web control panel

= Requires only a web browser and SSH
= Built-in redundancy

= Backups

= Testbed support
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Any DETERrents?

= Shared testbed with finite resources
= Only a minor inconvenience In practice
= Not local hardware

= Qverkill for some uses
» “Installation media” not 100% secure
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Case Study

= Hands-on, practical online exercises

= Courseware components

= DETER
= Lab Manual
= | ab software

= Five labs
= Supporting a class on DETER
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Lab Manual

| Wi ki fo r C M S <« v ¢ ) [@‘htt;;‘,’lasr.[s,u(la.edu](lassesisetlabs:‘ v B3] o

(@] FrontPage - Securitylabs

UCLA Computer Security Labs

. R e m O t e AC C e E ; E ; This is the lab manual for Dr. Peter Reiher's Computer Security course at UCLA.

Students

The labs for CS 236 will all be executed on the DETER testbed, a reconfigurable, hardware testbed supporting various
operating systems, networking protocols, etc. These labs will focus on various aspects of computer security and give you an

opportunity to experiment and practice what you've learned in a live environment. We hope that you find them challenging,
. aSy O u p a e exciting, and maybe even a little entertaining.

As the course progresses, more material will be made available to you. But for now, you should make a request for your
DETERLab account.

Educators

u I E e ad = O n Iy fo r St u d e I I tS We are happy to share our materials with educators from other institutions. More information is available on our SecurityLabs
d

ocument.

Materials

* |nternal/External links

s ' DETER Instructions — Instructions for using DETERLAab, including requesting an account.
« 7 LabTools - useful tools for the labs

Lab Manuals

* X. Infro -- infroduction to DETERLab and our courseware

« 1. Permissions -- Permissions and Firewalls
« 2. Exploits -- Buffer Overflows, Pathname Attacks, and SQL Injection

- B Crrancine Ivrnmtimatiane an thran dick imamae

Done

Lab manual homepage

08/09/10 3rd Workshop on Cyber Security Experimentation and Test 15



Lab Template

u S e If_ C O n tal n e d u n It : v @ ) [\ttp:msr.cs.ucla.edufclasses;seclabs:moin.cgifpermissiuns v (B ]coogle @)

|@] Permissions - Securitylabs gn v

Permissions and Server Security

L]
| Ove rV I eW Due Date: Tuesday, April 27th 11:59 via CourseWeb

See the Projects FAQ or the CourseWeb forum if you have any questions.

Contents

Technical discussion

2. DETER Setup
1. Saving your work
2. Restoring your work

External reading =

1. Traditional UNIX Permissions
1. UNIX File Permissions
2. Criticisms

“The Story So Far...” i

1. Stateless Firewalls

2. Stateful Firewalls

3. neffilter/iptables

4. Firewall Policy Design

Assignment s S

2. Tasks
= FrobozzCo Permissions and Security Test
3. Firewall Testing and Tips

Overview

Done

Permissions Lab Table of Contents
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Lab Descriptions

= Topics
= Permissions and Firewalls
= Exploits
= Computer Forensics
= Man-in-the-middle
= Network intrusion detection systems
= All freely available open-source software

= Most are standard security/networking tools
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Permissions & Firewalls

= POSIX file system permissions
= Including special permissions and sudo
= Stateful firewalls with iptables

= Principle of Least Privilege
= Deny by Default Design
= Emphasis on unexpected interactions
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Exploits

di iew History Bookmarks Tools Help

File Edit Wiew Histc Bor
. B ff fI 4;! v @ Q [@ | http://localhost:8888/cgi-bin/memo.cgi?memo=/etc/shadow v] [!-'.' v | Q‘gl
u e r Ove r OWS @ http:/flocalhos...mo=/etc/shadow A v

FrobozzCo Memo Distribution Website

= Pathname attacks

Select a memo from the popup menu below and click the "Read memo" button.

|please cleanmicrowave | v Readmemo |

= SQL Injection

Subject:
Date: Thu Aug 5 15:53:55 2010

= Find, Exploit, Patch
7 ) ) bin:*:11152:0:99999:7::

- daemon:*:11152:0:99999.7:::
D e b rl ef ftp:*:11152:0:99999:7:::

gopher:*:l1152:0:99999:7:::
halt:*:11152:0:99999:7:::

= No Security In [ it
Obscurity

/etc/shadow is not a memo!

= Failure or Works As
Designed?
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Computer Forensics

= Security involves detective work
= Three scenarios and disk images
= Data recovery

= Log analysis

= Analysis and written report

= Talk about exploratory learning!

= Two sides to every story

08/09/10 3rd Workshop on Cyber Security Experimentation and Test 20



Man-in-the-middle

= ARP poisoning Tl
= Eavesdropping ';g!’f_';'fmmg\
= Replay
= |njection 1$mh
= Canonical MITM T
= Nonce design Ty
= The liability of
abStraCtion The scene of the crime
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= |ntrusion Detection e
u C r aft S | g n atu re S ¢ el o e

Basic Analysis and Security Engine (BASE) - Mozilla

. File Edit View Go Bookmarks Tools Window Help

# Most recent Alerts: any protocol, TCP, UDP, ICMP
® Today's: alerts unique, listing; IP src / dst

Queried on : Thu October 14, 2004 22;
Database: snort_Is Ih (schema version:

= Real data
= Security tuning

= Highly context
sensitive task

= TCP trace analysis

08/09/10

. Time window: [2004 6:05:49] - [2004-10-08 11:25:41]
.

# Last Source Ports: any , TCP , UDP

® Last Destination Ports: any , TCP , UDP

# Most frequent 5 Alerts Search

# Most Frequent Source Ports: any , TCP , UDP Graph Alert data

# Most Frequent Destination Ports: any , TCP , UDP Graph alert detection time
® Most frequent 15 addresses: source, destination

‘Sensors: 1 Traffic Profile by Protocol

Unique Alerts: 14 TCP (96%)

categories:5

.
UDP (0%)

Total Number of Alerts: 84

# Src IP addrs: 5 |
# Dest. IP addrs: 9
* Unique IP links 13 ICMP (4%)

Portscan Traffic (0%)

® Source Ports: 68
o TCP (68) UDP (0)
# Dest. Ports: 12 |
© TCP (12) UDP (0)

[Loaded in 0 second] =

Lz B |

BASE interface
(http://base.secureideas.net/)
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Supporting DETER Classes

= Emaill is the #1 support tool, by far
= Live office hours with

= |nstant messaging
= SSH tunneling
= GNU screen

= Low-tech and works like a charm!
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DETER Lessons

= We feel DETER superior to VMs for our needs
= Especially:

= For online courses

= For multi-node scenarios

= When physical networks are important
= For security-oriented projects

= Also great for “brick and mortar” classes
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Hands-on Lessons

= Excellent interest and response

= Unexpected and creative answers
= Exploration reaps rewards

= Novices and experts both succeed
= Theory illuminated by practice
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= Flexibility and Repeatability issues

= Reducing development cost
= Forensic Image Creator
= New labs

= DETER-specific issues
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Conclusion

1. DETER Is great for educational use

2. Hands-on, exploratory labs are a powerful
(and fun!) way to reinforce theory
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Labs avalilable at:

http://lasr.cs.ucla.edu/classes/seclabs/
{pahp, reiher}@cs.ucla.edu

Contact us for more information.
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