
 

Security Bugs in Protocols
are Really Bad!

Marsh Ray

PhoneFactor



Protocol Bugs

Objectives
 Discuss the complexities in mitigating security 

bugs occurring in network protocols.
 Describe some current issues.
 Leave time for Q&A.
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Outline:
 Case Study: NTLM Credentials Forwarding
 Case Study: TLS Authentication Gap
 Conclusions



 

Case Study:

NTLM Credentials Forwarding
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Problem:

Protocols using the NTLM and MS-CHAP (both 
v1 and v2) authentication schemes are subject 
to trivial credentials forwarding attacks.

 This is a separate issue from the various 
password-recovery attacks.
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 This scheme is a natural expression of how 
Windows stores (non-Kerberos) credentials.

It's used by a lot of stuff ...
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 VPNs

L2TP

PPTP-MPPE
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 email

POP3

SMTP

IMAP
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 Remote desktop and telephony

RDP

SIP
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 Web

HTTP

HTTPS
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 Directory and single sign-on

LDAP

RADIUS
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 Windows file sharing and RPC

SMB

CIFS

MS-RPC

MS-RPC/HTTP
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 Other

MS SQL

MS Media Player

and last but not least...
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 Classics

FTP

Telnet
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Type 1

Type 2

Type 3

client server

challenge
target info

NTLMv2 response
client challenge*

negotiate

authenticator response*

* CHAP-only

Normal Usage
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Type 1

Type 2

Type 3

The Attack!
client Mallory

challenge
target info

NTLMv2 response

negotiate

TCP RST

server

application data

application data
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 How bad is it?
 Alice connects to insecure WiFi with Windows
 Mallory gets into corporate VPN

IT'S THAT BAD*     

                                                                   * Plausibly
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 It's a cross-protocol attack:
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 So who knew?

It's been a mainstay of penteseters for a long time...

...it always surpises people who take my Tactical 
Exploitation class and do the NTLM relay labs.

- HD Moore 
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 So who knew?

Microsoft, other vendors, and hackers have known 
about it forever.
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1996
 Dominique Brezinski

"A Weakness in CIFS Authentication"
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1997
 Dominique Brezinski

BlackHat

"Security posture assessment of Windows NT 
networks"



NTLM Credentials Forwarding

1999
 Schneier, Mudge, Wagner

Cryptanalysis of Microsoft's PPTP Authentication 
Extensions (MSCHAPv2)

But discussion of credentials forwarding or MitM is 
conspicuously absent

 CVE-1999-1087 MS98-016
IE interprets a 32-bit number as an Intranet zone IP 
address
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2000
 DilDog - @stake

Telnet NTLM Replay

 CVE-2000-0834 MS00-067
Patch for "Windows 2000 Telnet Client NTLM 
Authentication" Vulnerability



NTLM Credentials Forwarding

2001
 Sir Dystic - Cult of the Dead Cow

@lantacon

SMBRelay

 CVE-2001-0003 MS01-001
Patch for MS Office "Web Extender Client" to follow IE 
settings for NTLM
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2004
 Jesse Burns - iSEC

NTLM Authentication Unsafe

HTTP to SMB attack demo
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2007
 Grutzmacher

Squirtle
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 Squirtle
 Water-type Pokémon
 Ability: Torrent

 If < 33% HP remaining, power increased 
by 1.5x

 Domesticated
 well-behaved
 loyal

 Evolves into Wartortle
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2007
 HTTP to SMB

added to

Metasploit

 HD Moore,

valsmith

BlackHat

Tactical Exploitation
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2008
 Eric Rachner

Exploits HTTP-HTTP
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2008
 CVE-2008-3009 MS08-076

Windows Media do not use the SPN for validating replies
 CVE-2008-3010 MS08-076

Windows Media associates ISATAP addresses with 
Intranet zone

 CVE-2008-4037 MS08-068
SMB credential reflection protection
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2009
 CVE-2009-0550 MS09-013

WinHTTP doesn't correctly opt-in to the NTLM reflection 
protection

 CVE-2009-0550 MS09-014
WinINet doesn't correctly opt-in to the NTLM reflection 
protection

 CVE-2009-1930 MS09-042
Telnet protocol doesn't correctly opt-in to the NTLM 
reflection protection
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2010
 Hernan Ocha, Augustin Azubel

BlackHat

Windows' SMB PRNG is defective
 CVE-2010-0231
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 CVE-2005-0147
Firefox responds to proxy auth requests from arbitrary 
servers

 CVE-2009-3983
Firefox allows remote attackers to replay NTLM 
credentials of the user

 CVE-2010-1413
Webkit sends NTLM in unspecified circumstances.
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 Presentations, Publications, and CVEs
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 Most attack space remains to be explored:
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 Some mitigations have been released:
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 MS Extended Protection for Authentication
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 MS Extended Protection for Authentication
 [These updates] allow web clients using the 

Windows HTTP Services, IIS web servers and 
applications based on http.sys to use this feature.

 Deployment of EAP must happen on both the client 
and server for any given application. If only one side 
supports the feature, the connection will not benefit 
from the additional protection offered.

- blogs.technet.com
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 Mitigations
 No fix can be completely effective without breaking 

backwards compatibility
 Patching one protocol at a time to retrofit opt-in 

security is not a winning strategy
 If back-compat must be broken, do it once and end 

up with a comprehensive fix!
 E.g., NTLMv1 -> NTLMv2 !
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Conclusion

 The best choice would have been to begin 
transitioning to NTLMv3 back in 1997.



 

Case Study:

TLS Authentication Gap



 

Conclusions
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Common features  

 Take a long time to be identified

often only after a large installed base exists
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Common features  

 Difficult to assess
 Minor weaknesses at different layers combine to 

form serious vulnerabilities
 Initially unclear how to assess severity
 Not always a simple test to determine a system's 

susceptibility
 Attention-getting attacks (e.g. password cracking) 

may distract from the core vulnerability
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Common features  

 Seem to be subtle
 Overlooked by multiple reviewers
 Research not always accepted immediately
 Successful exploit may seem to require "Mission 

Impossible"-type planning
But this silently changes over time!
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Common features  

Difficult to mitigate
 The need to maintain backwards compatibility usually 

prevents an effective fix.
People wouldn't apply such a patch

A complete fix can mean patching every client and 
every server in the world.

Sometimes requires a complex multistage roll-out:
Phase 1 - a year or more

Phase 2 - a decade 
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Common features  

 Built into embedded devices

Firmware, even hardware

 Difficult to detect
 Flaw may be hidden by encryption
 A successful exploit may be indistinguishable from 

a valid transaction or simple packet loss.
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 Contact:

marsh@extendedsubset.com

marsh@phonefactor.com

@marshray Twitter

marsh on silc.hick.org

mailto:marsh@extendedsubset.com
mailto:marsh@phonefactor.com
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