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Abstract

Software vulnerabilities and bugs persist, and so exploits
continue to cause significant damage, particularly by di-
vulging users’ sensitive data to miscreants. Yet the vast
majority of networked applications remain monolithi-
cally structured, in stark contravention of the ideal of
least-privilege partitioning. Like others before us, we be-
lieve this state of affairs continues because today’s op-
erating systems offer isolation primitives that are cum-
bersome. We present Wedge, a system well suited to the
splitting of complex, legacy, monolithic applications into
fine-grained, least-privilege compartments. Wedge con-
sists of two synergistic parts: OS primitives that create
compartments with default-deny semantics, which force
the programmer to make compartments’ privileges ex-
plicit; and Crowbar, a pair of run-time analysis tools
that assist the programmer in determining which code
needs which privileges for which memory objects. By
implementing the Wedge system atop Linux, and apply-
ing it to the SSL-enabled Apache web server and the
OpenSSH login server, we demonstrate that Wedge al-
lows fine-grained compartmentalization of applications
to prevent the leakage of sensitive data, at acceptable per-
formance cost. We further show that Wedge is powerful
enough to prevent a subtle man-in-the-middle attack that
succeeds on a more coarsely privilege-separated Apache
web server.

1 Introduction

In the era of ubiquitous network connectivity, the conse-
quences of vulnerabilities in server software grow ever
more serious. The principle of least privilege [16] entails
dividing the code into compartments, each of which ex-
ecutes with the minimum privileges needed to complete
its task. Such an approach not only limits the harm mali-
cious injected code may cause, but can also prevent bugs
from accidentally leaking sensitive information.

A programmer frequently has a good idea which data
manipulated by his code is sensitive, and a similarly good
idea which code is most risky (typically because it han-
dles user input). So why do so few programmers of net-
worked software divide their code into minimally priv-
ileged compartments? As others have noted [2, 6], one
reason is that the isolation primitives provided by today’s
operating systems grant privileges by default, and so are
cumbersome to use to limit privilege.

Consider the use of processes as compartments, and
the behavior of the fork system call: by default a child
process inherits a clone of its parent’s memory, including
any sensitive information therein. To prevent such im-
plicit granting of privilege to a child process, the parent
can scrub all sensitive data from memory explicitly. But
doing so is brittle; if the programmer neglects to scrub
even a single piece of sensitive data in the parent, the
child gains undesired read privileges. Moreover, the pro-
grammer may not even know of all sensitive data in a
process’s memory; library calls may leave behind sensi-
tive intermediate results.

An obvious alternative is a default-deny model, in
which compartments share no data unless the program-
mer explicitly directs so. This model avoids unintended
privilege sharing, but the difficulties lie in how precisely
the programmer can request data sharing, and how he
can identify which data must be shared. To see why, con-
sider as an example the user session-handling code in the
Apache web server. This code makes use of over 600 dis-
tinct memory objects, scattered throughout the heap and
globals. Just identifying these is a burden. Moreover, the
usual primitives of fork to create a compartment, exec
to scrub all memory, and inter-process communication
to share only the intended 600 memory objects are un-
wieldy at best in such a situation.

In this paper, we present Wedge, a system that provides
programming primitives to allow the creation of com-
partments with default-deny semantics, and thus avoids
the risks associated with granting privileges implicitly
upon process creation. To abbreviate the explicit granting
of privileges to compartments, Wedge offers a simple and
flexible memory tagging scheme, so that the programmer
may allocate distinct but related memory objects with the
same tag, and grant a compartment memory privileges at
a memory-tag granularity.

Because a compartment within a complex, legacy,
monolithic application may require privileges for many
memory objects, Wedge importantly includes Crowbar;
a pair of tools that analyzes the run-time memory ac-
cess behavior of an application, and summarizes for the
programmer which code requires which memory access
privileges.

Neither the primitives nor the tools alone are suf-
ficient. Default-deny compartments demand tools that
make it feasible for the programmer to identify the mem-
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ory objects used by a piece of code, so that he can explic-
itly enumerate the correct privileges for that code’s com-
partment. And run-time analysis reveals memory priv-
ileges that a programmer should consider granting, but
cannot enumerate those that should be denied; it thus fits
best with default-deny compartments. The synergy be-
tween the primitives and tools is what we believe will
yield a system that provides fine-grained isolation, and
yet is readily usable by programmers.

To demonstrate that Wedge allows fine-grained sepa-
ration of privileges in complex, legacy, monolithic appli-
cations, we apply the system to the SSL-enabled Apache
web server and the OpenSSH remote login server for
Linux. Using these two applications, we demonstrate
that Wedge can protect against several relatively sim-
ple attacks, including disclosure of an SSL web server’s
or OpenSSH login server’s private key by an exploit,
while still offering acceptable application performance.
We further show how the fine-grained privileges Wedge
supports can protect against a more subtle attack that
combines man-in-the middle interposition and an exploit
of the SSL web server.

2 A Motivating Example

To make least-privilege partitioning a bit more concrete,
consider how one might partition a POP3 server, as de-
picted in Figure 1. One can split the server into three
logical compartments: a client handler compartment that
deals with user input and parses POP3 commands; a lo-
gin compartment that authenticates the user; and an e-
mail retriever compartment that obtains the relevant e-
mails. The login compartment will need access to the
password database, and the e-mail retrieval compartment
will need access to the actual e-mails; these two are priv-
ileged in that they must run with permissions that allow
them to read these data items. The client handler, how-
ever, is a target for exploits because it processes untrusted
network input. It runs with none of these permissions,
and must authenticate users and retrieve e-mails through
the restricted interface to the two privileged compart-
ments.

Because of this partitioning, an exploit within the
client handler cannot reveal any passwords or e-mails,
since it has no access to them. Authentication cannot be
skipped since the e-mail retriever will only read e-mails
of the user id specified in uid, and this can only be set
by the login component. One must, however, ensure that
code running in the privileged compartments cannot be
exploited. This task is simplified since the code that re-
quires audit has been greatly reduced in size by factoring
out the client handler, which most likely consists of the
bulk of the code. A typical monolithic implementation
would combine the code from all three compartments
into a single process. An exploit anywhere in the code

client handler §]18]

Figure 1: A partitioned POP3 server. Ovals represent code segments
and those shaded are privileged. Dashed arrows between ovals indicate
the capability of invoking a privileged code segment. Boxes represent
memory regions and a one-way arrow from memory to code indicates
read permission; two-way arrows indicate read-write.

could cause anything in the process’s memory, including
passwords and e-mails, to be leaked. Hence, partitioning
can reduce the impact of exploits.

Our aim in building Wedge is to allow the program-
mer to create an arbitrary number of compartments, each
of which is granted no privileges by default, but can be
granted fine-grained privileges by the programmer. To
the extent possible, we would like the primitives we in-
troduce to resemble familiar ones in today’s operating
systems, so that programmers find them intuitive, and
minimally disruptive to introduce into legacy application
code.

Wedge achieves this goal with three isolation primi-
tives, which naturally apply to the POP3 example:

Sthreads An sthread defines a compartment within an
application. The programmer assigns access rights to
memory and other resources per-sthread. In Figure 1, the
unshaded oval is an sthread.

Tagged Memory When allocating memory, the pro-
grammer may mark that memory with a single tag. Ac-
cess rights to memory are granted to sthreads in terms
of these tags (e.g., “read/write for memory with tag ).
In Figure 1, each rectangle is a memory region with a
distinct tag.

Callgates A callgate executes code with different priv-
ileges than its caller. An sthread typically runs with the
least privilege possible. When it must perform an oper-
ation requiring enhanced privilege, it invokes a callgate
that performs the operation on its behalf. A callgate de-
fines a narrow interface to privileged code and any sen-
sitive data it manipulates, and thus allows improved ad-
herence to least-privilege partitioning. In Figure 1, each
shaded oval is a callgate.

3 System Design

We now describe the operating system primitives that
Wedge introduces, and thereafter, the Crowbar run-time
analysis tools that ease programmer use of these primi-
tives.
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3.1 Sthreads

An sthread is the embodiment of a compartment in a par-
titioned application. It consists of a thread of control and
an associated security policy that specifies:

e The memory tags the sthread may access, and the per-
missions for each (read, read-write, copy-on-write).

e The file descriptors the sthread may access, and the
permissions for each (read, write, read-write).

e The callgates the sthread may invoke.

e A UNIX user id, root directory, and an SELinux pol-
icy [10], which limits the system calls that may be in-
voked.

A newly created sthread holds no access rights by de-
fault, apart from copy-on-write access to a pristine snap-
shot of the original parent process’s memory, taken just
before the execution of main, including the sthread’s (as
yet unused) private stack and heap. (We explain further in
Section 4.1 why this snapshot does not contain sensitive
data, and is essential for correct execution.) It is unable
to access any other memory nor any file descriptor from
its creator, nor invoke any callgates or system calls. Note
that all system calls retain the standard in-kernel privi-
lege checks, based on the caller’s user id, root directory,
and SELinux policy. A parent may grant a child sthread
access to its resources simply by attaching an appropriate
security policy to the child sthread when creating it.

An sthread can only create a child sthread with equal
or lesser privileges than its own. Specifically, a parent
can only grant a child access to subsets of its memory
tags, file descriptors, and authorized callgates. Similarly,
the userid and filesystem root of a child sthread can be
changed only according to UNIX semantics (i.e., only
if the parent runs as superuser), and any changes in the
SELinux policy must be explicitly allowed as domain
transitions in the system-wide SELinux policy.

Because most CPUs do not support write-only mem-
ory permissions, Wedge does not allow them; the pro-
grammer must instead grant read-write permissions.

3.2 Tagged Memory

The programmer expresses memory privileges for
sthreads in terms of fags, which are assigned to mem-
ory regions at allocation time. When he wishes to share
tagged memory, he grants privileges for that tag to a
newly created sthread. The tag namespace is flat, so priv-
ileges for one tag never imply privileges for other tags.
Programmers allocate tagged memory in two steps.
First, the programmer must create a tag. This opera-
tion essentially allocates a memory segment and stores
a mapping from the tag to the segment. Next, the pro-
grammer invokes a tagged memory allocation (smalloc):

he specifies a tag and a desired size, and thus allocates
a buffer of that size from the segment with that tag. The
ability to identify many memory regions with a single
tag simplifies policy specification. Note that any memory
an sthread allocates without using this two-stage process
(tag, then smalloc) has no tag, and thus cannot be ac-
cessed by other sthreads: it cannot even be named in a
security policy. In this way, computations performed on
an sthread’s stack or heap are by default strongly isolated
from other sthreads. We use the standard hardware page
protection mechanism to enforce the access permissions
for tagged memory specified in an sthread’s security pol-
icy.

When writing new applications, the mechanisms de-
scribed so far suffice for tagging memory. But when
partitioning existing applications, one may need to tag
global variables, or convert many malloc calls within
a function to use smalloc instead, which may not even
be possible for allocations in binary-only libraries. We
therefore provide two additional mechanisms for tagging
memory, specifically tailored for splitting legacy appli-
cations. The first allows declaring globals with a tag,
and works by placing all globals with the same tag in
a distinct, contiguous section of the ELF binary. The sec-
ond allows the programmer to specify that all calls to
the standard C malloc between two points in a program
should be replaced with smalloc calls with a particular
tag. To do so, the programmer simply places calls to
utility functions smalloc_on and smalloc_off at the de-
sired start and end points, respectively. These aids greatly
simplify the introduction of compartments; much of the
work of partitioning consists of identifying and tagging
memory correctly.

3.3 Callgates

A callgate is a portion of code that runs with different
(typically higher) privileges than its caller. In our POP3
example in Figure 1, the login and e-mail retriever enti-
ties are callgates. Instantiating a callgate with access to
sensitive data isolates the sensitive data from access by
untrusted code, such as the sthread that parses network
input in the POP3 server.

A callgate is defined by an entry point, a set of permis-
sions, and a trusted argument supplied by the callgate’s
creator (usually a pointer into trusted memory), that the
kernel will pass to the entry point when the callgate is in-
voked. The trusted argument allows the callgate’s creator
to pass the callgate input that cannot be tampered with by
its caller. A callgate also inherits the filesystem root and
user id of its creator. A callgate’s permissions must be a
subset of those of the sthread that creates the callgate. Af-
ter a privileged sthread creates a callgate, it may spawn a
child sthread with reduced privilege, but grant that child
permission to invoke the callgate. Upon callgate invoca-
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tion, a new sthread with the callgate’s permissions is cre-
ated, and begins execution at the entry point specified by
the callgate’s original creator. The caller blocks until the
callgate terminates, and then collects any return values.

The dominant costs of invoking a short-lived callgate
are those incurred creating and destroying the underly-
ing sthread. For throughput-critical applications, we pro-
vide long-lived recycled callgates, which amortize their
creation cost over many invocations. Because they are
reused, recycled callgates do trade some isolation for per-
formance, and must be used carefully; should a recycled
callgate be exploited, and called by sthreads acting on
behalf of different principals, sensitive arguments from
one caller may become visible to another.

3.4 Crowbar: Partitioning Assistance

To identify the many memory dependencies between dif-
ferent blocks of code, and hence make default-deny par-
titioning primitives usable in practice, we provide Crow-
bar, a pair of Linux tools that assist the programmer in
applying the primitives in applications. Broadly speak-
ing, these tools analyze the run-time behavior of a legacy
monolithic application to identify exactly which items in
memory are used by which specific pieces of code, with
what modes of access, and where all those items were
allocated. This analysis suggests a set of privileges that
appear required by a particular piece of code.

The programmer uses Crowbar in two phases. In
Crowbar’s run-time instrumentation phase, the cb-log
tool logs memory allocations and accesses made by the
target application. In Crowbar’s analysis phase, the pro-
grammer uses the cb-analyze tool to query the log for
complex memory access patterns during the application’s
run that are relevant when partitioning the application in
accordance with least privilege.

First, cb-log produces a trace of all memory accesses.
cb-log stores a complete backtrace for every memory
read or write during execution, so that the programmer
can determine the context of each access. These back-
traces include function names and source filenames and
line numbers. ch-log identifies global memory accesses
by variable name and source code location; stack mem-
ory accesses by the name of the function in whose stack
frame the access falls; and heap memory accesses by a
full backtrace for the original malloc where the accessed
memory was first allocated. This information helps pro-
grammers identify which globals to tag using our mech-
anisms, which stack allocations to convert to heap ones,
and which specific malloc calls (revealed in our trace) to
convert to smalloc calls.

Second, after ch-log produces a trace, the programmer
uses cb-analyze to query it for specific, summarized in-
formation. The supported queries are:

e Given a procedure, what memory items do it and all
its descendants in the execution call graph access dur-
ing their execution, and with what modes of access?
When the programmer wishes to execute a procedure
in a least-privilege sthread, he uses this query to learn
the memory items to which he must grant that sthread
access, and with what permissions.

e Given a list of data items, which procedures use any of
them? When the programmer wishes to create a call-
gate with elevated privileges to access sensitive data,
he uses this query to learn which procedures should
execute within the callgate.

e Given a procedure known to generate sensitive data,
where do it and all its descendants in the execution
call graph write data? When the programmer wishes
to learn which data may warrant protection with call-
gates, he uses this query to identify the memory that
should be kept private to that callgate. This query is
particularly useful in cases where a single procedure
(and its children) may generate large volumes of sensi-
tive data; it produces data items of interest for queries
of the previous type.

We stress that for the first and third query types, in-
cluding children in the execution call graph makes cb-
analyze particularly powerful; one often need not under-
stand the complex call graph beneath a procedure to par-
tition an application.

Crowbar is useful even after the initial partitioning ef-
fort. For example, after code refactoring, an sthread may
stop functioning, as it may access additional memory re-
gions not initially specified in its policy. We provide an
sthread emulation library, which grants sthreads access
to all memory, so that protection violations do not termi-
nate sthreads. The programmer may use this library with
Crowbar to learn of all protection violations that occur
during a complete program execution.

Because Crowbar is trace-driven, the programmer will
only obtain the memory permissions used during one
particular run. To ensure coverage of as broad a portion
of the application as possible, the programmer may gen-
erate traces by running the application on diverse innocu-
ous workloads with cb-log, and running cb-analyze on
the aggregation of these traces.

4 Implementation

Wedge’s implementation consists of two parts: the OS
isolation primitives, for Linux kernel version 2.6.19, and
the userland Crowbar tools, ch-log and cb-analyze.

4.1 Isolation Primitives

Table 1 shows Wedge’s programming interface.
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Sthread-related calls

int sthread_create(sthread_t *thrd, sc_t *sc, cb_t cb, void *arg);
int sthread_join(sthread_t thrd, void **ret);

Memory-related calls

tag-t tag_new(); int tag_delete(tag-t);
void* smalloc(int sz, tag-t tag); void sfree(void *x);
void smalloc_on(tag-t tag); void smalloc_off();
BOUNDARY _VAR(def, id); BOUNDARY _TAG(id);

Policy-related calls

void sc_.mem_add(sc_t *sc, tag-t t, unsigned long prot);
void sc_fd_add(sc_t *sc, int fd, unsigned long prot);
void sc_sel_context(sc-t *sc, char *sid);

Callgate-related calls

void sc_cgate_add(sc_t *sc, cg_t cgate, sc_t *cgsc, void *arg);
void* cgate(cg-t cb, sc_t *perms, void *arg);

Table 1: The Wedge programming interface.

Sthread-related Calls The programming interface for
sthreads closely resembles that for pthreads, apart from
the introduction of a security policy argument (sc). We
implement sthreads as a variant of Linux processes.
Rather than inheriting the entire memory map and all
file descriptors from its parent, a newly spawned sthread
inherits only those memory regions and file descriptors
specified in the security policy. As with fork, the new
sthread will have its own private signal handlers and file
descriptor copies, so receiving a signal, closing a file de-
scriptor, and exiting do not affect the parent.

Sthreads also receive access to a private stack and
a private copy of global data. The latter represents the
memory map of the application’s first-executed process,
just before the calling of the C entry point main. This
memory is vital to sthread execution, as it contains ini-
tialized state for shared libraries and the dynamic loader.
It does not typically, however, contain any sensitive data,
since the application’s code has yet to execute. In cases
where statically initialized global variables are sensitive,
we provide a mechanism (BOUNDARY_VAR) for tagging
these, so that sthreads do not obtain access to them by
default. Our implementation stores a copy of the pages
of the program just before main is called, and marks
these pages copy-on-write upon main’s invocation or any
sthread creation.

Memory-related Calls smalloc and sfree mimic the
usual malloc and free, except that smalloc requires speci-
fication of the tag with which the memory should be allo-
cated. Tags are created using fag_new, a system call that
behaves like anonymous mmap. Unlike mmap, tag_new
does not merge neighboring mappings, as they may be
used in different security contexts. Apart from creating a
new memory area, tag_new also initializes internal book-
keeping structures used by smalloc and sfree on mem-
ory with that tag. The smalloc implementation is derived
from dimalloc [9].

Much of tag_new’s overhead comes from system call
overhead and initializing the smalloc bookkeeping struc-

tures for that tag. We mitigate system call overhead by
caching a free-list of previously deleted tags (i.e., mem-
ory regions) in userland, and reusing them if possible,
hence avoiding the system call. To provide secrecy, we
scrub a tag’s memory contents upon tag reuse. Rather
than scrubbing with (say) zeros, we copy cached, pre-
initialized smalloc bookkeeping structures into it, and
thus avoid the overhead of recomputing these contents.

As described in Section 3.2, smalloc_on and smal-
loc_off ease the tagging of heap memory. They convert
any standard malloc which occurs between them into
an smalloc with the tag indicated in smalloc_on. To im-
plement this feature, Wedge intercepts calls to malloc
and free using LD_PRELOAD, and checks the state of a
global flag indicating whether smalloc_on is active; if so,
smalloc is invoked, and if not, malloc is. In our current
implementation, this flag is a single per-sthread variable.
Thus, smalloc_on will not work if invoked recursively,
and is neither signal- nor thread-safe. In practice, how-
ever, these constraints are not limiting. The programmer
can easily save and restore the smalloc_on state at the
start and end of a signal handler. Should a programmer
need to use smalloc_on in recursive or thread-concurrent
code (within the same sthread), he can easily save-and-
restore or lock the smalloc_on state, respectively.

The BOUNDARY_VAR macro supports tagging of
globals, by allowing each global declaration to include an
integer ID, and placing all globals declared with the same
ID in the same, separate, page-aligned section in the ELF
binary. This allows for specific pages, in this case global
variables, to be carved out of the data segment, if neces-
sary. At runtime, the BOUNDARY_TAG macro allocates
and returns a unique tag for each such ID, which the pro-
grammer can use to grant sthreads access to globals in-
stantiated with BOUNDARY_VAR. This mechanism can
be used to protect sensitive data that is statically initial-
ized, or simply to share global data structures between
sthreads.

Policy-related Calls These calls manipulate an sc_t
structure, which contains an sthread policy; they are used
to specify permissions for accessing memory and file
descriptors. To attach an SELinux policy to an sthread,
one specifies the SID in the form of user:role:type with
sc_sel_context.

Callgate-related Calls sc_cgate_add adds permission
to invoke a callgate at entry point cgate with permissions
cgsc and trusted argument arg to a security policy. The
callgate entry point, permissions and trusted argument
are stored in the kernel, so that the user may not tam-
per with them, and are retrieved upon callgate invoca-
tion. When a parent adds permission to invoke a callgate
to a security policy, that callgate is implicitly instantiated

USENIX Association

NSDI ’08: 5th USENIX Symposium on Networked Systems Design and Implementation

313



when the parent binds that security policy to a newly cre-
ated sthread.

To invoke a callgate, an sthread uses the cgate call,
giving additional permissions perms and an argument
arg. This argument will normally be created using smal-
loc, and the additional permissions are necessary so that
the callgate may read it, as by default it cannot. Upon
callgate invocation, the kernel checks that the specified
entry point is valid, and that the sthread has permission
to invoke the callgate. The permissions and trusted argu-
ment are retrieved from the kernel, and the kernel vali-
dates that the argument-accessing permissions are a sub-
set of the sthread’s current permissions.

Callgates are implemented as separate sthreads so that
the caller cannot tamper with the callee (and vice-versa).
Upon invocation, the calling sthread will block until the
callgate’s termination. Because the callgate runs using a
different memory map (as a different sthread), the caller
cannot exploit it by, e.g., invalidating dynamic loader re-
locations to point to shellcode, or by other similar at-
tacks. Any signals delivered during the callgate’s execu-
tion will be handled by the callgate. A caller may only
influence a callgate through the callgate’s untrusted ar-
gument.

We currently implement recycled callgates directly as
long-lived sthreads. To invoke a recycled callgate, one
copies arguments to memory shared between the caller
and underlying sthread, wakes the sthread through a fu-
tex [3], and waits on a futex for the sthread to indicate
completion.

4.2 Crowbar

Crowbar consists of two parts: ch-log traces memory ac-
cess behavior at run-time, and cb-analyze queries the
trace for summarized data. We only describe cb-log,
as cb-analyze is essentially a text-search tool, and is
thus straightforward. cb-log uses Pin [11]’s run-time in-
strumentation functionality. cbh-log has two main tasks:
tracking the current backtrace, and determining the orig-
inal allocation site for each memory access.

To compute the backtrace, we instrument every func-
tion entry and exit point, and walk the saved frame point-
ers and return addresses on the stack, much as any debug-
ger does. We thus rely on the code’s compilation with
frame pointers.

To identify original memory allocations, we instru-
ment memory loads and stores. We also keep a list of seg-
ments (base and limit), and determine whether a memory
access lies within a certain segment, and report the seg-
ment if so. There are three types of segments: globals,
heap, and stack. For globals, we use debugging symbols
to obtain the base and limit of each variable. For the heap,
we instrument every malloc and free, and create a seg-
ment for each allocated buffer. For the stack, we use a

function’s stack frame as the segment. Upon access, to-
gether with the segment name, we also log the offset be-
ing accessed within the segment. This offset allows the
programmer to calculate and determine the member of a
global or heap structure being accessed, or the variable
within a stack frame being touched.

Our implementation handles fork and pthreads cor-
rectly; it clones the memory map and keeps separate
backtraces for the former, and keeps a single memory
map but different backtraces for the latter. ch-log also
supports the sthread emulation library, by logging any
memory accesses by an sthread for which insufficient
permissions would normally have caused a protection vi-
olation. Because the sthread emulation library works by
replacing sthreads by standard pthreads, our current im-
plementation does not yet support copy-on-write mem-
ory permissions for emulated sthreads.

5 Applications

To validate the utility of Wedge, we apply it to introduce
fine-grained, reduced-privilege compartments into two
applications: the Apache/OpenSSL web server, and the
OpenSSH remote login server. Because SELinux already
provides a mechanism to limit system call privileges for
sthreads, we focus instead on memory privileges in this
paper. Thus, when we partition these two applications,
we specify SELinux policies for all sthreads that explic-
itly grant access to all system calls.

5.1 Apache/OpenSSL

Our end-to-end goal in introducing compartments into
Apache/OpenSSL is to preserve the confidentiality and
integrity of SSL connections—that is, to prevent one user
from obtaining the cleartext sent over another user’s SSL
connection, or from injecting content into another user’s
SSL connection.

We consider two threat models. In the first, simpler
one, the attacker can eavesdrop on entire SSL connec-
tions, and can exploit any unprivileged compartment in
the Apache/OpenSSL server. In the second, subtler one,
the attacker can additionally interpose himself as a man-
in-the-middle between an innocent client and the server.
Let us consider each in turn. In what follows, we only
discuss the SSL handshake as performed with the RSA
cipher, but we expect the defenses we describe apply
equally well to SSL handshakes with other ciphers.

5.1.1 Simple model (no interposition)

Perhaps the most straightforward isolation goal for
Apache/OpenSSL is to protect the server’s RSA pri-
vate key from disclosure to an attacker; holding this key
would allow the attacker to recover the session key for
any eavesdropped session, past or future. (We presume
here that ephemeral, per-connection RSA keys, which
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Figure 2: Partitioning to protect against disclosure of private key and
arbitrary session key generation.

provide forward secrecy, are not in use—they are rarely
used in practice because of their high computational
cost.)

We must also prevent an attacker from using the RSA
private key to decrypt ciphertext of his choosing, and
learning the resulting cleartext; such a decryption ora-
cle would serve the attacker equally well for recovering
session keys for past or future sessions.

Once the RSA private key is put out of reach for the
attacker, how else might he recover a session key that
matches one used in an eavesdropped connection? Note
that the server must include code that generates SSL ses-
sion keys—if it does not, it cannot complete SSL hand-
shakes. If the attacker can somehow influence this code
so as to force the server to generate the same session key
that was used for a past connection he has eavesdropped,
and learn the resulting session key, he will still achieve
his goal.

The SSL session key derives from three inputs that tra-
verse the network: random values supplied by the server
and client, both sent in clear over the network during
the SSL handshake, and another random value supplied
by the client, sent over the network encrypted with the
server’s public key [15]. Note that by eavesdropping, the
attacker learns all three of these values (the last in cipher-
text form).

We observe that it is eminently possible to prevent an
attacker who exploits the server from usefully influenc-
ing the output of the server’s session key generation code.
In particular, we may deny the network-facing compart-
ment of the server the privilege to dictate the server’s
random contribution to the session key. Instead, a priv-
ileged compartment, isolated from the unprivileged one,
may supply the server’s random contribution (which is,
after all, generated by the server itself).

To meet the above-stated goals, we partitioned Apache
1.3.19 (OpenSSL 0.9.6) as shown in Figure 2. We create
one worker sthread per connection, which encapsulates
unprivileged code. This sthread terminates after serving
a single request, to isolate successive requests from one
another. We allocate the RSA private key in tagged mem-
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Figure 3: Man-in-the-middle defense: top-level compartmentalization
of Apache.

ory. Although the worker has no direct access to the pri-
vate key, it can still complete the SSL handshake and es-
tablish a session key via the setup session key callgate.
This callgate returns the established session key, which
does not yield any information regarding the private key.
Thus, the only way to obtain the private key is to exploit
the callgate itself; we have thus reduced the application’s
trusted code base with respect to the private key to the
callgate’s contents. In order to prevent an attacker who
exploits the worker from influencing session key gener-
ation, we ensure that the setup session key callgate itself
generates the server random input to session key genera-
tion, rather than accepting this input as an argument from
the worker. Because the session key is a cryptographic
hash over three inputs, one of which is random from the
attacker’s perspective, he cannot usefully influence the
generated session key.

5.1.2 Containing man-in-the-middle attacks

We now consider the man-in-the-middle threat model,
wherein the attacker interposes himself between a le-
gitimate client and the server, and can eavesdrop on,
forward, and inject messages between them. First, ob-
serve that the partitioning described for the previous
threat model does not protect a legitimate client’s session
key in this stronger model. If the attacker exploits the
server’s worker, and then passively passes messages as-
is between the client and server, then this compromised
worker will run the attacker’s injected code during the
SSL handshake with the legitimate client. The attacker
may then allow the legitimate client to complete the SSL
handshake, and leak the legitimate client’s session key
(readable by the worker) to the attacker. The defense
against this subtler attack, as one might expect, is finer-
grained partitioning of Apache/OpenSSL with Wedge.
Recall that there are two phases to an SSL s