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Our Approach 

• Collect spam domains from spam feeds 

• Track DNS name server activities 

– Zone files 

• Track registration info 
– WHOIS, DomainTools.com (historic WHOIS service) 

• Tagged pharmacy domains 

– Click Trajectory (Oakland ‘11) 
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CNNIC Policy Change 

• Spam domains are sensitive to prices 

• Spammers abandoned .cn domains 

• And start using .ru domains instead 

• Quickly adapted the changes 
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LegitScript - eNom Agreement 

• Noticeable effects on eNom domains 

– 7000+ domains put to clientHold 

– Scammers transferred to other registrars 

• The scale limits the global effects  

– 9% affected 
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Discussion: Defend at Registrar Level 

• Economic way: increase the price (CNNIC) 

– Significant effect, but alternatives available 

– Affects all .cn users, including legal ones 

• Social way: take down domains (LegitScript) 

– Similar to other takedowns, 
effects depends on scale and speed 
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Questions & Comments 

Thank you 
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