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When to adapt?

Pr(successful forgery) < 2−δ

Header Encrypted Data MAC

• Successful forgery

• Security guarantee: During a time period T

l

Number of forgery attempts 
required to succeed = 2l
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Security throughout the 
sensor’s lifetime

T T T

Sensor’s lifetime (L)

Pr(succ. forgery) < 2−δ



Evaluation
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Adaptive security plot
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Conclusion

• Using fixed large packet overhead is 
inefficient for low-power sensor networks

• because a network is not always in a 
hostile environment

• Adaptive protocol provides privacy and is 
efficient.

• Adaptive protocol provides reasonable 
security when required



Adaptive security and 
privacy for mHealth sensing

Shrirang Mare1, Jacob Sorber1, Minho Shin2, Cory 
Cornelius1, and David Kotz1

1 Dartmouth College, USA
2 Myongi University, South Korea




