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Previously on VoteBox

1 VoteBox

BFull featured DRE voting machine
BPaper in USENIX Security Symposium 2008

President and Vice President of the United States
Race 1 of 27

To make your choice, click on the candidate's name or on the box next to his/her
narne. A green checkmark will appear next to your choice. If you want to change
your choice, just click on a different candidate or box.

You are now on
STEP 2
Make your choices

President and Vice President
of the United States
(You may vote for one)

[0 Gordon Bearce REP
Nathan Maclean

O Vernon Stanley Albury DEM
Richard Rigby

E{Janene Froman LIB

Chris Aponte

Click to go back to instructions Click to go foward to next race
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VoteBox (Classic)

Pre- rendered Network ballot

user interface replication

simplifies the graphics increases the
subsystem & code size availability of voting

records

BN
Elgamal ballo

Challenge
encryption

casts the votes allows tallying the votes
as intended independently

Yote Box (Nano s



Elgamal Homomorphic Encryption

1 One way of encryption
E@rg" = (¢.@")f)

+ Two ways of decryption
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Problems with VoteBox (Classic)

} In a tampered VoteBox, we cannot detect privacy
attacks
BThe random number can be used as a subliminal channel

v VoteBox still needs to be smaller

EVM

Pvote Python 46C
DieboldAccuVotel S> C++ 6400(
Sequoia Edge C 12400(
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VOte BOX NanO Hardware?

First FPGA-based EVM gt

T—
Pre- rendered GUI

V Minimized code size for
easier inspection

Challenge option

VENnd to end cryptography
__ Elgamal Encryption

—_
True Random

\/ Better random numbers
Number Generator S

D
Bitstream \V Additional tamper - evidence

Session |

Readback mechanism
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FPGA (Field Programmable Gate Array)

o A blank chip that the user can program  on the field
o Emulate any chip

} Used for prototyping custom silicon

1 Accelerate designs taking the advantage of the
parallelism

1 Widely deployed in the industry ( $2.75 billion  in 2010)
1 Fast time to market

+ Low Initial cost

1 Re- programmable hence easy to update
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Xilinx Spartan-3E Starter Kit (~$150)
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500k gate FPGA Chip w T e
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VGA port ;
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RS232 serial ports
Buttons and switches B O et - C R
USBconfiguration port fatisii)
No CPU, GPU, network ~ CRsRENe L)
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VoteBox Nano Lacks

1 Network replication and storage facilities
BWe have limited space on board

1 Ethernet communication module
Blnstead we have RS232 port

1 High resolution bitmap based GUI
BWe have character graphics
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VoteBox Classic: vs. VoteBox:Nano
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STEP 4:

Record

STEP 4 your vote

Record your vote

—>Previous Page Nex+ Page
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Pre-rendered GUI [Yee]

XY color tesstt

6 25 15 President and the Vice President of USA

9 20 7iTo make a choice highlight the candidate's name
10 20 § by turning the knob. Click the knob to vote for
11 20 § the highlighted candidate then select the next
12 20 § page to continue. To de-select a candidate click
13 20 § again.

19 25 7 President and the Vice President of USA
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Ballot Definition
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JTAG (Joint Test Action Group)

} IEEEport standard f o r I
1 Debug
1 Program
1 Monitor

+ Daisy chain connection for all
components on board
1 One wire data In
1 One wire data out

For FPGAs, JTAG is used for
1. Bitstream upload and download

2. Software upload and download

3. Accessing software debugger




Programming FPGA (Hardware)

34FE1630
FOOSEFEA 10010010001010010010
1036E5¢cc 01001001001101010101
F61E 01001010100101001000
ABC 5 11001111101010010100
789F2EAQ 10011110101001010101
49582404
BO9DE2455

Bitstream

00165843
| 2CE44025

Software

..9F23
Session ID
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